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FET LANZEME LT HEDTEFT,

1. BEAZ21-—7T [FHEEHEER] 20Uy IULET,
[FEREAE FAEMERR] N—IDRRINET,

[FHHFAZE FAZEMRR]

CON—UTIE PR LANA S 2 — AL T F BN LARE  FAERRE T AN TEET.

HLANA S —2—8

[LaNA 2Tz =2 HARE HRIE
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1. BEXZa2—7T [BREHESE] 20Uy IULET,
[ERERESS (ping) | X—IDERREINE T,

[ k8 ## 22 (ping) ]

CN—UTD, pingd = HUSMP ECHO! VT w kil L2R{IEMIESRN TEE T,

hRfE% I
FIBZORIL | FIP C1PvE

REAEFREL. MRTORDIVEBIRE. pingR FE 0w SLTUIE, WEEICRETHEE
FrRILES )y SLTIESE,

pneizts | *etil |

2. [FEk] [CXEXRDIP7 RURAZAAL. #IATORIVEFEELE T,
3. [pingiXf& MyZIUvILET,

[pingRITH] EWVWD Xy E—IDhKRRSNcHE, TSOYBEEIC ping EE-RNFRSNE T,

19

BEXZ2—%&{F>S



BR500S Web I—H'—XH4 K (V21)

I
N
1t

ERBEEAYTI VR

215 WEZRETD

2.

REREDNEBRFET DI 7ZRE CEE T, RZIRET DITAFUTDIDHHOET,
o JSOYZEFALTCVS/Y IV DA ZRIS T ©7375

e Ry bhI—=TLEDTIMEY—/\EZIF SNTP U —) D SR ZEIS T 7574

s FREORAZRET SITE

CARBEICREDIFT
72BN EEEE s feFF CLTHL & BRIBHEISRDNET,

CCCIHMERDRAZRET DB E D ZLTITRULE T,

BFEAZ21—T [RARE] 29Uy ILET,
[BFRIEHERE] N—IDRRSINE T,

[Fr 25 E ]

CON—UTL, FEEORIHISHEEITICENTTELT, WA FTEIRUSET 2 F LTS,

A iRl b BB EE (LT ACEIEEN T

W2 DERE

e . ) O OIRTERRE =
PR W TSN 5 5 8 moor &fz Bfo Bfie B w1 e
QA L5 —) DSBS B EHE”PEC’E %}%ﬁéﬂﬁ g 3
HEEORHRIE BT oo fz Afo B s5ke ke |

[MEEDIZZRE] ZHEET DHEEIRFREDHKZANLET.
EBET IRLDERERED [BHE] Ry ZEIVYyIULET,
572 OOOOICKRELE Ulc.] EWVD Xy Z—IDPRRSINE T,

20

BEXZ2—%&{F>S



BR500S Web 1—H'—X#4 K (V21) F28 BREECAVTFIUR

21.6 VUE—BPIND—FEEZES
BIIC %) ) O OBRRAETSRETT, BRERATS/( IV B5HUS [T MF—5~—
2] — [UE—NBRHIE) T (98] & LTERLTHSBIB0ET.

1. BEX=2—T [UE—N(D—%V] BHUvHLET,
[UE— MD—F ] K- IBRRENED,

[VE—FRD—F2]
A Wakeup on LAN [(ZHHIGLIz Vo (ST /ENT .,

B —t 7 —A R NIRRT EE N TSR AMERO—8TT . B
| EdR e =

N RARE PPELR MACTHL 2 (33
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2. EHITZ/N\VIVOD [FV] RYVEIUYILET,
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ERBEEAYTI VR

2.2.2

ERERRZHERTS

BRI ENTEXT,

RMAZ1—T [EREER] 20Uy I LET,

[E e ER] N—IDRRENE T,

remote 0 ap 0
status
detail
since

speed
send traffic
receive traffic

remote 2ap 0
status
since
speed
send traffic
receive traffic

communicated time

: Internet.isp - (1)
: connected - (2)
: connected - (3)
: Oct 2 17:31:26 2002 - (4)
: 0000.00:30:03 --- (5)
: 128000 bps - ()

: 1432 byte/s - (7)

: 10.4K byte/s - (8)

type :HSD - (9)
IPCP : opened --- (10)
local address : 192.168.1.1 --- (11)
DNS server : 192.168.2.5 --- (12)
IPV6CP : opened --- (13)
BCP : opened - (14)
MPLSCP : opened - (15)
remote 1ap 0 : yokohama.fr0
status : connected
since : Oct 2 17:31:26 2002
speed : 64000 bps
send traffic : 2245 byte/s
receive traffic : 42 byte/s
type :FR

: kawasaki.vpn

: connected

: Oct 2 17:31:26 2002
: not available

: not available

: not available

type : IPsec/IKE
exchange type : aggressive -- (16)
IKE SA : established - (17)
IPsec SA : established --- (18)

1) EEAR

BRER CRESNAEFRY M) —IRBLUERARDERRSNET T,

2) EHURRE

REDEFBIRENTRRINET,
not attached : BRERTEFEICKDFIAART

linkoff L MBTDERENSY T
connectable | RIEHUARE
connected  IEFTIREE
force down  BAZEIREE
watch failed  #Efits/CEAR(C K DBEREEREINAER
3) HEEtariIRAE
ISDN ###5%5. PPPOE #ifs. FICIFET LR C. BEIREBODFMNDHBEICKRRSINET,
BIEFENISDN, EFLDEBS | F v RILDEMKRENRREINE T,
disc-to-sync | EiRICERF TNZEE L. SIRTLIED
disc-to-idle  : HIHFALIER
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4)

5)

6)

7)

8)

9)

connected IEFGIKEE

callin | EENIES

alerting CHEFHOH LS

BEFEDPPPoE DIRE | PPPoE DEHIREEN R RENE T,
waitPADO - PADORMERFH

waitPADS . PADS Z{E1F5H

connected  : 1EGTIREE

KREBR R

A5 T T = RENREDRAEICE L U DR RESNE T,
SRR

OFRIREN L FOERX CTRRENF T,
dddd.hh:mm:ss e b S s i
[typel DVISDN. PPPoE. ZF/zld MODEM DEEEIFRREINET,

Ffz. ISDN Fzld PPPoE MiZ&E(F [status) DY [connected] DEETEIT,

[callin] IADEE(CRRSNE T,

TmERE

REDGEREDNRISNET. MPOBSIFEEHRENTRRINET,
EEV—b

BT —FEEL— MR RENK T,
2EL—b

BIDT—92EL— PR REINF T,
EEFE

WBFVAT LEDBEFERIARTSNK T,
HSD . SRR

ISDN . ISDN [El#F

FR =L —[ElgR

IPv4 ISV SV

IPv6 (IPv6 BRI

PPPoE - PPPoE

IPsec/IKE  :IPsec (IKEICk2IIEZFIA)
IPsec " IPsec (FEIERTEZFIA)

over lap DRl T T —R7ZEH A

mpls : MPLS LSP

MODEM CET L

BT DERIE PPPZMA L CRIEY D5 EICBRDRRENE T,
10)IPCP IR&E

IPVABIEDIRENRTRSNE T,

opened L B{EAIEE
negotiating  RXIJ¥IT— 3/
closed DBfEAT

11)IPv4 77 R X
IPCPROVI—Y 3 VICK > TGRESNEBAIIPVA 7 RUADRERREINE T, 7 RURRIDVI—y3avn

TAIED D 12188 13255.255.255.255 S 1D T,

12)DNS U—/)\U7 kLR
IPCPROYVI—Y3VICK D TRESNEDNS U—/\77 RUARRRENE T DNSH—/\7 R AT

VI— 3 VPMTAED DTG E(E. 255.255.255.255 E1IENDEFE T,

MODEM D& [detaill B
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13)IPVECP IKRE
IPV6 BIEDIREENRTRSNE T,

opened | IBIEATEE
negotiating : XIJYI—I 3
closed DBEAT
14)BCP iRRE
TUw IBEDKRENFRINET,
opened | IBIEATEE
negotiating : RXRIVI—I 3>
closed DBEAT
15)MPLSCP }k&E
MPLSCP BEDIRENFRRINE T,
opened | BIEATREE
negotiating : ®J¥IT—I 3t
closed L BEAT

PUFDIETR(F IPsec/IKEZFB L CBET 2BAEIEITRREINET,
16) I E— N
IKE CORZIATE— RHAFRREINF T,
main . Main E— RZFH
aggressive . Aggressive T— N7 A
17)IKE SAREE
IKE SADKEENFRENET,
established : BEIT;{H
negotiating  : MEIZH
expired CHIBRES
none . RiEIL
18)IPsec SAJRAE
IPsec SA DIKEEMFRRENE T,
established : HEILEH
negotiating : fEIZH

expired HIBRSEHB
none L RHENL
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ERBEEAYTI VR

223 [ORBHRZHESETS

TNZNOYEEHRICK DT BfRDFFINRZEER T ENTEX T,

1. REAZ21—7T [EHFER] 29Uy IULET,
[EiRIEHR] XN—IDRREINKT,
[E#FIERIDY ISDN EfRDIBE

line type :ISDN - (1)

dial no 0 i* - (2)

dial no 1 ¥ (3)

<B1ch>

channel status : connected(MP) --- (4)
call status : call-out - (5)

remote target

remote TEL no

line speed
communicated time
IPCP

negotiated IP address
DNS server address

: tokyo.ap1 [remote 0 ap 0] --- (6)

: 4588* - (7)

: 64000 bps - (8)

: 0000.00:00:01 --- (9)

: opened - (10)

: 255.255.255.255 -> 255.255.255.255 --- (11)
: 255.255.255.255 --- (12)

IPV6CP : opened --- (13)
BCP :opened --- (14)
MPLSCP : opened --- (15)

send/receive traffic
<B2ch>

1 0%/0% - (16)

channel status : connected(MP)
call status : call-out
remote target : [remote 0 ap 0]
remote TEL no : 4588*

line speed : 64000 bps
communicated time :0000.00:00:04
IPCP : opened

negotiated IP address
DNS server address

: 255.255.255.255 -> 255.255.255.255
: 255.255.255.255

IPV6CP : opened
BCP : opened
MPLSCP : opened
send/receive traffic : 0%/0%

1) ElfRER!

ISDN (ISDN E#RF|AG) AFRREINE T,

2) BE&ESO0

FREFHDERES ODRRSINE T, [*] LIFET T FURATT,

3) BE&ES1

FHEBEHDERES1HRRINE T, [*] LBERFIYTIZ FUATT,

4) [BEIfRIRRE

enabling . [EIERENI R
synchronization failed . [EEBIE I UIRRE
idle L F v R IUFRER
disconnecting YRR
connected L BEHR
connected(MP) C MP G@BfEh
callin L F v RIS
alerting CRFFOH U
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LITFDFRRIE. BEF (([channel status] H' [connected])) DBEREIFRRSNEI .
5) EHAmE

call-out D RSC Ko TER
call-in LEEICK o> TER

6) BFxRyY hJ—0%, EfitH
BPDOEFRY N — I REERAERDRRSNE T,
7) ERiCEREES
BT OERERESDRRINE T,
8) [ElfpEE
EEAOEIRERENRRINE T,
9) BIEKE
BERBOSUTOELN TRRENE T,

dddd.hh:mm:ss B .EE.2.W
10)IPCP jR&E

opened " IPvAF]FEA]BE

negotiating : IPCPRI¥VI—3 3/

closed - IPvAF|RRETEE

THERIPY RUR—-EFRIP7 FLZ
IPCPDF FUARIYI—Y 3 VIERDKRRSINE T, 7 FUARIYI—Y 3 VEUTER UICHE(E.
255.255.255.255 EIEDFE T,

12)DNS U—/)\U7 kLR
DNS Y—/)\7 RUABERTRENE T,

13)IPVECP IXRE

opened . IPve FIFHOTAE
negotiating : IPv6CPR IV I —3/ 3/
closed " IPve M AR BE
14)BCP IREE
BRDENDHFRREINE T,
opened . Bridge #/FERT&E
negotiating : BCPRIYI— 3
closed . Bridge FIJFAANET8E
15)MPLS 3k#E
opened - MPLS #] Al
negotiating : MPLSCPXRI¥I—3 3th
closed - MPLS B r]gE

16):X(EEIFREAR /ZECIRERZR
T —YRERE COEIRERENRRINE T,
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ElfRIER D ERIRDBE

line type : HSD 64Kbps - (1)

line status : connected - (2)
communicated time : 0000.00:30:03 --- (3)

IPCP : opened - (4)

negotiated IP address :192.168.1.1 -> 192.168.2.1 --- (5)
IPV6CP : opened - (6)

BCP : opened - (7)

MPLSCP : opened - (8)

1) ElfRER!
ElRiER] (HSD) LEREREHRREINET,

HSD 64Kbps . 64Kbps BBAAIR
HSD 128Kbps : 128Kbps EEANE

2) [OIfRIREE
enabling . [EIHARENL R
synchronization failed  BEHRIE T UREE
connected D BER
disconnected L MREERICLDELS
idle . Ol#RFR(EA

MUTOFRRE. &Ed ([line status] DY [connected ) DBHICEIFTRREINET .

3) BIEHRE
EHRAREDLL RO TRRSNE T,

dddd.hh:mm:ss CBEEE. SR
4) |PCPikRE

opened - IPvAR]FEA]BE

negotiating : IPCPRXI¥YI— 3

closed - IPV4AF]HAREI8E

5) BRAIIP 7 RUR—#8FAIIP7 R X
IPCPHienable DIHFRICF RUAR IV I—Y 3 UERDEFEREINEF T, 7 RUARTVI— 3L THE
#rUTciaald. 255.255.255.255 10D X T,

6) IPVBCPIREE

opened - IPv6F] A BE
negotiating : IPv6CPR I T —3 3/
closed - IPv6 F|REJAE

7) BCPIKEE
opened " Bridge FIFAIAE
negotiating : BCPxRI¥YI— 3k
closed . Bridge #| A&

8) MPLSCPARE
opened - MPLSCP#|FHET&E
negotiating : MPLSCPRIYVI—3 3/
closed - MPLSCP#]FAOJ8E
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EHRERIN T L—LU L—0Di55

line type
<DLCI: 16>
channel status
communicated time
remote target
remote DLCI
remote IP address
local IP address

CIR

send/receive traffic
<DLCI: 17>

channel status
communicated time
remote target
remote DLCI
remote IP address
local IP address

CIR

send/receive traffic

: FR 64Kbps --- (1)

: connected - (2)

: 0000.00:30:03 --- (3)

: tokyo.ap1 [remote 0 ap 0] --- (4)
:16 --- (5)

:192.168.2.1 --- (6)

:192.168.1.1 — (7)

:32 — (8)

1 0%/0% - (9)

: connected

: 0000.01:30:03

: machida.ap1 [remote 1 ap 0]
;16

:192.168.3.1

:192.168.1.1

132

1 0%/0%

1)

[ElRiER

EiRiER| (FR) CBEREDRRINET,

FR 64Kbps
FR 128Kbps

- JL—LUL— (64Kbps)
 JL—LUL— (128Kbps)

PUMEFERS NI DLCI BBAIICRTRENE T,

2)

3)

4)

5)

6)

7)

8)

9)

[CIfRIRRE

enabling
synchronization failed
connected
disconnected

e ST

| [EHEAREY A

: BRI T TURRE
LBfEH

L FRBEERICLSELF

B ORENU O TRRSNE T,

dddd.hh:mm:ss

CBY.BE. 2%

BFERY ND—0R EHitd
EHRPDOEFRY M= REERARDRRSNE T,

DLCI

HFDLCI HFRENE T,

HFRIP 7 R X

BFAIP 7 RUADKRRENE T,

BRIIP 7 KLUX

BEIP 7 FUADKRRENE T,

CIR
E&UICIR RER

BERE) DERRENET,

EIEEfREAR RIEOHRERER
T ERIE COLRERARNERTRINET,
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EHRERINET LERDBS

[COM]

line type : MODEM -- (1)

dialno 0 i* - (2)

dial no 1 ¥ - (3)

line status : connected - (4)

call status : call-out - (5)

remote target : tokyo.ap1 [remote 0 ap 0] --- (6)
remote TEL no : 4588 --- (7)

line speed : 64000 bps - (8)
communicated time : 0000.00:00:01 - (9)

IPCP : opened - (10)

negotiated IP address :192.168.1.1 -> 255.255.255.255 - (11)
DNS server address : 255.255.255.255 - (12)

IPV6CP : opened --- (13)

BCP : opened --- (14)

send/receive traffic :0%/0% - (15)

1) [ERER!
MODEM H&RENE T,

2) BRE&ESO0
BERFDEBRES DR RINET,
3) BREES1
BREBHDEBRES 1 DRREINET,
4) [CIfRIREE

enabling . [EIERMEIL R
synchronization failed - BRAF TIURRE
idle S FvRIVKER
disconnecting - YRR
connected D BiER
connected(MP) - MP CEfEHh
callin L FrRIVKER
alerting CHEFHUHLE

LIFDFRRE. BEF ([line status] B [connected]) DHBEREIFRRSINE T,
5) #‘EEAMm

call-out D FREICK o> TER
cal-in CEEICK o> TEE

6) HFRY FD—T%, EhstR
BFROEFR Y D=0 R EERTRDRRINE T,
7) ERTERES
ETOERESDRRINE T,
8) ElfpEE
EHPOLEHROEREENRREINE T,
9) BIEHRE
BERBOSUTOEN CTRRENE T,

dddd.hh:mm:ss B .EBE. 2.
10)IPCP JXRE

opened - IPVAFFHEIEE

negotiating : IPCPRI¥I— 3 /M

closed L IPVAFIFRARAIRE
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1DBERIPY RUX-EFRIIP 7 RLR
IPCPD7 RUAR DAY I —Y 3 VERNRRINE T, 7 RURRIVI - 3 vk U TER UIEBAIE.
255.255.255.255 ~ /LD E T,

12)DNS B—/{7 R R
IPCPDDNS U —/\7 RURR AV T~ 3 HMERBFRREINE T, DNSH—/\F RURRIY I -3
FUTER UICIBEIE. 255.255.255.255 EHEDE T,

13)IPV6CP kBE

opened - IPve #FHERE
negotiating . IPv6CPR IV IT—3 3/
closed - IPv6 FI| BT 8E

14)BCP JKAE
opened * Bridge ¥ FE] 88
negotiating : BCPRI¥I—I3th
closed - Bridge FlJFAANET BE

16) X EEfREMRR /RERIRERR
T =Y RXRETOERERARNRTINE T,
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224 FREHRTERIRRERESETS
REEBEDZFEZIZAUTCHSIREFRTD, ISDNERRICOH T DREEIEREHERIT D ENTEEXT, 2w lEHhE

PAREICRI HEF. BREBHRIVUT] RMYVZIUvIULET,

1. REXZ2—T [REBEWR] 29Uy IULET,
[REBER] XN—IDRRINFT,

EE2ATOREER]

[wan 0]
total time for callout
total charge
peek time remote
time
charge
peek charge remote
time
charge
last remote
time
charge

LERTEORE R

= 0000.00:03:04 --- (1)
=10 - (2)

= internet.ISP-1 --- (3)
0000.00:02:57 - (4)
=10 --- (5)

= internet.ISP-1 --- (6)
= 0000.00:02:57 --- (7)
=10 --- (8)

= intranet.OFFICE-1 --- (9)
=0000.00:00:07 --- (10)
=0 - (11)

remote ap charge time

(12) 13) (14)

(15)

00 10 0000.00:02:57
10 0 0000.00:00:07

1) FEEEGROBBERBE/UTOEL TRRENE T,

dddd.hh:mm:ss
2) ¥eEREER

3) BRREMBOEFH

S ST i o

4) EREGROEGIBENLUTOER TRRESNE T,

dddd.hh:mm:ss

5) REREHROREER
6) BREFREROEFH

SIS B

7) BREREFOEGREBDOU ORI CRRSNE T,

dddd.hh:mm:ss

8) REFERDREE
9) RIEEHRISOEFHA

LS i

10) A BRI OB AL TOE R TRRENE T,

dddd.hh:mm:ss

T REIERIOREER

12)RFERES
13)EMIEERES
14)REDEFTEER

CBHBE. 2. W

15) DG RENUTOEL TRRSINE T,

dddd.hh:mm:ss

CBH.BE. W
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225 FUJb—MEHRERRTD

TV TU— MEEDBRERESIURMEHBERZESR IS LN TEXT,

MREMERZNPAREICRIBEF. BRI U] Ry ZIUvIULET,
1. RERAZa2—T [FVTU—bMERI 29Uy ILET,

[T T—MER] R=IDERRSINE T,

[Template Access Interface Information]

[Template 0]
Number of interfaces

rmt30(user id:kawagoe-1)
status
detail
since
communicated time
speed
send traffic
receive traffic
type
IPCP
local address
DNS server
IPV6CP

[Template 1]
Number of interfaces

rmt40(user id:sayama-5)
status
detail
since
communicated time
speed
send traffic
receive traffic
type
IPCP
local address
DNS server
IPV6CP

[Template 0]
pooled interface
accept count
reject count
total time

peek time

last time

[Template 1]
pooled interface
accept count

: Active: 2, Free: 8 - (1)

- (2)

: connected - (3)

: connected - (4)

: Aug 26 10:52:46 2004 --- (5)

: 0000.00:30:03 - (6)

: 128000 bps - (7)

: 1432 byte/s - (8)

: 10.4K byte/s --- (9)

:ISDN --- (10)

: opened - (11)

:192.168.1.1 — (12)
192.168.2.5 - (13)

: opened - (14)

: Active: 2, Free: 6 - (1)

- (2)
: connected - (3)
: connected --- (4)

: Aug 26 10:52:16 2004 - (5)
: 0000.00:29:33 --- (6)
: 128000 bps - (7)
: 1032 byte/s --- (8)
: 10.2K byte/s - (9)
:ISDN --- (10)
:opened --- (11)
192.168.1.2 - (12)
192.168.2.6 - (13)
:opened --- (14)

[Template Statistics Information]

= rmt30-rmt39 --- (15)
=2 - (16)
=1 - (17)
=0000.00:13:04 --- (18)
=0000.00:12:57 --- (19)
= 0000.00:00:07 --- (20)

= rmt40-rmt37 --- (15)
=5 - (16)
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reject count =2 — (17)

total time =0000.00:19:14 - (18)
peek time =0000.00:10:17 --- (19)
last time =0000.00:00:13 --- (20)

1) TVTIU—hTEHRINcA V5 T T —ADERRRDRRINET S
2) EERE
AVETI—RABBRUBEEUEERIEDI—TID ARRINET
GREILIFWTBE LEESE. I—YIDI(C unknown BWERRENZET)
3) EiTIREE
REDEFIRENRRINE T,
connected  : IEFTIRAE
4) BEEEAIRRE
BEEIREBOHEMN DD HEEICERRINET,
BEFEDISDNDIBE | F v R)LDFEMIAENARREINE T,
disc-to-sync : EICEHIETFNZSEE L. UIRTIED
disc-to-idle  : BIHTAAIER
connected  : IEHTIREE
5) KREBIEHFY
[status] DIREDIRREICE(L UTERZIDFRRESNE T,
6) BIERE
ORI ROERX TRREINF T,
dddd.hh:mm:ss CHE EE. . P
ISDN D& (d [status] H' [connected] DEEFICEIFTRRSINE T,
7) ERE
BEDGERENRRINET. MPOBESIZFEHEEHNERRINET,

8) EfEL—h

BMDT —FXELV— FOIRRENE T,
9) REL—H

DT —IREL— MDRRSINE T,
10)BIEFK

HFVRAT LAEDBEFRARRENE T,

ISDN . ISDN [

LT OERIF PPPZFIR L CBIET 2BE(ICBRDERRSNE T,

11)IPCP k88
IPv4 BIEDIREDRRRINE T,

opened - IBEAEE
negotiating :xIJYIT—I 3
closed BEAT

12)IPv4a 7 R
IPCPRIYI—Y 3 VICL D CRESNZERIPvA 7 RUADERSNET. 7 RUARIVI—vavn
TRED D Ie18E(3$ 255.255.255.255 1D E T,

13)DNS B—/\7 RUZ
IPCP R IV T—Y 3 VICk > TRESNIZDNS H—/)\7 RUZBRRSNE T, DNSH—/\7 RUZRT
VI—Y3aVHMTRED oIzBAlE. 255.255.255.255 EIEDE T,
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14)IPV6CP IKRE
IPv6 IBIEDIRENERREINE T,
opened G )
negotiating :RXIJVI—3 3/
closed DBEAR

15)T VT — hEETHERTAFHNA VY II—R

16)IEERINEIE

17)&EEEEE

18) Fi s DESAN

19) IREEFIFDEGISE

20) RIS DGR
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2.2.6

LANA V97 1 —RX EHZERTS
LANA V5T I1—A DIERZHEEET D ENTEFT,

RITAZ1—T [LANA V5T —RE®R] ZOUvIULET,
[LANA V5T 1 —=REHR] XR=IDRRINET,

lan0 - (1)
status tup — (2)
since : Mar 6 20:59:30 2003 - (3)
type :normal --- (4)
* master port :mb, line0 (LinkUp, 100Mbps, FullDuplex)
(5) (6) @ (8)
since : Mar 6 20:59:30 2003 --- (9)
lan1
status 1up
since : Mar 6 20:59:29 2003
type : normal (vlan bound from: lan3)
(10)
* master port :mb, line1 (LinkUp, 10Mbps, HalfDuplex)
since : Mar 6 20:59:29 2003
backup port :mb, line0 (LinkUp, 100Mbps, FullDuplex) --- (11)
since : Mar 6 20:59:29 2003
lan3
status jup
since : Mar 6 20:59:29 2003
type :vlan (VID=1, Priority=0)
(12)
* master port :lan1 (LinkUp)
since : Mar 6 20:59:29 2003
lan4
status : not attached
1) LANZE=S
2) LAN (DIREE
up L BER
down  RENE

not attached BREEMBICL DT, EMELTLIEL

3) KEBRHZ

AT T —AREDREDIREE(CZ(L U ZID R RSN T,

4) LANDIEE
normal
vlan

CEBEDLANA VYT IT—R
VLANA 5T 1 —X

5) EpfFhDR—
*ECS CRUER T LANR— NV I77w THEEZER UIEWEE(E. BT master IR— M9 CEITF

DFEI,
6) R—hH&

master port
backup port

" masterhi— b
" backup — b
LAN R— b\ o7y THEEZ R T DB A ITRRENE T,

7) FR9 LR
LAN A 25T T —ADHEF. BHIFEDLAN A 25T I —ARZPRRENE T,
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8) [MEHREIDIRRE
VLAN «A 57 1 —ADFGE(F. HAFXOWIEA > 5T T —AD LinkUp/LinkDown JREETZ [T HFRRINFE T,
9) KEEEBRE
[EHRMD LinkUp/LinkDown JKEEDY. IRTEDIRREICE(L ULTERAIDNRRSINE T,
10)VLAN|B#R
VLAN DS E U GEIRSNTOVDYIEBLAN A V5 T T —ADBEIE. EOVLIANA VI T I —AHHH
HEISGERETN TS D HORREINF T,
11 LAN /Ny 07w 15K
I\ TP W TR—RDERTT . LANR— Ny O 7w TEEEDFERRCITRRSNE T,
12)VLAN 53R
VLAN & UCERSNTCWVSA V5 T T —ADBAEIE. VLAN ID. 754 FUT 4 BRREINET,
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227 YAFLOJ%MWERTH

B EGREDBRIEEAERITDCENTEEXT, BEIL S —PBEREEDRERZHDOFLANDICHEDEET,
1. RIRAZa1—TC [YRFLOF] #oUwoLET,

[V RFAOT] R=INKXRINET,

BUIRIC, BRAIZERUE T, 3FlE. [ Xvi—I&E] #8BLTLEET0,

Nov 13 09:12:20 init: system start up now.
Nov 13 09:25:32 protocol: [lan0] connected - to internet by forwarding packet
Nov 13 09:31:29 protocol: [lan0] disconnected - to internet : time=0000.00:05:57
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2.2.8 IPHRETIGHRZEESRTD
AEBZNUCBEDOTONIICEDONRZEZETDHCENTEFET,
FEBHREVERREICRIBEGE. FReHE®Ro U] My EIU VI ULET,

1. RERAZ2—7T [IPHEHER] 29Uy ILET,
[IP#EEHER] N—IDERRENE T,

tep: - (1)
95 packets sent
90 data packets (16322 bytes)
0 data packets (0 bytes) retransmitted
0 resends initiated by MTU discovery
4 ack-only packets (1 delayed)
0 URG only packets
0 window probe packets
0 window update packets
1 control packet
156 packets received
87 acks (for 16322 bytes)
1 duplicate ack
0 acks for unsent data
72 packets (103 bytes) received in-sequence
0 completely duplicate packets (0 bytes)
0 old duplicate packets
0 packets with some dup. data (0 bytes duped)
1 out-of-order packet (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
0 connection requests
2 connection accepts
0 bad connection attempts
0 listen queue overflows
2 connections established (including accepts)
1 connection closed (including 0 drops)
1 connection updated cached RTT on close
1 connection updated cached RTT variance on close
0 connections updated cached ssthresh on close
0 embryonic connections dropped
87 segments updated rtt (of 88 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts
0 connections dropped by persist timeout
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
76 correct ACK header predictions
66 correct data packet header predictions
udp: - (2)
151 datagrams received
0 with incomplete header
0 with bad data length field
0 with bad checksum
0 dropped due to no socket
74 broadcast/multicast datagrams dropped due to no socket
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0 dropped due to full socket buffers
0 not for hashed pcb

77 delivered

0 datagrams output

ip:— (3)

307 total packets received

0 bad header checksums

0 with size smaller than minimum

0 with data size < data length

0 with ip length > max ip packet size

0 with header length < data size

0 with data length < header length

0 with bad options

0 with incorrect version number

0 fragments received

0 fragments dropped (dup or out of space)
0 fragments dropped after timeout

0 packets reassembled ok

307 packets for this host

0 packets for unknown/unsupported protocol
0 packets forwarded

0 packets not forwardable

0 redirects sent

95 packets sent from this host

0 packets sent with fabricated ip header

0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented

0 fragments created

0 datagrams that can’t be fragmented

0 tunneling packets that can’t find gif

icmp: --- (4)

0 calls to icmp_error

0 errors not generated ‘cuz old message was icmp
0 messages with bad code fields

0 messages < minimum length

0 bad checksums

0 messages with bad length

0 message responses generated

igmp: --- (5)

480 messages received

0 messages received with too few bytes

0 messages received with bad checksum

35 membership queries received

0 membership queries received with invalid field(s)

185 membership reports received

0 membership reports received with invalid field(s)

7 membership reports received for groups to which we belong
139 membership reports sent

ipsec: - (6)

0 inbound packets processed successfully

0 inbound packets violated process security policy
0 inbound packets with no SA available

0 invalid inbound packets

0 discard inbound packets by interface down

0 inbound packets failed due to insufficient memory
0 inbound packets failed getting SPI

0 inbound packets failed on AH replay check

0 inbound packets failed on ESP replay check

0 inbound packets considered authentic

0 inbound packets failed on authentication

0 inbound packets considered authentic(ESPinAuth)
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0 inbound packets failed on authentication(ESPinAuth)
0 outbound packets processed successfully
0 outbound packets violated process security policy
0 outbound packets with no SA available
0 invalid outbound packets
0 outbound packets failed due to insufficient memory
0 outbound packets with no route
0 ipsec queue overflows
pim: — (7)
36 messages received
432 bytes received
0 messages received with too few bytes
0 messages received with bad checksum
0 messages received with bad version
0 data register messages received
0 data register bytes received
0 data register messages received on wrong iif
0 bad registers received
0 full checksum registers received
0 data register messages sent
0 data register bytes sent
ip6: - (8)
0 total packets received
0 with size smaller than minimum
0 with data size < data length
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 fragments that exceeded limit
0 packets reassembled ok
0 packets for this host
0 packets forwarded
0 packets not forwardable
0 redirects sent
6 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented
0 fragments created
0 datagrams that can’t be fragmented
0 packets that violated scope rules
0 multicast packets which we don’t join
Mbuf statistics:
0 one mbuf
0 one ext mbuf
0 two or more ext mbuf
0 packets whose headers are not continuous
0 tunneling packets that can’t find gif
0 packets discarded due to too many headers
0 failures of source address selection
0 forward cache hit
0 forward cache miss
icmp6: --- (9)
0 calls to icmp6_error
0 errors not generated because old message was icmp6 error or so
0 errors not generated because rate limitation
Output histogram:
multicast listener report: 5
neighbor solicitation: 1
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0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
Histogram of error messages to be generated:
0 no route
0 administratively prohibited
0 beyond scope
0 address unreachable
0 port unreachable
0 packet too big
0 time exceed transit
0 time exceed reassembly
0 erroneous header field
0 unrecognized next header
0 unrecognized option
0 redirect
0 unknown
0 message responses generated
0 messages with too many ND options
tcp6: - (10)
0 packets sent
0 data packets (0 bytes)
0 data packets (0 bytes) retransmitted
0 ack-only packets (0 delayed)
0 URG only packets
0 window probe packets
0 window update packets
0 control packets
0 packets received
0 acks (for 0 bytes)
0 duplicate acks
0 acks for unsent data
0 packets (0 bytes) received in-sequence
0 completely duplicate packets (0 bytes)
0 old duplicate packets
0 packets with some dup. data (0 bytes duped)
0 out-of-order packets (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
0 connection requests
0 connection accepts
0 bad connection attempts
0 connections established (including accepts)
0 connections closed (including 0 drops)
0 embryonic connections dropped
0 segments updated rtt (of 0 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts
0 connections timed out in persist
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
0 correct ACK header predictions
0 correct data packet header predictions
0 PCB cache misses
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udp6: - (11)

0 datagrams received

0 with incomplete header

0 with bad data length field

0 with bad checksum

0 with no checksum

0 dropped due to no socket

0 multicast datagrams dropped due to no socket
0 dropped due to full socket buffers

0 delivered

0 datagrams output

ipsec6: - (12)

0 inbound packets processed successfully

0 inbound packets violated process security policy

0 inbound packets with no SA available

0 invalid inbound packets

0 discard inbound packets by interface down

0 inbound packets failed due to insufficient memory
0 inbound packets failed getting SPI

0 inbound packets failed on AH replay check

0 inbound packets failed on ESP replay check

0 inbound packets considered authentic

0 inbound packets failed on authentication

0 inbound packets considered authentic(ESPinAuth)
0 inbound packets failed on authentication(ESPinAuth)
0 outbound packets processed successfully

0 outbound packets violated process security policy
0 outbound packets with no SA available

0 invalid outbound packets

0 outbound packets failed due to insufficient memory
0 outbound packets with no route

0 ipsec queue overflows

1) TCP#istIE®
2) UDPifistER

3)
4)
5)
6)
7)
8)
9)

IP#REETIBER
ICMPfEET1E#R
IGMP #7515
IPSEC &R

PIM #fi5H1E#R
IPBHfSTIETR
ICMP6 5T 1ER

10)TCP6 #i5t1EH
11)UDPe6 #i5H15ER
12)IPSECG #i5t15%k
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229 W—=F«1VJBHREHRIITD
W—T 4 VI EREERITDCENTEFRTD,
1. REAZa—T =T« JER] 20Uy IULET,
—F 1« VJ1EHR] XR—IDKRRENFT,
Routing tables
Internet:
Destination Gateway Flags Netif Expire
(0] (¢)) (©)] @ 6
default 10.232.77.1 UGSc lan1
10.232.77/24 link#2 ucC lan1
10.232.77.1 0:a0:de:1:¢1:19 UHLW lan1 1195
10.232.77.24 0:80:17:88:3:68 UHLW lan11 195
127.0.0.1 127.0.0.1 UH 100
192.168.1 link#1 ucC lan0
224/4 127.0.0.1 UGS 100
Total Routing Tables 1 --- (6)
Total ARP Tables 2 - (7)
Internet6:
Destination Gateway Flags Netif Expire
=1 =1 UH 100
fe80::%lan0/64 link#1 ucC lan0
fe80::%lan1/64 link#2 ucC lan1
fe80::%rmt0/64 link#11 ucC rmt0
fe80::%rmt1/64 link#12 ucC rmt1
fe80::%l00/64 e80::1%lo0 uc lo0
ff01::/32 =1 U lo0
ff02::%lan0/32I ink#1 ucC lan0
ff02::%lan1/32 link#2 ucC lan1
ff02::%rmt0/32 link#11 ucC rmtO
ff02::%rmt1/32I ink#12 ucC rmt1
f02::%l00/32 fe80::1%l00 ucC o0
Total Routing Tables 0 - (6)
Total NDP Tables 0 --- (8)
1) XY hI—=TOKEIFRASDHTHKIP KLU
2) HTERT—bTTAIPT7 RUA
3) BREREREBILFREERZRT ST
TS50 M= UTIORUE T,
1 =TI TS [CTRESNS 7O
2 =T I TST#2(CTRESND 7O NI
3 =T« ITST#3ICTHRESND O NI
B EESND/IT Y
b 0= RFP AP RUAZRIZY DR
C CEFTUWRESZERN T D
c EAEFIC. 0 NJVERDH UWREEZ4RN T D
D S USA LD MK TEWIICEM I NIIZE
G =R IABRELCKDTMZENEE UTWVDEESL
H SRR BRIV AU (SNBERY fD—2)
L D7 RURZERZEEE ST ONDEHLE T KU
M UL LT MK TEMICEEIND
R D EREATIREIFRA hERTElFR Y hD—2
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CAYTAvI)b— b

L (FFAPTRERRES

Co0—2 UIefsRE UTER S NICHRES

D SERD daemon B 7O LK\ BU VO T RUAZ®RETDS
4) BHRAVITIT—AR

5) MIRERIWEF CTOXREE (BA1: 7

6) IL—F 407 —JILIV NUH

7) ARPT—TIVLI> bUH

8) NDPF—TJJLIT hU#

chm

CABEICREDIIT
IPv6 M Neighbor ¥+ v ¥ 1TV MU DRXIElX 2000 TH. L. BEDIHOABERERE LTHRAETNZ T
NUDZENF T, ZDcs. LAN TEEEHR CEDMAMICORAMELDDFELEDEEHHBDET,
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2210 A V97 1—RAISHERRTD
AT I —RERZERT D ENTEFT,
EHBERZEREBICR I HBEE. [HEHEHRI V7] RYVZI U I LFRT,
1. RVERAZ2A—T [V T7x1—REHR] 2oVvIULET,
[0 1—RER] XR—IDNKRREINFT,
Name Mtu Network Address Ipkts lerrs  Opkts Oerrs
m @6 @ (5) .6 @ (8) 9
lan0 1500 <Link#1> 00:00:0e:f1:00:60 487 0 67 0
lan0 1500 10.232.78/24 10.232.78.147 487 0 67 0
lan0 1500f e80::/64 fe80::200:eff:fef1:60487 0 67 0
lo0 16384 <Link#52> 0 0 0 0
lo0 16384 fe80::/64 fe80::1 0 0 0 0
lo0 16384 ::1/128 a1 0 0 0 0
lo0 16384 127 127.0.0.1 0 0 0 0
1) fml
2) AT—H52R
ZHIDE(C * DTS BDIEdown. ZNLHNDup T,
3) MTUE
4) Ry RD—IOBROTTRY AT
5) UE—K7RLR
6) AN\ MY
7) AHIS—)w b
8) B/ T bR
9) HAHIS—)Urv
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2.2.11

1.

IPsec [BERZtESR I D

IPseclEFR T D ENTEFT,

RIRAZ1—T [IPseclE®®] ZOVvIULET,
[IPseci&iR] R—IDRRINZET,

(11

(2]

(3]

(4]

(11

(2]

Remote Name(ISP-0), rmt0,ap0
Side(Initiator), Gateway(192.168.2.1, 192.168.1.1), OUT

Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=171237444(0x0a34e044)
Created(Apr 26 17:59:03 2004), NewSA(23040secs, 3276Kbyte)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

Remote Name(ISP-0), rmt0,ap0

Side(Initiator), Gateway(192.168.1.1, 192.168.2.1), IN

Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=181913669(0x0ad7c845)

Created(Apr 26 17:59:03 2004), NewSA(23040secs, 3276Kbyte)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

Remote Name(ISP-1), rmt1, ap0
Side(Initiator), Gateway(2001:db8:1111:2::66, 2001:db8:1111:1::66), OUT
Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=171237446(0x0a34e046)
Created(Apr 26 17:59:03 2004), NewSA(23040secs, 3276Kbyte)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

Remote Name(ISP-1), rmt1, ap0
Side(Initiator), Gateway(2001:db8:1111:1::66, 2001:db8:1111:2::66), IN
Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=181913671(0x0ad7c847)
Created(Apr 26 17:59:03 2004), NewSA(23040secs, 3276Kbyte)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

Destination(192.168.1.1.500), Source(192.168.2.1.500),rmt0
Cookies(2ee33635dcc2a837:ece2a4bbc12889ef)
Side(Initiator), Status(ESTABLISHED), Exchangetype(AGGRESSIVE)
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)
Created(Apr 26 17:59:03 2004)

Lifetime(86400secs), Current(10secs), Remain(86390secs)

Destination(2001:db8:1111:1::66.500), Source(2001:db8:1111:2::66.500), rmt1
Cookies(6ee33635dcc2a837:dce2a45bc12889ef)

Side(Initiator), Status(ESTABLISHED), Exchangetype(AGGRESSIVE)
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)

Created(Apr 26 17:59:03 2004)

Lifetime(86400secs), Current(10secs), Remain(86390secs)
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IPsec SA/SPD&3R :

[11 Remote Name(ISP-0), rmt0,ap0

m (@ (5) (8)

[1] Destination(192.168.2.20/24), Source(192.168.1.10/24), rmt0,ap0

(m 3 (4) () ()
Side(Initiator), Gateway(192.168.2.1, 192.168.1.1), OUT
@ (8) )
Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
(10) (1) (12) (13)
Status(mature), Spi=171237444(0x0a34e044)
(14) (15)
Created(Sep 29 17:59:03 2001), NewSA(23040secs, 3276Kbyte)
(16) 17)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
(18) (19) (20)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)
(21 (22) (23)

1) IPsec SA/SPD XRR&E=S

2) IPsec WREBD=RY hDI—T% (IPsec WREBE D any4 F/cld any6 DIFE)
3) IPsec WRIHTHEIP 7 KRR (IPsec WRELEDIEEN D DHIBR)

4) IPsec WHREIETTIP 7 R A (IPsec WREHDIEEN HDHE)

5) IPsec WRXEDA VT TT—R%Z

6) IPsec WRXEDEFEERES

7) XY I—y3a AR

Initiator AV I—H
Responder : L AIRVE
Manual D FERERT

(13) ~ (7)) ~ (18) .7 (21) ./ (23) (& —THRRENET,)
8) IPsec R\ v b1 7 P EFa 7T DEETIP 7 RURABKRUSHTEIP 7 FUAR (KELw
=Pl
9) RUTDAE
ouT SRR Y
IN P ABARUY
10)ERTDEFa2UT s 7ONIL
1HBES7ILIUX LA
12)88EE 7 )L X s
13)DH IIL—T
14)IPsec SA (DIREE
larval . IPsec SAYERARIARE (ROVIT— 3 rhDIREE
mature . IPsec SAYERSE TIREE (ROVI— 3 H5ET L. IPsec SADMER S NCIREE)
dying I SADEHISA (softtime) [CEZEUTCIREE
¥ |IPsec BEICERASNADDIE. mature F/cld dying DIRRED IPsec SAETRDF T,
15)SPIfE
16)IPsec SAERESE (¥
17)IPsec SA DEFHZFIAT HFE () BXOEM/ v hE (FO/X1 )
18)IPsec SAERIIER] (0
19)IPsec SAERN O DIXERR ()
20)IPsec SAHIFREFE CDIKFREE (#)
21)IPsec SABE®/ Uy hE (FO/NA )
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22)IPsec SATERND D DERX/ (A b (F0O/8A )
H7Bs CBBS{b SREIR D/ MRORST
ATIBE 1851t FREERID) T w MEODZEET

23)IPsec SAHIBRETDIK/ 4 ;Y (FO/NA )

ISAKMP SA 5%k

(1]
(1

Destination(192.168.1.1.500), Source(192.168.2.1.500),rmt0

(2) (3) (4)
Cookies(2ee33635dcc2a837:ece2a45bc12889ef)

(5)
Side(Initiator), Status(ESTABLISHED), Exchangetype(AGGRESSIVE)
(6) (7) (8)
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)
(9) (10) 1)
Created(Sep 29 17:59:03 2001)

(12)
Lifetime(86400secs), Current(10secs), Remain(86390secs)
(13) (14) (15)

1) ISAKMP SAKRRES

2) ISAKMP&B T IPT7 KLU A

3) ISAKMPZEETTIP7 KL

4) IPsec MRXBDA VT TIT—R%

5) 2 w¥F— (Initiator:Responder)

6) XAV I—I3VPA R
Initiator A ZVI—H
Responder @ LUARVS

7) ISAKMP SADR OV T — 3 VIKRE
MSG1RECEIVED . MSG1SENT .~ MSG2RECEIVED ./ MSG2SENT ., MSG3RECEIVED ./ MSG3SENT .~

MSG4RECEIVED
. Phasel DRIV T— 3 /HAMDIREE
ESTABLISHED " Phasel DIV I — 3 VM5E T UTEIREE
EXPIRED - ISAKMP SAERDHIREFS
8) TIrE— R
BASE :Base E— K (FRUR—bH)
MAIN MainE—R
AUTH ONLY . Authentication Only E— K GRYmR— )
AGGRESSIVE - Aggressive EF— R
9) BS7Z/LdUX L
10)8R5E7 )L X
1M)DHIIL—T

12)ISAKMP SA {ERLHESR

13)ISAKMP SA B3hESRS (74)
14)ISAKMP SAfER DS DFXERFE (#2)
15)ISAKMP SA HIBRE CTOKERRE (#)
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2.2.12 IKE#RETESRZEERT S
IKERIVI— 3>\ y MOWEHEREESR T D ENTEE T,
FEHBREVEREICRIBGE. FsHE®RoU7] My EIU v I ULET,

1. XZa—7T [KEFKEHER] 20Uy ILET,
[IKE#EEHE®R] XR—IDRRSINE T,

received isakmp packet:
0 isakmp packet received error --- (1)
0 total isakmp packet received --- (2)
0 invalid IP address --- (3)
0 invalid ISAKMP header --- (4)
0 invalid ISAKMP packet --- (5)
0 possible attack - (6)
received isakmp packet exchange type:
0 Base Exchange - (7)
0 Identity Protection Exchange --- (8)
0 Authentication Only Exchange --- (9)
0 Aggressive Exchange --- (10)
0 invalid Security Association --- (11)
0 invalid Key Exchange - (12)
0 invalid Identification --- (13)
0 invalid Certificate - (14)
0 invalid Certificate Request - (15)
0 invalid Hash - (16)
0 invalid Signature --- (17)
0 invalid Nonce - (18)
0 invalid Notification - (19)
0 invalid Delete --- (20)
0 invalid Vendor ID --- (21)
0 invalid Next Payload type - (22)
0 Informational Exchange - (23)
0 Notification --- (24)
0 No Proposal Chosen --- (25)
0 Initial Contact - (26)
0 others Notify Message --- (27)
0 invalid Notify Message type --- (28)
0 there is no valid ISAKMP-SA --- (29)
0 invalid Security Association
0 invalid Key Exchange
0 invalid Identification
0 invalid Certificate
0 invalid Certificate Request
0 invalid Hash
0 invalid Signature
0 invalid Nonce
0 invalid Notification
0 invalid Delete
0 invalid received delete message --- (30)
0 invalid Vendor ID
0 invalid Next Payload type
0 Quick Mode Exchange - (31)
0 there is no valid ISAKMP-SA --- (32)
0 invalid Security Association
0 invalid Key Exchange
0 invalid Identification
0 invalid Certificate
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0 invalid Certificate Request
0 invalid Hash
0 invalid Signature
0 invalid Nonce
0 invalid Notification
0 invalid Delete
0 invalid Vendor ID
0 invalid Next Payload type
0 New group Exchange - (33)
0 Acknowledged Informational Exchange --- (34)
0 invalid Exchange type --- (35)
sent isakmp packet:
0 isakmp packet send error --- (36)
0 total isakmp packet sent --- (37)
sent isakmp packet phase1:
0 isakmp phase1 packet resent - (38)
0 phase1 give up --- (39)
sent isakmp packet phase2:
0 isakmp phase2 packet resent --- (40)
0 phase2 give up --- (41)
sent isakmp packet information:
0 No Proposal Chosen --- (42)
0 Initial Contact - (43)
0 others Notify Message - (44)
others:
0 phase1 count > phase1_max - (45)
0 encrypting failed --- (46)
0 decrypting failed --- (47)
0 failed to create inbound IPsec SA --- (48)
0 failed to create outbound IPsec SA --- (49)
0 IKE SA information no entry --- (50)
0 IPsec SA information no entry --- (51)
0 shared key no entry --- (52)
0 IPsec remote interface Down --- (53)
0 invalid remote address --- (54)
0 invalid local address --- (55)
0 failed to allocate buffer --- (56)
0 other - (57)

1) Ty bREIS—H

2) 25/ v hOBEE

3) FERPIKIP 7 R RAREH

4) FEEHIEISAKMP N\ % {E%

5) FERNIEISAKMP /N v SAEEL
6) BERBICHUTCHELUTWLWDEEDNS /Ty hDORIER
7) Base ZIRZHEH

8) ldentity STHREZEEY

9) Authentication Only 3HRSHE$

10) Aggressive 3IBHEE
11)SANA O— REEREE

12) BTN A O— RRERIE
13)ID X O— RE2SKRHE
14)FIBEE R A O— NSRBI
15)FEBEE RN A O— RZAEREE
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16)/\w ¥ a4 O— RHEREE
17)BRNA O— RRAEREH
18)Nonce R+ O— RHEREE
19)BHINA O— RRASREE
20)BIBRR A O— R2ERBEN

21NV F IDRA O— RZSREBEL
22)FENTENRA O— N5 A TREH
23)Informational 3THRZ2E%

24)BHINA O— RZEH

25)SA Proposal B2 (F AN SIUEVEII X v T—IREH
26)#)HTD SATEILBHIA v £—IZEH
27)ZDMDBHIX v T—IZEH

28) FEMTLBAIA v T— I DREH
29)ISAKMP SA D) Informational 253
B0)HEINIFHIBR A v — I REH

31)Quick Mode {E%¢

32)ISAKMP SA B 7KLY Quick Mode S2E#
33)New group Mode 3534
34)Acknowledged Informational 32{5%8
35) EMFTIRE— NREH

36))\ Ty MEEIS—#

INXEEF/I\T w bDEFTHE

38)Phase1 /) w NEEH

39)Phase1 XYV T — 3 VKE#
40)Phase2 /v NEIEEL

41)Phase2 xR IV T —3 3 VKRB
42)SA Proposal B2 ([T AN SEL BRI X v T— VX ER
A3)FNH T D SAHEILBRIA v T—VEEH
44)ZDMOBHIA v E— DX EH
45)HBANTD ISAKMP SA RAKGBIEH
46)ISAKMP )X w SNBSS {ERBEL
47)ISAKMP )W w MES{LRBEL
48)% 5 IPsec SATERIRHENL

49)3%(=M IPsec SATERCBEEL

50)IKE SA |BRIRZRAHE

51)IPsec SA [BHIRZRF L

52) HAERIGTREM

53)IPsec FIfEFIBHR 7 0 L ARA >~ NOfgEARRs = I IT—> 3 rhiE#
S54)FBFRENIP 7 KLU ARNEH

55)BMI IP 77 RUAARIEH

56) RIS KB

57)ZDMDI>—H
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2213 IKEA4 97 1—AFREHBIRZEERT D
UE—h - AV TI—RAEDIKEREHEHREERT D ENTEFET,
FEHBREVERREICRIBGE. FsHE®RoU7] mMyyEIU v I ULET,

1. RERXZa—T [IKEAVF T z—AHEHEHR] 20Uy I ULET,
[IKEA 25T T —AffEHER] X—IDERRSNE T,

[rmt0]: - (1)

0 total Phase1 packet received --- (2)
0 invalid Payload --- (3)

0 total Phase1 packet sent --- (4)
0 isakmp phase1 packet resent --- (5)
0 phase1 give up --- (6)

0 total Phase2 packet received --- (7)
0 invalid Payload --- (8)

0 total Phase2 packet sent --- (9)
0 isakmp phase2 packet resent - (10)
0 phase2 give up --- (11)

0 total Informational packet received --- (12)
0 invalid Payload - (13)

0 total Informational packet sent - (14)

[rmt1]:

0 total Phase1 packet received
0 invalid Payload

0 total Phase1 packet sent
0 isakmp phase1 packet resent
0 phase1 give up

0 total Phase2 packet received
0 invalid Payload

0 total Phase2 packet sent
0 isakmp phase2 packet resent
0 phase2 give up

0 total Informational packet received
0 invalid Payload

0 total Informational packet sent

[rmt2]:

0 total Phase1 packet received
0 invalid Payload

0 total Phase1 packet sent
0 isakmp phase1 packet resent
0 phase1 give up

0 total Phase2 packet received
0 invalid Payload

0 total Phase2 packet sent
0 isakmp phase2 packet resent
0 phase2 give up

0 total Informational packet received
0 invalid Payload

0 total Informational packet sent

1) &®K~Remotef /T TT—2R
2) Phasel Z{EGETH

3) Phasel#ExpNA O— N5
4) PhaselX{EAEH

5) Phasel X%
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6) Phasel ROV IT— 3 VR

7) Phase2 Z{EAEFH

8) Phase2 fExh A O— FZEH

9) Phase2 X EEEHEN

10)Phase2 FEx%

11)Phase2 * dV T —3 3 RBE
12)BHA Y T—IURERET

13)BHIA v T—IEHP A O— RZEH
140BHA v E—URERET
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2214 TIWFFv X MEHREZEHEER TS
NIVFF v AMERZEERIT D ENTEET,
1. RERAZaA—T [WIVFF+AMER] 20UV I ULET,

[RILFF+ X ME#R]

N—IHDERRENE T,

Multicast Protocol: PIM-SM --- (1)
Multicast Groups
VIE Querier Uptime QTimer Expire Flags
2) @) (4) (5) (6) 7)
0 me 0000.00:00:00 45 0 QUERIER
Group Reporter Uptime
(8) (9) (10)
239.255.255.10 192.168.1.100 0000.00:03:27
239.255.255.11 192.168.1.100 0000.00:01:24
VIF Querier Uptime QTimer Expire Flags
1 192.168.2.2 0000.00:01:23 55 160
Group Reporter Uptime
239.255.255.12 192.168.2.100 0000.00:00:21
Total Multicast Groups: 3 --- (11)
Virtual Interface Table
VIE  Netif Thresh Local-Address Subnet  Flags Neighbors
(12> (13) (14) (15) (16) (17) (18)
0 lan0 1 192.168.1.1 192.168.1 PIM 192.168.1.2
1 lan1 1 192.168.2.1 192.168.2 DR NO-NBR
2 register1 192.168.1.1
Total Virtual Interface Tables: 3 --- (19)
Total Neighbors: 1 --- (20)
Multicast Routing Table
Source Group RP-addr Flags
2n (22) (23) (24)
INADDR_ANY 239.255.20.1 192.168.2.1 WC RP
012 --- (25)
Joined oifs i — (26)
Pruned oifs s (27)
Leaves oifs . - (28)
Asserted oifs s — (29)
Outgoing oifs: .0. - (30)
Incoming sl (31)
Upstream nbr :192.168.1.1 - (32)
Preference : 0 (0x00000000) --- (33)
Metric : 0 (0x00000000) --- (34)
Entry Timer 200 - (35)
J/P Timer 30 - (36)
RegSup Timer 0 - (37)
Assert Timer : 0 --—- (38)
Join Timers : vifo vif1 vif2
: 0 0 0
(39)
Prune Timers : vif0 vifl vif2
0 0 ©
(40)
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ERBEEAYTI VR

(S,G)

Source Group RP-addr Flags
192.168.3.2 239.255.20.1 192.168.2.1 RP CACHE SG

012
Joined oifs
Pruned oifs Ip..
Leaves oifs .
Asserted oifs T
Outgoing oifs :.0.
Incoming 2
Upstream nbr 1 192.168.1.1
Preference : 1024 (0x00000400)
Metric : 1024 (0x00000400)
Entry Timer 210
J/P Timer 40
RegSup Timer 0
Assert Timer 0
Join Timers 1 vif0 vif1 vif2

0 0 0
Number of Groups: 1 --- (41)
Number of Cache MIRRORs: 1 - (42)
Total Multicast Routing Tables: 2 --- (43)
RP-Set

Current BSR address: 192.168.1.1 - (44)
RP-address Incoming Group prefix Priority Holdtime
(45) (46) (47) (48) (49)
192.168.1.1 2 224/4 0 95
Total RPs: 1 --- (50)

NILFFv A - )b—FT 4« »F 70 JJVIER

1) BFROXILFFv A - Jb—F«>J7083)
JI—TE=R

2) VIF (Virtual Interface) &=

3) IGMP General Query Dix(EE (BEREBDEBEGE ‘'me” &FR)
4) IGMP Query ZZ(FE> THSDZERE (BEEED Querier DIFE(FE(IC 0)

5) IGMP General Query BTHDSY A~

6) Other Querier Present Interval D% A /s 77 b & CTORER

7) D305
QUERIER - IGMP Querier

8) JIL—T7 RLR

224.0.0.0/24 DT )IL—TFO—DI - v bO—=TBICFHNEINTVS D, JILFFvr A - )Ty Mg

EDOWRAEEDET,
9) IGMP Membership Report (Di%{E%&

10)IGMP Membership Report Z5{E U TH' 5 D#Z @R
1DIGMP TEEEINTWD T IL—T D%

AT T —RIER

12)VIF (Virtual Interface) &S

13VIF [CHILT DEBEDA VT T T—R

registerl&. PIM-SM {EFERED PIM Register /7w hOESMERADREA Y TT—R

14)TTL LELVE
18) AV TT—ADIPFP KL
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18) A VI TT—ADY TRy hIO—=0F7 RUXR
17) 7 S J1ER
DISABLED : FFEENEIRRE

DOWN AV TTI =R

DR . %)L—% (DR : Designated Router) & U CENE
PIM - PIMZ0O b )LD &R

P2P . Point-to-Point 4 45 7 1 —X

NO-NBR BERIL—Y DEE LIV
18)BiE) L —%
19)VIF D%
20) i) L— 5 D%
RIVFFv R - =T« 07—k
2DRIVFFr b - )W ROZEETIP Y RUX
(*,G) T bUDIBEIE INADDR_ANY 1D FE T,
20)RIWFFv X b - JIL—7
23)RP7 RLZ (PIM-SM (Dd+)
24) 7S 154k
SPT . SPT ADIRER
SPT7Z 0D DDIE. RPEADY U —E& SPTDRIREEDI—FTY, DIERDERE
My ZDIV—F KD ERICHDBEIF. TR TDIL—FIE SPT ANDYIOEZ HMTH1N
e EZMBDFERMIEV ., SPTISIFIIBFEE A

WC COA)R - A—REETIY NY
RP I RPADREE
CACHE CHA—=RIVSI—FT 4 I FT=TILHERFRIN TS

ASSERTED : Assert ¥ YHEIELTLD
TRIER Y D —UBRICK > TEHBOERERENDFET ©155(F. PIM Assert X wz—3
[CROTHAIDREOIMNDEOSNK T, O, EmERENEDHIEEN DD, TRD
IW—FFERBID=R Y ND—2 ETHEEUEPIM Assert B UT 7w TA MU—LA - Jb—
SEYIDEZ . Assert A X ZEIESBEHT, Assert ¥4 XD 1 BFICIE. PwTIANU—
L )= EBUOBEICRULED,
SG (S, kU
25)VIFDESD T 147
26) 5T T —RAEHK (JoinIKEETZ . PIM-SM (Dd+)
AT T—RIERIF. EHS vifo, vifl, vif2DREEEERUET,
TeERE JDRICERREINTWVDEE(FE, vifl ZIFD Join IKEETEH O, vif0, vif2 (& Join IREETIEWNT &
ZRUET,
2 AV F T T—AEHR (Prune KRBT S2)
28) (5T T—REHR (JI—TSMEBDRETZY)
29)14 V5T T—RIEH (AssertikiE T >7)
30)HAFEA VI TT—R
SNDATIA VI TT—R
3TV IARNI—L - )L—F
ERAIDIT y hDEREEEHES>TWVNDIL—FTTY
3N TIUTFLVRIE
AR E
3B)I—FT 4 I T—TIVDEGFRRE
36)Join/Prune ¥4 ~< (PIM-SM (Dd»)
37)Register-Suppression ¥4 X (PIM-SM (Dd+)
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38)Assert ¥4~
39VIFTED Join ¥4 < (PIM-SM DFH)
40)VIFCEDPrune ¥4 < (PIM-DM(Dd+)

ANVIVTFF v A - b—=T « VI TOTVNS T IL—TDHEE
(*,G) F2lF(S,G) T hUNEELTWVS T IL—TDs%

42)CACHE 73D >TVBDNILFF v A - )U—F 4 VI T—=T)LDFEE
43)(*,G). (S,G) T hUDFEE

BSR/RP1&#R (PIM-SM (Dd+)
44)BSR 7 RL R

45)RP 77 KLV R
4)ASIIA VI TI—2R
ANTIVFFv AN - JIL—T
48) TS AH T «

49) 1R

50) RP D834
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ERBEEAYTI VR

2215 YIWFF+ R MASHREZHR TS

NILFF v X NOMEHERZESR T D LN TEE T,
MREMERZNPAREICRIBEF. BRI U] Ry ZIUvIULET,

1. HREXZa—7T [VILFFv X MEHER] 29U v IULET,
[YILFF v A MMREHER] N—IDRRENET,

multicast forwarding: --- (1)
0 multicast forwarding cache lookups
0 multicast forwarding cache misses
0 upcalls to multicast daemon
0 upcall queue overflows
0 upcalls dropped due to full socket buffer
0 cache cleanups
0 datagrams with no route for origin
0 datagrams arrived with bad tunneling
0 datagrams could not be tunneled
0 datagrams arrived on wrong interface
0 datagrams selectively dropped
0 datagrams dropped due to queue overflow
0 datagrams dropped for being too large

1) YIVFFv A - =T« I T—=T)UiEHER
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2216 YIWFF+ R MERRIBZHRTS

QILFF R NOREERERRT B ENTEET,
HEHEREBREICR TR, MEHERIUT] RYVEIU Y LET,

1. RRAXZa—T [RILFF+ X MERBIER] 29U v ILET,
[YILFF v A MEEBR] XN—IDRRENET,

Virtual Interface Table

VIE Netif Thresh Local-Address Pkts-In Pkts-Out
M @ @ (4) (5) (6)

0 lan0O 1 192.168.1.1 0 0

1 lan1 1 192.168.2.1 0 0

2 register1 192.168.1.1 0 0

Total Virtual Interface Tables 3 --- (7)

Multicast Forwarding Cache

Origin Group Packets In-VIF Out-VIFs
(8) 9) (10) (11) (12)
192.168.2.2 239.255.30.1 7 1 0
192.168.2.2 239.255.30.2 5 1 0
192.168.2.2 239.255.30.3 3 1 0

Total Multicast Routing Tables 3 --- (13)

A5 T 1T —RIER

1) VIF (Virtual Interface) &=

2) VIFITHING DREDA 5T T —X
register(&. PIM-SM EEED PIM Register /X7 v bOEZMERDREA VYT 1T —X

3) TTLLZELME

4) AVFTT—ADIP 7 RLX

5) AJI\Tw g

6) LTy b

7) VIFD#E

NIVFFvAS - )b—FT 4 I T—T)VIEH

8) WILFFvRA b - J\Tw hDXETTIP 7 KU

9) YIWFF+vA - JIL—7

10))\7w b

1A VIF

12)HFI5EVIF

1IRILFFv AL - )b—T 4 I FT—=T)LDFE
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2.2.17 DHCPIE#R%ZERIT S

IPv4 DHCP &—/\ IPv4 DHCP IS4 7>/ b, IPv4 DHCP UL —TIT—I T b, IPv6 DHCP T —/\H KU IPv6
DHCP O SA 7 hDERK R ZIER T D ENTEX T,

1. &RERXZ21—7T [DHCPEHRI] 29V vILET,

[DHCP 1B#] N—IPKRRINET,
IPv4 DHCP & —/\Di55&

[lan0] IPv4 DHCP Server Informations

Lease IP Address

Subnet Mask

Default Router Address
DNS Server Address
Domain Name

Lease Time

: 255.255.255.0 - (2)
1 192.168.1.1 - (3)
$192.168.1.1 - (4)

: ntt.co.jp - (5)
:0001.00:00:00 --- (6)

Active Client List:
No. IP address MAC address

(7) (8) (9

001 192.168.1.2 00:00:00:00:00:00
002 192.168.1.3 00:00:00:00:00:00
003 192.168.1.4 00:00:00:00:00:00
004 192.168.1.5 00:00:00:00:00:00

00:00:00:00:00:00

005 192.168.1.6

:192.168.1.2 [Range: 253] --- (1)

Lease remain

(10)

0000.23:59:00
0000.23:59:00
0000.23:59:00
0000.23:59:00
0000.23:59:00

1) Bofn P 77 R RSERRIBCfh 7 N L A%
2) BEfatI TRy hNRD

3) BT 74U NL—57 RUR

4) BEmDNST—/)U7 KU X

5) Bt R XA 2%

6) U—RAEEAUTOEX TRRSNE T,
B RE. W

dddd.hh:mm:ss
7) BE
8) IP7 RLUX
9) MAC7 RLX

10050 U—AD BB FOFEL CRRENE T,
S S S

dddd.hh:mm:ss

IPv4A DHCP UL—I—Y 1V hDFH

[lan0] IPv4 DHCP Relay Agent Information

Forwarding DHCP Server: 192.168.3.1 — (1)

1) DHCPY—/\7 kLR
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DNS Server Address

12001:db8::1 - (3)

2001:db8::3 --- (4)

Active Client

Client DUID : ffff ..— ()
IAID 12— (6)

Prefix/Prefixlen :2001:db8::/48 --- (7)

Preferred Lifetime tinfinity --- (8)

Valid Lifetime ! infinity --- (9)

Delegated Time : Wed May 26 09:56:28 2004 --- (10)
Lease remain tinfinity --- (11)

BR500S Web 1—H—XHA K (v21) £o2E EBRESEEXVTFUR
IPv4 DHCP 54 7> hDIEE
[lan0] IPv4 DHCP Client Informations
Leased IP Address :192.168.1.2 --- (1)
Subnet Mask : 255.255.255.0 --- (2)
Default Router Address : 192.168.1.1 --- (3)
DHCP Server Address  :192.168.1.1 - (4)
TIME Server Address :192.168.1.X - (5)
NTP Server Address :192.168.1.X — (6)
DNS Server Address $192.168.1.1 - (7)
Domain Name : ntt.co.jp - (8)
Lease Time : 0001.00:00:00 --- (9)
Renewal Time : 0000.12:00:00 - (10)
Rebinding Time :0000.18:00:00 - (11)
Lease Expire : Tue Dec 1 14:00:13 1998 --- (12)
Client Status :BOUND --- (13)
1) BEIPPZ KLU
2) /Y TXRY A AD
3) BEFTIAIUNL—57 RUX
4) EEDHCPU—/{7 RLX
5) BEYALT—/I\7 KRR
6) BENTPH—/\F7 KU
7) BIEDNSH—/\7 KU X
8) BERXAVE
9) U—RE—EHIUTOEX TRREINET,
dddd.hh:mm:ss e b S s e
100U —XFBHEE (T1) BUTOEX CTERRSNE T,
dddd.hh:mm:ss CHE EE. .
1M U—XFHERE (T2) BUTOEXTERRASNE T,
dddd.hh:mm:ss CHEEE. .
12) U —XEXNHARR
13)DHCP 254 77>/ MIARE
IPv6 DHCP b —/)\DizHE
[rmt0] IPv6 DHCP Server Informations
Server DUID 10003 0001 0200 Oeff feb8 a00b e X (1)
Server Preference :0--—- (2)

1) —/\{DUID

2) H=N\TUDT7 LUV AE
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Assign Interface List

I/F Name Prefix/Prefixlen

rmt1 2001:db8:0:1::/64 --- (15)
rmt2 2001:db8:0:2::/64

rmt3 2001:db8:0:2::/64

BR500S Web 1—H—XHA K (v21) £28 BEREEEAVTFUR
3) BEEfDNST—/{7 KX
4) Eefatt A FUDNSH—I\7 R X
5) 5477~ ~kDUID
6) IAID
7) BB T4 v IO
8) Preferred Lifetime
9) Valid Lifetime
10) R bS]
1)U —XEXNHARR
IPv6 DHCP 754 77 bDIZE
[rmt0] IPv6é DHCP Client Informations
Client Status  ACTIVE --- (1)
IAID 12 (2)
Client DUID . ffff
Server DUID 20003 0001 0200 Oeff fe58 a00b . (4)
Server Preference :0-- (5)
DNS Server Address :2001:db8::1 - (6)
2001:db8::3 - (7)
Delegated Time : Wed May 26 09:56:28 2004 - (8)
Uptime 1 0000.00:00:41 --- (9)
T1 (Renewal Time) > infinity --- (10)
T2 (Rebind Time) s infinity -—- (11)
Preferred Lifetime Linfinity --- (12)
Valid Lifetime tinfinity --- (13)
Prefix/Prefixlen :2001:db8::/48 --- (14)

1) 347> MNARE

2) IAID

3) 547> ~DUID

4) —){DUID

5 B—N\TUDTrLVAfE

6) EEDNSHT—/\77 KL R

7) BEEHVSYUDNST—/{77 KU
8) ERHE

9) B

10)T1 B5RE

11)T2 BRS

12)Preferred Lifetime

13)Valid Lifetime
1)EETLV T4 v IR
15)EIDHTTIL T« v I RIER
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2.2.18 NAT|GIR%EERTS

NAT DFfEHEHRZ ST & CENTEEX T,

HEHBRZVRAREICR I BEE. HEHERIUT] Ry2ZI Uy I ULET,
1. RTAZa1—T [NATIER] 25Uy I LET,

[NAT BFR] R—IDRRINF T,

*** NAT stat information ***

error accounting
lack of memory
table not found
too small packet
other reason

o O o o

to Global to Private
translate 1396 — (M 1379
error 0 -- (3) 0
fragment
translate 0 - (5)
error 0 - (6)
current peak
nat table 0 — (D 0

- (2)
- (4)

- (8)

- (9)

- (10)
- (11)
- (12)

1) T5AXR=bn5 70—/ VUbNDEIREH
2) 70— T5A R— hADZEHEDIE

3) T5AXR—= 50—/ UbTS—DREDH
4) JO0-=/)NUDp5TSAN—=r LS OFERELOH

5) IS IXY NIy hOIEEZEIREIE
6) 7SIXY NIy OIS —FEDH
7) IRTEFARONAT Z857— ) UER

8) NATZIT—TJILDE—2oh—)L REE (NAT EY 21— )V THEZF UTc NAT Z# 57— 7 ) UEED)

9) XEUMBEE

10) 28T —J)UITIEWV T v ROSHMEEEY
1NEBICEVN T Y hOZEEH

12)Z DD T S —E%
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2.2.19 UPnhPIgRZMHERITS

UPnP DffisTIE Rz R g & C LN CTEX T,
et B ZHRREICR I B,

[UPnPIEHR] R—IDRRINET,

[(FetEsho U 7] mMyvaEo ) w I UET,
1. FRTXZa—7T [UPnPIERR] ZHoVU v o ULET,

Layer1UpstreamMaxBitRate
Layer1DownstreamMaxBitRate
PhysicalLinkStatus
ConnectionType
PossibleConnectionTypes
ConnectionStatus

UpTime

LastConnectionError
RSIPAvailable

NATEnabled
ExternallPAddress
PortMappingNumberOfEntries
PortMappingEnabled

[lan0] - (1)

Variable: Value - (2)
DefaultConnectionService - (3)
WANAccessType Ethernet --- (4)

100000000 - (5)
100000000 --- (6)
Up - (7)
IP_ROUTED --- (8)
IP_ROUTED --- (9)
Connected --- (10)
1234 - (11)
ERROR_NONE --- (12)
FALSE --- (13)
TRUE — (14)
123.45.67.89 --- (15)
3 - (16)

TRUE - (17)

Action: Requested -—- (18)

SetDefaultConnectionService 0 - (19)

GetDefaultConnectionService 0 --- (20)

GetCommonLinkProperties 0 - (21)

SetConnectionType 0 - (22)

GetConnectionTypelnfo 0 - (23)

RequestConnection 0 - (24)

ForceTermination 0 - (25)

GetStatusinfo 1 - (26)

GetNATRSIPStatus 1 — (27)

GetGenericPortMappingEntry 0 --- (28)

GetSpecificPortMappingEntry 0 -— (29)

AddPortMapping 4 - (30)

DeletePortMapping 4 - (31)

GetExternallPAddress 7 - (32)

date time external internal protocol lease description

(33) (34) (35) (36) (37)  (38)

09/20 17:35:18 0.0.0.0:5091 192.168.0.2:5091 UDP 0 VolP (192.168.0.2:5091)
09/20 17:35:20 0.0.0.0:5090 192.168.0.2:5090 UDP 0 VolIP (192.168.0.2:5090)
09/20 17:35:22 0.0.0.0:5060 192.168.0.2:5060 UDP 0 VolIP (192.168.0.2:5060)

1) AEA V5 TT—A%E

2) UPnPZEH#. RHEE

3) FHAEIFZER (UPNP O S A7 Y MDERTE)
4) BICEthernet

5) EDEHRRE (bps)

6) TOOREE (bps)
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7) MEUIRRE

Up L Bt
Down o)

8) EI(CIP_ROUTED
9) ®ICIP_ROUTED
10)#EHTIRAE
Connected L ERT
Disconnected vl
1) EFHRERE ()
12)EHRESER
13)&(C FALSE
14)8(C TRUE
15)HEBIP 7 R
16)R— bRy EVTERE (%)
17)&IC TRUE
18)UPnP il 5. I
19) DefaultConnectionService 527
20)DefaultConnectionService BlfS
21)WANAccessType, Layer1Up/DownstreamMaxBitRate, PhysicalLinkStatus BUS
22)ConnectionType %€
23)ConnectionType, PossibleConnectionTypes EXfS
24)EmER FETIR—b)
25)UIER GEYR— 1)
26)ConnectionStatus, LastConnectionError, Uptime B8
27)NATRSIPAvailable, NATEnabled EX{S
28)PortMapping B\i§ (ES1ETE)
29)PortMapping BV18 (R&IETE)
30)PortMapping &% (3%)
31)PortMapping Bl (%)
32)ExternallPAddress Ex8
33) BRI
SANERT KU A HAERR— ~
35)ER7 KL A BRIR— b
36)70 b JJLIERI (TCP KU UDP)
37) BxhEARE (¥
38)&iHA
%) BILRBZBEERUED. FEULVABRZHIIRT & ZENddizth. 30) AddPortMapping &
31) DeletePortMapping DZEH' 16) PortMappingNumberOfEntries DECTED EIFBRD FE B Avo
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2.2.20

1.

IP7 ¢ LY IBHREERT D
IP T 4 LY DFREHERZESR T D ENTEET,
FEHBREVERREICRIBGE. FsHE®RoU7] mMyyEIU v I ULET,

RRAXZ21—T [IPT«LFER] 20Uy IULET,
[P7 1 )LFIER] XR—IDKRRSNET,

[lan0] - (1)

IPv4 filter

static table 1 ---(2)
dynamic table 0 - (3)
SPI table 1 - (4)
packet in out
pass(static) 358 --- (5) 2 - (6)
pass(dynamic) 0 - (7) 0 - (8)
pass(SPI) 1 --(9) 1 - (10)
reject 0 - (11) 0 - (12)
total 359 - (13) 3 --- (14)
IPv6 filter

static table 1 - (2)
dynamic table 0 --- (3)
SPI table 1 - (4)
packet in out
pass(static) 358 --- (5) 2 - (6)
pass(dynamic) 0 - (7 0 - (8)
pass(SPI) 1 - (9 1 - (10)
reject 0 - (11) 0 - (12)
total 359 - (13) 3 - (14)
[all]

IPv4 filter

static table 1 - (15)
dynamic table 0 --- (16)
SPI table 1 - (17)
lack of memory 0 --- (18)
SPI table limit over 0 - (19)
IPv6 filter

static table 1 - (15)
dynamic table 0 - (16)
SPI table 1 - (17)
lack of memory 0 - (18)
SPI table limit over 0 - (19)

1) A5 T1—R%E

2) BT AILET—TIUE

3) BT LY T—IILE

4) SPI 74 )L T7—T)L#

5) ASMITEN D 1 LY TEBUTZ/ Ty b
6) HAORITEN T 1LY TERAUIC/ Ty MY
7) ASAITEN D 1 )L TEB U/ Ty b
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8) HARITER T 4L TEE LI/ v b
9) ASAITSPID 4 )LFTEBEU/I\T Y hY
10 HEHRITSPI D 1)Ly TEB UL/ T ML
THOADRITIEELUR) Ty b

12)HEHRITIREUIZ/T w b

1) ASAITRIR LT/ b

14)EHRITCIR U)W w b
15)KBEARDENT LY T—TIUE
16)EBRFDENT « LY T—T )L

17)=BEEHD SPI T 14 )L T—TILE
18)XEURETSPI T« )LF T —T)VEBR TELED o fc @

19)T—JIVHDEKREISELCWVWT SPI D 4 LY T —TJIVZER TEED o fcml#g
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2.2.21 MPLS 15 %ZERT S

MPLS [CBT DIBHREKRT D ENTEFT,

HETBREZVEREICRIBEGIE. HetERo U 7] Ry ZEIUvIULETD,
1. REAZa1—7T [MPLS1E%R] #oU v o ULZET,

[MPLS 183 X—INFRENET

L FOBH®OIEICRRENET »

MPLS (DiRRE

FIN =2 ILDI1ETR

ILM T —TJ)LDIER

VRF 7 —TJ)LODiEHRZERT

MPLS Z{EH3 29 NCTDA 25 T T —ADHETER
VC 15#R

MPLS DIREE

[Status of MPLS Forwarder]

MPLS Forwarder : Enabled --- (1)
Number of Interface 12— (2)
Number of Entry :

FTN 16— (3)

ILM :8 - (4)

VRF :2 — (5)

IP Propagate TTL : Off --- (6)

1)

2)

3)

4)

5)

6)

MPLS DER),#3

Enabled - B

Disabled EER

AV TT—RHE

MPLS TERT 541 5 7 I —ABPERRINE T,
FINI> bU

MPLS PO FTNDI Y MUBHODERRINET,
ILMI> hU

MPLSHFDILM DI RUBHODERRINET,
VRFI hU#

MPLS FDVRFDOIY MUBHODERRINET,
TTL HRHENE

On DA T D

Off R UIEN
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FTN =—J)LDiEER
[FTN Table Information]
[Data for FTN Table]
PREFIX NH ADDR OUT I/F LABEL OPCODE
(1 2 3) (4) (5)
100.232.1.0/24 100.232.2.1 rmt0 19 PUSH
192.168.3.0/24 192.168.5.1 lan1 18 PUSH
192.168.4.0/24 192.168.2.1 lan0 17 PUSH
1) TUT74vIO2R
ftin ZI|_ELIEHESIE IV T4 v IR BICERRUE T,
2) ikwT7 RUR
AT T T —ARFEIL 0.0.0.0 EXRREINET,
3) BAOA VI TT—RE
4) HHN)IL (EASNIVEDEVERF - ZFRiR)
5) SN)AXRL—Y3vI—R
PUSH U T 4 v O RICEEHTD IP Iy RIS N)V7Z PUSH UCHAA V5 T 1 —R(CHT
ULET,
DELIVER TO IP FOR VPN
CTUT A4V O RICEETD IPINT Y hEHIA VI T —RCZDFRFHEALET,
6) I hUERFERUCEREURE/ WY MY
7) ThUZEERUCER LA 2T Y MY

ILM T —T)LDIE#H

[ILM Table Information]

[Data for ILM Table]

PREFIX IN-LABEL OUT-LABEL NH ADDR OUTI/F OPCODE
Q) (2) (3 @ (5) (6
192.168.4.0/24 17 - 192.168.3.1 lan1 POP
192.168.1.0/24 18 - 192.168.2.2 lan0 POP
1) TUT74vIX
2) ASISNIL
iim ZIBE UEBEIEATIINIVIEICEKRRUE T,
3) BASNIL (BASNIVEDREWESF W BFRR)
4) kw77 KU X
AT T —AFREEIL 0.0.0.0 ERRSNET,
5) HAA VI TT—AE
6) INLAXL—3O0—R
POP CATISNIVICEEHET D MPLS /Wy b5 SN)L7%ZE POP ULCTHAA T T —XICHAL
ECP
SWAP CANTNIVICEHET D MPLS /Wy hDOSNILZEHATAN)UIC SWAP UL CHAOA V5 T 1 —
AICHEAULFRT,
POP FOR VPN
S ATIINIVICEEE T D MPLS )Wy k5 IN)L7%Z POP LCTHAA 5 T T —XICHAL
ga_o
7) IV RUZERBERHUCGERE U/ Ty b
8) I hUEBRULTEELIEAIT v b
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VRF 7—J)LDiEER

[VRF Table Information]
[Data for VRF Table # 2]

(1)
PREFIX NH ADDR OUTI/F LABEL OPCODE PACKETS OCTETS
(2) (©)] (4) (5) (8 @)) (®
192.168.100.0/24 10.56.11.21 16/lan0 21 PUSH-VPN 13 1104
192.168.130.0/24 10.56.11.77 17/lan0 22 PUSH-VPN 26 2006
192.168.160.0/24 192.168.2.1 lan1 - DLVR-VPN 0 0
[Data for VRF Table # 1]
PREFIX NH ADDR OUTI/F LABEL OPCODE 0 0
192.168.120.0/24 10.56.11.21 16/lan0 25 PUSH-VPN 0 0
192.168.4.0/24 192.168.2.1 lan0 17 PUSH 0 0

1) VRF EE&ES
2) TUTa4wvIR
vit ZIEEUIEHESIE IV T4 v IR BICERRUE T,
3) WikwT7 RURA
AT T —RAHREEIF0.0.0.0 EXRRINEFT.
4) HHA V5 T1—RE
LSP [TEE T BDBEIF LSP SN/ A VI T T —AZ DR T, ZNLADBEEIEA VI T T —ARZLETER
MENET,
5) AN (BASNIVEDEWESF 7 ZFRN)
6) IN)LANL—3avO—R
PUSH U T4 v O RITEEHETD P Iy heEAISNILZE PUSH ULCHEAA V5 T T —X(ICHA

LET,
PUSH AND LOOKUP

TV T 4w O RICEET D IP Iy MEEASNIVZE PUSH UCORIRY 77 RURICERET
FIN IV NUEBHRERLU. FINIY NUDOABICKE > THEALET,
DELIVER TO IP FOR VPN
CTUT 4w ORICEETD IPI\TY M4 VP T T —RICZEDFRFEAIULFT,
7) TV hUZRERLUGEHULE/ WY MY
8) IV hUZEBRULTEHUEA 7T v Y

MPLS Z{ER T DI NCDA 25 T T—ADHREHER

[Interface Statistics Information]
[Data for Interface Table]
Interface :lan0 - (1)
Use for MPLS Forwarder : Enabled - (2)
PACKET RESULT :
in packet 111136 - (3)
out packet 111123 - (4)
ERROR and DROP PACKET :13 --- (5)
TTL Expire 16 — (6
illegal label packet 14— (7)
too short MPLS packet :0 - (8)
ILM no entry :3 - (9)

1) AV TT—A%
2) MPLS OB W
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3) AJIMPLS /T w R
4) HFIMPLS /Wy b
5) WZE/\T v Y

6) TTL Expire #&RH#4

7) RIESNURRLEE

8) RNERD/ T v MEHE
9) ILMKEFFIRHE

VC 1&#R
[Data for VC]
VC Interface :lan1 — (1)
Virtual Circuit ID 11— (2)
In Label 122 - (3)
Nexthop Address :10.56.11.21 - (4)
Out Interface : 16/lan0 - (5)
Out Label :21 - (6)
PACKET RESULT
in packet 1450 - (7)
in octet 117622 - (8)
out packet :28 --- (9)
out octet 12134 --- (10)
1) VCEAIF
2) VCA VI TI—RE
3) AN

VC LSP B CETCLEL . ATISNIVHEE UELEE(IF NAERRENF T,
4) iy TP KU R

AT T —ARREK(F0.0.0.0 ERRSNE T,
5) BAAVHTI—A%

LSPISEH T DHBE(E LSP SN/ A VT T T =A% DEIN T, TNLADBZEFA VT T T —ABREITER

MENE T,

6) EAHSNIL
VC LSP O CECVEL, HASNIVAFE UIEVZEIEN/A ERRENE T,

7) VCTRAEUIC) T b
8) VCTRELIA I T v b
9) VCTEH U)Wy b
10VCTEHRUIcA O T v MY
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2.2.22 LDPIE#R%ZIER TS
LDP(CRAT B EH=EER T D ENTEFET,

1. FRAZ1—7T [LDPIEHR] #HOVUvIULET,
[LDP1BR] R—IDRRENE T,
IUTFOBROIEICKRENE T,

o LDP(DIkEE

o AVHTI—ADLDPIEHR

o LDPEREIFICHDIBE LSRDIER
e LDPEvIavDIETR

o FECT—TJILODIER

o VCIBEHR
LDP DIRAE

[status Information]

Router ID :10.1.201.2 - (1)

LDP Version 11— (2

Label Control Mode : Independent --- (3)

Request Retry :0n - (4)

Transport Address data : 10.1.201.2 (platform wide) - (5)
Import routes : connected, RIP, OSPF - (6)

1) =BDROUTER-ID

2) LDPD/\—= 3> (BIC1)

3) LDPECTaflEFZ0
Independent . Independent Label Distribution Control
Ordered . Ordered Label Distribution Control

4) Label Request D% ([ On)

5) hSVAMR—K7 RUX

6) RIEROFEROEH
connected  : conencted REEZFRAWNTIONIVILERZITD

static . static BEZAWVWTCINIVLRZETD
RIP : RIP BEZBVWTINIVLAHRZITD
OSPF " OSPF REZRWVWCIONIVILERZITD
BGP  BGP EEZRWVWTINIVLHRETD
none CRRBZEFWCTONIVILERZ1THh IR
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ERBEEAYTI VR

AT T—ADLDP &R

[Interface Information]
[Interface lan0]

Status : Enabled --- (1)

Primary IP Address :10.1.201.2 - (2)

Interface Type : Ethernet - (3)

Hello Interval 15 - (4)

Hold Time 115 - (5)

Keepalive Interval :60 — (6)

Keepalive Timeout :180 - (7)

Advertisement Mode  : Downstream Unsolicited --- (8)

Label Retention Mode : Liberal --- (9)

[Interface lan1]
Status : Enabled --- (1)

1)
2)
3)

4)

5)

6)

7)
8)

9)

LDP DENEIRRE

A VI TIT—ADIP 7 LA

A %57 1 —R5EH|

Ethernet . Ethernet MPLS mode

PPP : PPP MPLS mode

Hello DixfE > 5 —)LDE (¥

Hello DIR—)L KA —DE ()

M—)L R A —DERY CTHBHIBEE infinity ERRSNE T,

KeepAlive DiEEA 25 —)ULDIE (#)

KeepAlive ¥4 L7 D hDfE ()

INILEHRE—R (Advertise)

Downstream Unsolicited : Downstream Unsolicited Label advertisement mode
Downstream on Demand . Downstream on Demand Label advertisement mode
INIVFEFE— R (Retention)

Liberal . Liberal Label retention mode

Conservative . Conservative Label retention mode

LDPTBERI(RICEH HAEF LSR DIEHR

[Adjacency Information]
IP Address Name Holdtime LDP ID

D) ) 3) 4)
192.168.2.2 lan0 15 192.168.1.1:0
192.168.3.1 lan1 15 192.168.3.1:0

1)
2)
3)
4)

ITEERALRICH DEFLSRD IP7 RLX

AT TT—RE

Holdtime ()

fBFLSR® LDP-ID (LDP ROUTER-ID:LABEL-SPACE)
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LDP v 3 VDIEER

[Session Information]

[Session peer address 10.1.201.1]

Session state
Session role

TCP Connection

IP Address for TCP
Interface being used
Peer LDP ID
Adjacencies
Advertisement mode

: OPERATIONAL --- (1)

: Active — (2)

: Established --- (3)

:10.1.201.1 - (4)

:lan0 - (5)

:10.4.1.2:0 --- (6)

:10.1.201.1 --- (7)

: Downstream Unsolicited --- (8)

Label retention mode : Liberal --- (9)

Keepalive Timeout :180 --- (10)

Reconnect Interval 15 — (11)

Address List received  :10.1.201.1 --- (12)

Received Labels: Fec Label Maps To --- (13)
VC:1 16
VC:2 17

Sent Labels : Fec Label Maps To --- (14)
VC:1 17
VC:2 18

1) LDPEZw 3 vMIkEE
NON_EXISTENT
INITIALIZED
OPENSENT
OPENREC
OPERATIONAL

2) O—=J)b
Active PO T 47O

S)\wJO—-)

3) TCP IR 3/ MDIRRE
Established
Not Established

4) TCPCERT HEFLSRDIP 7 KUR

5) AVFTIT—A%

6) #FLSR®D LDP-ID (LDP ROUTER-ID:LABEL-SPACE)
7) JEBERAGRICHDEFLSRDIPZ R

8) SNIVILERE— R (Advertise)
Downstream Unsolicited

Passive

. Downstream Unsolicited Label advertisement mode
Downstream on Demand : Downstream on Demand Label advertisement mode

9) SNJUFFE— R (Retention)
Liberal
Conservative : Conservative Label retention mode

10)KeepAlive 1 1\77 D hDIE ()

11)BEEROA 5 —)ULDE (#)

12)3{E LTz Address List DIE

13) v 3> TRELC FEC &SN UELS

14) Y23V TEELC FEC &SN UEL

. Liberal Label retention mode

NILY v EY T URSNIVE
E

=
NIV v EY T UTe SN
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FEC T—JILDIEH

[FEC Table Information]
Codes  Prefix Session Out Label Nexthop Addr
@) (2) (©)) (4) (5)
NL> 192.168.1.0/24 192.168.2.2 18 192.168.2.2
E> 192.168.2.0/24 non-existent none none
E> 192.168.3.0/24 non-existent none none
NL> 192.168.4.0/24 192.168.3.1 23 192.168.3.1
Total/MAX FEC Entries : 4/ 362
(8 ()
1) O—R
E . COFECOHEO (Egress)
N - COFECDHEOTIEARLY (Non-Egress)
L  CDFECICHUINILTRIE
>  COFECICW UL DIL— hEER
2) JUT74woX
3) LDPwaDEFLSRDIPFZ KLU
4) H¥H5N)L
5) kw7 KRR
6) IR7E FEC 81D&ET
7) =EBED&ERA FEC #
VC 53R
[LDP VC Information]
Transport Client VC VC Local Remote Destination
VCID I/E State Type VC Label VC Label Address
(1) 2 3) (4) (5) (6) @)
1 lan1 UP ethernet 16 17 10.1.201.2
2 lan2 UP ethernet 17 18 10.1.201.2
1) VCID

2) VCAVITI—A%
3) VC DIRAE

UP VCAHTxT—AUP
DOWN " VCA %571 —ADOWN
4) VC Type
VC SNIVIB(ICER U A 5 7 T —ADEEHNRRINE T,
ethernet . Ethernet
vlan . Ethernet VLAN

5) BRIVCSNIL (RER)

6) HEFRIVCINIL XEER)

7) VCHEFODIP 7 FLUX
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2.2.23 VRFIEHRZMHERTSD

BGP/MPLS VPN Tl&. VPN CEDRRERIGHRZMRIT D ENTEX T,

1. FRTXAXZa—T [VRFIEEHR] #oUv o LET,
[VRFIEEHR] R—IDERINETD,

[VRF 0]
Codes: C - connected, S - static, B - BGP,
> - selected route, * - FIB route

C> * 192.168.10.0/24 is directly connected, lan1

S> 60.60.60.0/24 [1/0] via 192.168.10.100, lan1

B> 192.168.40.0/24 [200/0] MPLS nexthop 10.1.1.4 (recursive via 172.16.1.2), 00:51:17
1 @) (3) (4) (5) (6)

Total VRF Tables 2 --- (7)

[VRF 1]
there is no such VRF

1) Ib—F« > 70 3JLFERI (Codes)

C LAV T T —ARRE

S LRI T AW TR

B . BGP 2%

> B RSO TR RSN XS

| IPVARERIEFR(DA >/ & T T — AR
2) $EEDRY ND—TF7 RUAIRATE W hY
FI#)U MU= (0.0.0.0/0) DFEIF. “default” DERREINET,
3) BEE/ XA MU wIE (distance/metric])
AV T T —AREDEZFRRSNF B Ao
4) ROANRw I

via IPv4address DXETTD IPVA T RUANKRRENF T,
is directly connected AV T I —ARBEDEEICRRSINE T,
MPLS nexthop I MPLS ZHhiit 9 % E E(CRRENE T,

5 AVFTT—R%E
AT I —ANRRENET,
inactive | EFAAABEIRRE
(recursive via IPv4address)
"BGPEAR. Uh—YT (BHERY ND—0&EUTIPvA 7 RURZFER) DBEICKRRS
ESE
(recursive is directly connected)
CBGPEAR. Uh—I T (BHERY NI—0EULTA VYT I—AREZER) ODHBAICEK
RENE T,
6) B
RESBHRZEH L CH SRB UIBENRRENE T,
BGPRREEDIBLICRRINE T,
7 W—T4VIF7=TILIV bUK
AT AVII—hEIAFTZVIIN—T 4 VIRBOEEDRRINE T, 41 VF T T —ARBOHIS
FNFEA.
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2.2.24 VRRPIEHR%ZEMHEITTS
VRRPICEET DIEHRZHERIT D ENTEET,
FEtBREVERREICRIBEGE. FesHE®Ro U] My EIU VI ULET,

1. REKRXAZa1—7T [VRRPIEHR] ZOUvILET,
[VRRPIEZR | X—INDFRENET,

<LAN 0> --- (1)
State :0K - (2)
Authentication Type: Text - (3)
Authentication Pass: "fujitu" --- (4)
Interface statistics information:
0 Bad checksum packets --- (5)
0 VRRP Version illegal packets - (6)
0 VRID illegal packets --- (7)

VRID 10 - (8)
Master(PRI 255 now 255/PREEMPT ON) --- (9)
Now Master : Me - (10)
Virtual MAC Address : 00:00:5E:00:01:0A --- (11)
Virtual Router IP Address: - (12)
10.124.2.126
10.124.2.224
VRRP advertisement interval 1 --- (13)
Shutdown interface trigger: - (14)
lan1 reduce 200 OFF
rmt11 reduce 100 OFF
Shutdown route trigger: --- (15)
default lan0  reduce 255 OFF
10.232.79.200/24 rmt11 reduce 100 OFF
Shutdown node trigger: --- (16)
10.232.79.193 rmt11 reduce 100 OFF
Group statistics information:
1 become master-router --- (17)
received VRRP advertisement packets --- (18)
VRRP advertisement interval configuration mismatched packets --- (19)
Authentication failed packets --- (20)
TTL illegal packets - (21)
received priority 0 advertisement packets - (22)
sent priority 0 advertisement packets --- (23)
VRRP type illegal packets --- (24)
Virtual router IP address configuration mismatched packets --- (25)
Authentication type illegal packets --- (26)
Authentication type mismatch packets --- (27)
Length illegal packets --- (28)

[=lelNeleNelNeNeNe oo Nl

VRID 20

Backup(PRI 100 now 50/PREEMPT OFF)
Now Master : 10.124.2.100 Priority 255
Virtual MAC Address : 00:00:5E:00:01:14
Virtual Router IP Address:

10.124.2.138

10.124.2.139
VRRP advertisement interval 1
Shutdown interface trigger:

rmt3 reduce 50 ON
Shutdown route trigger:
Group statistics information:
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[eNeNeNoNoNoNoNoNolNolNo N

become master-router

received VRRP advertisement packets

VRRP advertisement interval configuration mismatched packets
Authentication failed packets

TTL illegal packets

received priority 0 advertisement packets

sent priority 0 advertisement packets

VRRP type illegal packets

Virtual router IP address configuration mismatched packets
Authentication type illegal packets

Authentication type mismatch packets

Length illegal packets

1)
2)
3)
4)
5)
6)
7)
8)
9)

BRERRIDLANA VT TT—ADES

LAN A >4 7 T —RMDIREE : OK. NG

LAN A % 7 T —ZXDVRRP /Y v NEBEEE

LAN A % 7 T —ADVRRP /v MEBEE/ (XD — R
BEVRRP\Tw hF TV IO LREH

S{EVRRP /(47w NVRRP/\—Y 3 VEEH
Z{EVRRP/\T v ~VRID EE#

VRID

VRRP JIL—TRE GREBFLE. REDERLE TJTUTVITNE—R)

VRRP J)L— KR

REBTE  BHER CRESNCBLE
REDELE D RUAARY COREEZESHIEIREDRLE
TJUIVIRE—R BHREECRESNCTIUIY T ME—R (ON./ OFF)

D IRFEDVRRP I )L—TJMDIRAE (Master,” Backup, Initialize)

10)REDNRAYIL—FDEIPvA 7 RUAEBEE (BRENNRAYIL—FTHHEBEEIF "Me' ZFR)
THREMACT R

I2D)REIL—F D IPv4 7 R A

13)VRRP-AD DX (SRR

140)A4 VI TT—AF I MU A& BRKEE
15))b— D> MU A& ERIRRE

16)./— R DY NUHEERIRRE
17)RAZ ) —F IS > fem#

18)VRRP-AD #852{5#

19)51= VRRP-AD X SRR EE

20)32{5 VRRP-AD 583/ \ X U — R E¥
21)54= VRRP-AD TTL 28

22) 8% 0D VRRP-AD $4=E%

23)B%CE 0D VRRP-AD #4588
24){EVRRP /W7 v Ny A TEEH

25)55 VRRP-AD {18 IPv4 77 KU AR EEH
26)%{5 VRRP-ADERELY 1 TEHE%

27)48 VRRP-AD 585 1 TA—E#

28)%{E VRRP-AD N\ v I RESEH
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2225 TJUvIIESHREEDRITS

T wIIEHREERIT D ENTEFET,

MEHEREZVHIRREICRIIHEE. HEtEHRoI U] R ZIUvIULERT,
1. RERAZaA-—T [JUvIIER] Z2OVUvILET,

[TUwIER] R—IDBRRINET,

[Bridge Statictics Information]

[Group:0]

Name  Group Statusl Pv4 IPv6 D_if STP In  Out
(1 (2) 3) (4) (5) e (@ (8) (9)
lan0 0 valid Bridge Bridge * Forwarding 0 0
rmt0 0 valid Bridge Bridge Forwarding 0 0
[Group:1]

Name  Group Status |Pv4 IPv6 D_if STP In  Out
lan0 0 valid Routing Routing notuse O 0
rmt0 0 valid Routing Routing notuse O 0
[Learning Table Information]

[Group:0]

HashNo. MAC address Name PortNo. Status Age Group
(10) (11) (12) (13) (14) (15) (16)

11 00:a0:¢c9:67:e1:4b lan0 1 Used 297 O
[Group:1]

HashNo. MAC address Name PortNo. Status Age Group
18 00:0e:¢7:61:11:41 lan1 2 Used 257 1

[STP Information]

[lan0]

status : Forwarding - (7)

Root ID : 8000-00:00:0e:58:00:6e --- (17)
Designated bridge : 8000-00:00:0e:58:00:6e --- (18)
Path cost : 00000000 - (19)

Max age 120 --- (20)

Message age 10 --- (21)

Hello time 12 - (22)

Forward delay 115 --- (23)

[rmt0]

status : Forwarding

Root ID : 8000-00:00:0e:58:00:6e
Designated bridge : 8000-00:00:0e:58:00:6e

Path cost : 00000000

Max age 120

Message age :0

Hello time 12

Forward delay 115

[rmt2]

status : not use

1) AV TT—A%

lan EKfeldmt A >4 T 1 —REGHRRENET .

2) JIL—THBIF
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3) TUvIDIRKEE

valid U wIRER
invalid U w DR
4) IPvAERXT T
Bridge Uy ITERX
Routing =7 « > Tmix
5) IPv6ERX T
Bridge U w I TERX
Routing =7« TRix

6) RE¥A VI TT—R
LATV7—3RFXA VI TIT—RITF * BERRINET,
7) STP(DREE

not use : STPHYERD
Listening : Listening IRRE
Learning . Learning IKR&

Forwarding : Forwarding IKEE
8) AN\Tw
9) AT~
10)ZFET—JILHEREN TS Hash&ES
1DFEET—TIVICEREIN TS MACTY R R
12) TV MU SNIEHADFET DA VT T T —R%E
13)R— h&ES
14)FBT—TILDIKEE
Used R EEElas!
unUsed BB
15)ED4ER"E (#)
16) 7 )L—T#RIF
1DI—rTUwIID
IW—rTUvIDIDH, [BEE-MACF RURA] ODEXTERREINE T,
18)Xx=T7UwIID
KREXTUvIDID B, [BEE-MACY RUR] ODEXTERRINET,
19)/\A IR ME
IW—hrTUyIFETO/INZAOX ME
20)1BAYIERR BPDU DEAFESEHLERE ()
20—~ TUw I U BRIESR BPDU B ARE(CE T TORBRE (#
22)#ERIETR BPDU DX H R ()
23) ERARHHEERE (7))
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ERBEEAYTI VR

=LY U —EEDRETER R T ENTEXT,
REHERZRREICR I HE3.
RIRAZ21—T [TU—LYUL—EHR] 29Uy ILET,
[TLU—LUL—ER] XR—IDPERRENE T,

1.

(stiEEsmo U 7] MYV ZI Uy I LERTD,

[DLCI: 16] - (1)
CIR
trans state
load state
possible send bytes
max send bytes

max send bytes(lower)
max send bytes(upper)

max send bytes(CIR)
sending bytes

send throuput
waiting send packets
fecn received

becn received

send errors

receive errors

send bytes

receive bytes

10 - (2)

:active - (3)
:send(min) --- (4)
:819 - (5)

:819 - (6)

1819 - (7)

:819 — (8)

:819 --- (9)

:0 --- (10)

: 0 bytes/s --- (11)
10 --- (12)

-- (13)

— (14)

— (15)

— (16)
137141 - (17)

: 1426753 - (18)

o O oo

[DLCI: 17]

CIR :0
trans state : active
load state : send(min)
possible send bytes : 819
max send bytes : 819
max send bytes(lower) : 819
max send bytes(upper) : 819
max send bytes(CIR) :819
sending bytes :0
send throuput : 0 bytes/s
waiting send packets : 0
fecn received :0
becn received :0
send errors :0
receive errors :0
send bytes :0
receive bytes :0

1) DLCI&ES

2) CIR1E

3) {EEHIEIRIRER
disable . enable I8~ EF5
inactive " enable $kR& (inactive)
active " enable IRRE (active)
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4) EWEHIEIRIRAE
stop L EIEIRRE
send(min) . TRRIECIEEF
send(min..cir) S FREHS CIR TiEh
send(cir) . CIRCix{EHh
send(cir..max) " CIRD'S _EBRCIXESR
send(max) | _FRRBECIEET
5) EHARET —5& (VA b)
6) Tc (100ms) BEAISEHTEDRAT—FIE (N1 )
7) Tc (100ms) BEARISEHTEDRAT —FRDTRE (1)
8) Tc (100ms) BERNISEHTEDERART —FYRODLRE (U1 H)
9) Tc (100ms) BFEAICEKHTEDRAT—FRICCIRBEER (1)
10)XE /A R BED)
TERERIL—T v b (N b/
12X EFB/ Ty b
13)BFE CED FECN ON 7 L —LAR{EEE
14)BFE CE D BECN ON 7 L — AR{EEH
16X E 7 L—LEZELE (G5
16)2ME T L — LWZELDE (A5
17)xE/\A1 b (BFD)
18)2{5/\1 h& (&5
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2.2.27 LAN'IEIRZMERT S

LAN OfisHERZRRE T 2 &N TEET,

FEHBREVERREICRIBGE. FsHE®RoU7] My EIU v I ULET,
1. RT-AZa1—7T [LANBIR] Z#2o9UvwIULET,

[LANEEHR ] R—IDBEXRINFET,

[LAN PORT-0 STATUS]I

interface status : auto 100M Full --- (1)
since :Oct 2 17:31:26 2002 - (2)
[LAN LOG INFORMATION]

Input packets : 8906 --- (3)

Input error packets :0 — (@)

long frame :0 - (B)

bad alignment frame :0 --- (6)

short frame 10 - (7)

CRC error :0 - (8)

overrun :0 - (9)

late collision :0 — (10)

Output packets :8906 --- (11)
Output error packets :0 - (12)

late collision :0 — (13)

too many collision 0 - (14)
underrun :0 - (15)

loss of carrier :0 - (16)

[LAN PORT-1 STATUS]

interface status : auto 100M Full MDI
since :Oct 2 17:31:26 2002
[LAN LOG INFORMATION]

Input packets 111136

Input error packets :0

long frame :0

bad alignment frame :0

short frame :0

CRC error :0

overrun :0

late collision :0

Output packets 111136

Output error packets :0

late collision :0

too many collision :0

underrun :0

loss of carrier :0

1) A5 T T —RIRKE
GEEABE TR IV I—Y 3y NeBildauto PERRSINE TS
BT FIRFCREF10M. 100M DEBE SRR NE T,
B TRICOEERIREES LT, Half, FulDEB S RRENE T,
LAN1T. LAN2, LAN3 Tl&. £ise riFICEGRESE UC. MDI. MDIXDEBSHIHFRRENET,
LANO (& MDIRRENE B Avo

2) REEERER
A V5T T = ZIREDRIEDIRRECE( L LRI DR SINE T,

3) RETU—LH

4) ETIS—TL—LH

5) =AU —LEA—/) WO
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6) 7IA XY NIS—i&HOE
7) Y 3a—h~JU—LBEEE
8) CRCI>—#&E#

9) F—NI\—=TUEEEH
100+ bOUY 3 vikHBEH
1TEETLU—LE

12X EIS—T U —LH
13)L+ U Y 3 UEHEE
14) U3 VREICKDEEY oA 7D MaEEE
16)7 5 —S Uik eI

16)F + U7 RO MEEEIE
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2.2.28

ISDN B %ZtEsR I D

ISDNBSEDREHEHRZHER T D N TEEX T,

et B ZHRREICR I B,

(RstBEsmo U 7] RYVZEI Uy I LR,

1. RERXZa1—7T [ISDN1EHR] 2OV v ILET,
[ISDN1E#R] "—IDERREINE T,

BRI ISDN %7~

[LINE STATUS]

date : Oct 14 16:00:40 2002 --- (1)
channel : [IMBIICNCTOI[D] --- (2)
speed 116k --- (3)
status : wait sync - (4)
since : Oct 14 16:00:24 2002 --- (5)
func : Q921 --- (6)
[D CHANNEL INFORMATION]
received frame 10 — (7)
bytes :0 — (8)
sent frame :0 — (9)
bytes :0 --- (10)
Input frame dropped
busy :0 - (11)
CRC error :0 — (12)
abort frame :0 - (13)
bad length :0 - (14)
bad octet :0 -—- (15)
Output frame dropped
underrun :0 — (16)
Collision count :0 - (17)
SYNC count :0 — (18)
time :0 — (19)
OUTSYNC count :0 — (20)
time 1563 - (21)

[LINE STATUS]
date
channel
speed
status
since
func
[LINE LOG INFORMATION
received frame
bytes
frame
bytes
Input frame dropped
busy
CRC error
abort frame
bad length
bad octet
Output frame dropped
underrun
Flow control
limit
count

sent

: Oct 14 16:00:40 2002
: [MBIICNCTOI[B1]

]

: 64k

: wait setline
: Oct 14 16:00:24 2002
:HDLC

:0

:0

:0

:0

:0

:0

:0

:0

:0

:0

:0--- (22)
:0-- (23)
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condition : XON - (24)
Flag send/monitor mode : yes/no --- (25)

flag recv :0--- (26)

idle recv :0--- (27)

flag received count  :0--- (28)
time :0--- (29)

idle received count :0--- (30)
time :0--—- (31)

BRI 7L —LUL— SFAREKRRHM
[LINE STATUSI

date : Oct 14 16:00:40 2002 --- (1)
channel : [MBIICNCTO][-] --- (2)
speed : - (3)
status :data --- (4)
since : Oct 14 16:00:24 2002 --- (5)
func ;- (8)
[LAYER1 INFORMATION]I
SYNC count 14 - (18)
time 135099 --- (19)
OUTSYNC count :3 — (20)
time 16 - (21)
[LINE STATUSI
date : Oct 14 16:00:40 2002
channel : [MBIICNCTOI[-]
speed : 128k
status : data
since : Oct 14 16:00:24 2002
func :HDLC

[LINE LOG INFORMATION]

received frame :0 — (7)
bytes :0 — (8)
sent frame :0 - (9)
bytes :0 — (10)
Input frame dropped
busy :0 — (11)
CRC error 10 - (12)
abort frame :0 - (13)
bad length :0 - (14)
bad octet :0 -—- (15)
Output frame dropped
underrun :0 --- (16)
Flow control
limit :0 - (22)
count :0 - (23)
condition : XON - (24)
Flag send/monitor mode : no/no --- (25)
flag recv :0 — (26)
idle recv 10 - (27)
flag received count :0 - (28)
time :0 — (29)
idle received count  :0 -—- (30)
time :0 — (31)

1) ON Y REBAR
stins OV RANSNERBADRRRINE T,
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$Ho2E

ERBEEAYTI VR

2) FvxR)UiER|

@H#RAYNISDN DIFEFAOY hES. 54 V&S, D. Bl. B2OENHHERRENE T,
BRI T U—LUL—. EBEROFHGEF. RAOY hMES, 54 VESHERRSNE T,

3) BERE
BIEEED kbps B CRRINFE T,
4) Fvx)UIREE

init | FEAEHRRE

wait setline D TF v RIVKRERIREE

wait enable L F v RIVERRBEFSIREE
wait sync - BRI S B IRRE
outsync | B F FrUR R RE
data LTI EREAREIRRR
wait disable D FrRIVELLETRESIK
wait disable_con CFYRIVELERTHSIR
wait flag L DS URMERFEINE

recv idle DA RUREREIREE

5) INEERHZ

F v RIVREDREDIREICE(E U R DRRENE T,

6) BfEiEn|
Q921 DF P RILDBEICRRENFT T,
HDLC B1EEFB2F ¢ RILDBAEICRRENE T

7) RIETL—LH

8) ZE/\1

9) EETL—LE

10):%(5) (1~

1RE/INy T 7 EI—iRH L
12)8{5 CRC TS —#aHHE%
13)ZE7h— b I S—iH O
1ORET - LRERBHEE
15)MEIEA U T v T — LGB
16)XE57 V5 —S kBB
17)ErZRIGH B

18) BRI LB AN CIEL
19)[EIEAMEIZAER (100ms BfiL)
20) @A T LEAlEE
21)[EHBIF NS (100ms E4if)
22) 70—HELELVE
23)FRIFEK/ A b

24) 7 O—HIfERRE

25) TSI - BBRE— NIRRE
26) 7 5 ZIERHOIE

27) 7 S VMg EIE

28) 75U 2E@AIEE

29) TS U 2{ERE (100ms Eif)
30) 7 > JWr@EAImIEL

31 7SI (100ms B47)
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2.2.29 PIAFS |G R%=fERT D
PIAFS B@EDMRETIERZHER I D ENTEET,
FEBREVERREICRIBGE. FsHE®RoU7] My EIU v I ULET,

1. RERXAZa1—7T [PIAFSIEHR] Z#oU v o ULET,
[PIAFS B3R | X—INKRENET .

[LINE LOG INFORMATION]
channel : IMBIICNCTOI[B1] - (1)
received frame 1548 - (2)
received byte :41648 - (3)
bad CRC 145 — (4)
buffer full :0 — (5)
sent frame :727 - (6)
sent byte 155252 - (7)
sent idle data 1 - (8)
[PIAFS LOG INFORMATION]
duplicate frame :89 - (9)
bad FCS 145 - (10)
other error :0 - (11)
send retry (over RTF)  :1 - (12)
re-synchronization :0 - (13)
t010 timeout 1 - (14)
t011 timeout :0 — (15)
t012 timeout :0 — (16)
resync by Xbit :0 - (17)
sync 32k :1 - (18)
sync 64k :0 - (19)
t001 timeout :0 - (20)
t002 timeout 10— (21)
t003 timeout 10 --- (22)
t101 timeout :0 - (23)
output NEGO
request 14 - (24)
accept :1 - (25)
reject :0 - (26)
reject cause :0 — (27)
output PARAM
request :0 --- (28)
accept :8 - (29)
reject :0 --- (30)
reject cause :0 --- (31)
output SYNC
request :0 — (32)
accept :0 --—- (33)
reject :0 - (34)
reject cause :0 - (35)
output ARQ
request :0 - (36)
accept :0 - (37)
reject :0 - (38)
reject cause :0 — (39)
output REL
request :0 - (40)
accept 16 - (41)
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ERBEEAYTI VR

reject 10 - (42)
request cause :0 --- (43)
reject cause 10 - (44)
input NEGO
request :7 --- (45)
accept :0 --- (46)
reject :0 - (47)
reject cause :0 --- (48)
input PARAM
request :8 - (49)
accept :0 -—- (50)
reject :0 — (51)
reject cause :0 - (52)
input SYNC
request :0 - (53)
accept :0 — (54)
reject :0 — (55)
reject cause :0 -—- (56)
input ARQ
request :0 — (57)
accept :0 - (58)
reject :0 — (59)
reject cause :0 — (60)
input REL
request 16 - (61)
accept :0 — (62)
reject :0 - (63)
request cause 117 - (64)
reject cause :0 - (65)
input unknown :0 — (66)
input nop :0 - (67)
input nop2 :0 - (68)
[PIAFS CONTROL INFORMATION]
protocol 14 - (69)
negotiated param
data protocol 21 - (70)
control protocol 12— (71)
rtf 19 — (72)
compress :0 — (73)
p1 10 - (74)
p2 :0 - (75)
frame length :80 --- (76)
M 163 - (77)
fi format 01 --- (78)
sync format 01 - (79)
[LINE LOG INFORMATION]
channel : [MB]J[CNCTO0I][B2]

1) F v XRIUER

AO0v hES. SA VESBRUTF v RIVIERIDERRSNE T,

2) RIETU—LE

3) RIE/\A b

4) ZECRC TS —1&HE%

5) ZE/\v I 7 EI—REEIE
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6) EETLU—LH

7) *E/\A b

8) I —LaEHOE

DIBEDIERIE. EREC—EIUFVEINETD,

9) FT—HY_ERIE

10)FCS TS —R4AM

11)FCS To—DISARERE

12)7—4 T L— LBXEEE

13) BEIEAFA O

14)XZEREVE ST AT A (T010) ¥4 L7 D MEADE
165)IXZEREZE S AXB (T011) ¥4 LF D MFEEDE
16)IXZEREVE S AT C (T012) ¥4 L7 D MEADE
17) R IMERRE B C KD RE)EFHA O
18)32Kbps [EIHAEIEY

19)64Kbps EIHAE%K

20)EERRHEB YA~ (T001) 4 L7 D SFEAELOE
2V B HER®RY A< (T002) ¥4 LT D MNEEL
22)BHEKRIFE Y AX (T003) ¥4 L7 D MFEADE
23)FEERERFE YA~ (T101) 74 L7 D MNREDE
24) = JEHEAZSGXEEE

25) = JEIHAS X EEE

26) = JEHAE S XEEE

27) % JEIHAE &SRR

28)BIE/ T X T REEKIXE O

29)iB15/ (S X FRESZNEE O

30)iBE/ (S X & R EIBTXELH

31)BE/ (S XY R EIRSIERN

32)EHAEKE(E L

33) EHARZ AN EE

34) EIERIE T L

35)[EHABESIER

36)ARQ /S X FREEKIXE DAL

37)ARQ/ S X T RESHE(S O

38)ARQ/ (S X F R EIBEX(E O

39)ARQ /S A Y ERTEIESEH

40) T —5 2 U BRESGEE R

AN T—5 U URRATRIEDIE

42)F7—5 ) 2 U BRBEE RS

43)7 =4 U ERIER

44) T —5 U T ERBEESIER

45) X JRIEIERZE L

46) X JEIEAZ (T2 E 014

A7) X JEIEEEZE LI

48) = JEIHESEH

49)BIE/ (D X I REEKRZEEE

50)8IE/ D X T REZ (IS
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51)BIE/I D AT RTEEEZE L
52)3@IE/ (T X REIERER

53) B EKZ{E O

54) BEIEAS TS O

55) BIAAEESZ{E O

56) [EHHESIER

57)ARQ /S X FREERZIELOH
58)ARQ/\ T X F R TES (IS O
59)ARQ /T X FHTEEEZE O
60)ARQ /S X R TEESIEN
61)T—% UV UBRRNEKRZMEDH
62)7—% U IR TRIELOIE
63)T—% U VU BRBIEERMEDH
64)T—4 U U REKIEH
65)7—% U U RREE IR
66)KREFE T L —LRIELH
67)RMERET L — L
68)EWE I L —LK2

69) 70 kJLFERI

70)ARQ F—#mE O NJLIN—=T 3
THARQHIENBERE O LI —T 3
72)AIE RTFE

73) 7 —% EHEATEBITF

T4 FTSEERHEE (P1)
75)ERANFIE (P2)

76) 7L —LE
TNERXIU—LES (M)

78)Fl #&iEHR T

79)EH T L — LREEHRIF
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2230 EFLEHEHEERSRTS

T LBEEDETERZER I 2 LN TEX T,

MREMERZNPAREICRIBEF. BRI U] Ry ZIUvIULET,
1. REXZa2—T [EFLEEMER] 20Uy IULET,

[ET LKFEHER] X—IDRRINET,

[ ZKBLIATOHTIEER]
[COM]
total time for callout = 0000.00:03:04 - (1)
peek time remote = internet.ISP-1 - (2)
time =0000.00:02:57 --- (3)
last remote = intranet.OFFICE-l - (4)
time =0000.00:00:07 --- (5)
[EGETEOHSHEHR]
remote ap time
(6) @) (3
0 0 0000.00:02:57
1 0 0000.00:00:07

1) EERROMHEERE
2) REREGROEFA
3) REEMRFOZRGRE
4) REEHRROHEFHA
5) ERIKIEIR DR
6) HFEHRES

7) BRTERES

8) EHDEETHE
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2.2.31 IRERFAZERITS

RERAZ#ER T D LN TEE T,
1. REAZ21—7T [REERZ] 29Uy IULFT,
[RERZ] XR—IDRRSNET,

| Mon July 12 15:47:01 2004

2.2.32 ZBIRFAEIEHRZEESRT S
BRIRAZ. BBAUCKEZESR IS ENTEFRT,

1. RRAZ1—7T [HERABHR] 20Uy ILFET,
[ZBEEIER] N—IDFRRINFT,

| 0000.01:20:22
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2.3 RFAZ21—%{ES

REAXAZ2—TlF, N\—=I3VIEHR. PPPTLU—LKU—R, PPPOE JU—L MU—R, XEEDI7—LDT
7 DEHBIUBRERDRE BT VDBALEDNTEFT,

231 FRFAZ1—ERTITD

REBED by IR=IT, BEHEAD URSF] ¥TZ27UvITaHE REFXZ1—DERREINET,

As

TAME)  AREE
L=
=) I

PELAD [&] hiipno2i6e

® wNTT BFA=a—

BRE0OS (/21.02 configl} CON—IT(I. FEETRT T A ODERFT RS LR T EATTEET,
BE B BRE BT (O A= 2 —iat — ZEERL TS}

A :

73

|@ E7
T 4en | tE BRAD S0 FE

O ANTEH ‘ ¥

®|%'

E |

»
{IN5r)

=] B

Q=

B
=[r

RFAT2—

pi—ia EER
PPPIL —dshL —A
PPPoEZL, —dbl —A
EFLbL—2

IKERL —A
Io—OMER
=R T TRRE
Tr—LO I FER
IR CEEIER
IBREEIRRYVER

ZnEerE

K [ — |

& A-URETEnELE [ B ARk
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2.3.2

N—= 3V RH%HETD

AEBENE I 7— LD I 7DI\—I 3V ERITHENTEET,

1. ®FAZa—T [I\=JaVvEhkl 20Uy ILET,
[N=Y3VER] X—IHRRINETT,

TYPE : BR500S - (1)
SN : 00000005 --- (2)
MAC : 000d5710ac00-000d5710ac03 - (3)
ROM 132 - (4)
FIRM :V21.02 - (5)
CURRENT : config1 - (6)
1) TYPE
HEBEBDPRRINFT,
2) SN
AEBEDY U7 IIVESHSHID 10 EH CHRRINT T,
3) MAC
MAC 7 RUAB 121D 16 EH TRRINF T,
4) ROM
ROM FR#IHY x.y D 10 EMDFER TRRSINE T,
5) FIRM
T 77— T PRREDVxx.yy D 10 ERDFER CERRSNET,
6) CURRENT

B, SFROBRERESHERRINE T,
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233 PPPIL—LBML—RZEMHERITD

PPP OO b IJVEBMOERRSINE T, BEIRADEDDICKWVEEF. CCICRRSNDIERZHERLE T,

1. R®FAZa2—T [PPPTL—LIU—R] ZHUYIULET,
[PPPTL—LRL—R] R=IHBRRINET,

[01] Internet.ISP : PPP session start 02.08.07 09:55:01.697
M @ 3) (@)
port=slot:mb, line:0 (lan0)
(5)
[02] Internet.ISP  : Send LCP Configure-Request 02.08.07 09:55:01.697
6 @ (8)
port=slot:mb, line:0 (lan0)
data=c021 0100 000a 0506 f01e 028e --- (9)
[03] Internet.ISP  : Recv LCP Configure-Request 02.08.07 09:55:02.116

port=slot:mb, line:0 (lan0)
data=c021 0101 001c 0802 0702 0206 0000 0000
0104 05ae 0506 b104 7cbb 0304 c023

[04] Internet.ISP  : Send LCP Configure-Reject 02.08.07 09:55:02.116
port=slot:mb, line:0 (lan0)
data=c021 0401 000e 0802 0702 0206 0000 0000

[05] Internet.ISP  : Recv LCP Configure-Nak 02.08.07 09:55:02.116
port=slot:mb, line:0 (lan0)
data=c021 0300 0008 0104 05ae

[06] Internet.ISP  : Send LCP Configure-Request 02.08.07 09:55:02.116
port=slot:mb, line:0 (lan0)
data=c021 0101 000e 0104 05ae 0506 fO1e 028e

[07] Internet.ISP : Recv LCP unknown code(0c) 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0c00 002a b104 7cbb 7573 6572 2d70
7070 2032 2e33 2e33 2028 6275 696¢ 7420
4a61 6e20 3238 2032 3030 3229

[08] Internet.ISP  : Send LCP Code-Reject 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0701 002e 0c00 002a b104 7cbb 7573
6572 2d70 7070 2032 2e33 2e33 2028 6275
696¢ 7420 4a61 6e20 3238 2032 3030 3229

[09] Internet.ISP  : Recv LCP Configure-Request 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0102 0012 0104 05ae 0506 b104 7cbb
0304 c023

[10] Internet.ISP  : Send LCP Configure-Ack 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0202 0012 0104 05ae 0506 b104 7cbb
0304 c023

[11] Internet.ISP  : Recv LCP Configure-Ack 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0201 000e 0104 05ae 0506 f01e 028e

[12] Internet.ISP  : Send PAP Authenticate-Req 02.08.07 09:55:02.121
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port=slot:mb, line:0 (lan0)
data=c023 0101 000e 0474 6573 7404 7465 7374

[13] Internet.ISP  : Recv LCP
port=slot:mb, line:0 (lan0)
data=c021 0c01 002a b104 7cbb 7573 6572 2d70

7070 2032 2e33 2e33 2028 6275 696¢ 7420
4a61 6e20 3238 2032 3030 3229

unknown code(0c)

[14] Internet.ISP  : Send LCP
port=slot:mb, line:0 (lan0)
data=c021 0702 002e 0c01 002a b104 7cbb 7573

6572 2d70 7070 2032 2e33 2e33 2028 6275
696¢ 7420 4a61 6e20 3238 2032 3030 3229

Code-Reject

[15] Internet.ISP  : Recv PAP
port=slot:mb, line:0 (lan0)
data=c023 0201 0010 0b47 7265 6574 696e 6773

2121

Authenticate-Ack

[16] Internet.ISP  : Send IPCP
port=slot:mb, line:0 (lan0)
data=8021 0100 0010 0306 0000 0000 8106 0000

0000

Configure-Request

[17] Internet.ISP  : Recv CCP
port=slot:mb, line:0 (lan0)
data=80fd 0101 000a 1a04 7800 0102

Configure-Request

[18] Internet.ISP  : Send LCP
port=slot:mb, line:0 (lan0)
data=c021 0803 0010 80fd 0101 000a 1a04 7800

0102

Protocol-Reject

[19] Internet.ISP  : Recv IPCP
port=slot:mb, line:0 (lan0)
data=8021 0101 0010 0306 b40a 0101 0206 002d

0f01

Configure-Request

[20] Internet.ISP  : Send IPCP
port=slot:mb, line:0 (lan0)
data=8021 0401 000a 0206 002d 0f01

Configure-Reject

[21] Internet.ISP  : Recv IPCP
port=slot:mb, line:0 (lan0)
data=8021 0300 0010 0306 b40a 0164 8106 b40a

010a

Configure-Nak

[22] InternetISP  : Send IPCP
port=slot:mb, line:0 (lan0)
data=8021 0101 0010 0306 b40a 0164 8106 b40a

010a

Configure-Request

[23] Internet.ISP  : Recv LCP
port=slot:mb, line:0 (lan0)
data=c021 0c02 002a b104 7cbb 7573 6572 2d70

7070 2032 2e33 2e33 2028 6275 696¢ 7420
4a61 6e20 3238 2032 3030 3229

unknown code(0c)

[24] Internet.ISP  : Send LCP
port=slot:mb, line:0 (lan0)
data=c021 0703 002e 0c02 002a b104 7cbb 7573

6572 2d70 7070 2032 2e33 2e33 2028 6275

Code-Reject

02.08.07 09:55:02.150

02.08.07 09:55:02.150

02.08.07 09:55:02.150

02.08.07 09:55:02.151

02.08.07 09:55:02.151

02.08.07 09:55:02.151

02.08.07 09:55:02.151

02.08.07 09:55:02.151

02.08.07 09:55:02.153

02.08.07 09:55:02.153

02.08.07 09:55:02.157

02.08.07 09:55:02.157
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696¢ 7420 4a61 620 3238 2032 3030 3229

[25] Internet.ISP  : Recv IPCP Configure-Request 02.08.07 09:55:02.157

port=slot:mb, line:0 (lan0)
data=8021 0102 000a 0306 b40a 0101

[26] Internet.ISP  : Send IPCP Configure-Ack 02.08.07 09:55:02.157

port=slot:mb, line:0 (lan0)
data=8021 0202 000a 0306 b40a 0101

[27] Internet.ISP  : Recv IPCP Configure-Ack 02.08.07 09:55:02.157

port=slot:mb, line:0 (lan0)
data=8021 0201 0010 0306 b40a 0164 8106 b40a
010a

[28] Internet.ISP  : Send LCP Echo-Request 02.08.07 09:56:02.216

port=slot:mb, line:0 (lan0)
data=c021 0904 0008 f01e 028e

[29] Internet.ISP  : Recv LCP Echo-Reply 02.08.07 09:56:02.217

port=slot:mb, line:0 (lan0)
data=c021 0a04 0008 b104 7cbb

)

2)

3)

4)

5)

6)

7)

OJ&=
OJ&SH, 01 ~990D 10 EMIE TR RINET,
b e

CDOPPPLEY Y 3VHRIBUIcERERD <Ry ND—0 8> < i/t > DEXN CRRSNE T,
ROV I—2 3 V6A
ROV I—Y 3 VAIBRRICRRSNE T,

ERENBS R
BRI LRI DR R ENE I,
[ElREsR

BECHBUERAUTOER CERREINE T,
slot:<slot S > line:<line S > (< CligEHEIEHR>)

slot CEEICFIA UEOIROAOY FES (mb (BAR—R)) BRREINET,
line CBEICHB U ELRORRES IR REINE T,
CHRERIER  FIATDENRICH UTERENRRENE T,
HSD DHHE L RINENFT B A
ISDN DHE L F v RIVBDRRENE T,
PPPoE D& CMAUC lan ERNRRENE T,
EREHRIF
Send
Recv

70 b3JViER
PPPTOTO M JVERINRTRSNE T, LIFOTO M IVHARRSINE T,
JORJVERIDHEIC [MP:] BMIIIENTVDEE. ZD/T Y bHMP Ko THTEIUMEENTLSC

eV NVESR

0Oxc021 LCP : Link Control Protocol

0xc023 PAP : Password Authentication Protocol
0Oxc223 CHAP : Challenge-Handshake Authentication Protocol
0x8021 IPCP . Internet Protocol Control Protocol
0x8031 BCP : Bridge Control Protocol

0x8057 IPV6CP . IPv6 Control Protocol

0x80fd CCP : Compression Control Protocol

0x80fb ICCP . Individual Compression Control Protocol
Oxc02d BAP : Bandwidth Allocation Protocol

Oxc02b BACP : Bandwidth Allocation Control Protocol
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0xc029 CBCP : Callback Control Protocol
0x8281 MPLSCP  : MPLS Control Protocol

8) 11— Ri&ER|
702V TCOO— RORERRIREINFTT . UTDOXFIHARREINETT,
— 70 bJJURERIHLCP. CCP. ICCP. IPCP. IPV6CP, BCP. MPLSCPDiZ&
0Ox01 Configure-Request
0Ox02 Configure-Ack
0Ox03 Configure-Nak
Ox04 Configure-Reject
Ox05 Terminate-Request
0Ox06 Terminate-Ack
0Ox07 Code-Reject
— 70 ~JJVIERIN LCP DIFE
0Ox08 Protocol-Reject
0Ox09 Echo-Request
Ox0A Echo-Reply
Ox0B Discard-Request
— 70O ~JJUIERID CCP. ICCPDIBE
Ox0e Reset-Request
Oxof Reset-Ack
=70 b3J)VRERID PAP DA
0Ox01 Authenticate-Request
0Ox02 Authenticate-Ack
0Ox03 Authenticate-Nak
— 70 b3JUIERIH CHAP D5
0Ox01 Challenge
0x02 Response
Ox03 Success
Ox04 Failure
— 70 ~JJVERID BAP DIGE
0Ox01 Call-Request
0Ox02 Call-Response
0Ox03 Callback-Request
Ox04 Callback-Response
Ox05 Link-Drop-Request
Ox06 Link-Drop-Resp
0Ox07 Call-Status-Ind
0Ox08 Call-Status-Rsp
— 70O ~JJLIERID CBCP DBE
0Ox01 Callback-Request
0Ox02 Callback-Response
0Ox03 Callback-Ack

9) data=
EZEURIT Y MORBZ 16 EH THRRSINET T, RA108/\A bR FRTHRRIN. TNLDDEFFR
INEFB A,
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23.4 PPPoETJL—L hL—REMHRTD
PPPoE D70 b JVIBENDFRRENE T . PPPoE TOHENDICKWMERIF. CZITRRSINBIERZHER LT
ZEL

1. {RSFXZ21—T [PPPOETL—LKNLU—R] ZOUYILET,

[PPPoE 7 L—L hL—X] R=IBPKRRENK T,

[01] Internet.ISP  : PPPoE Discovery Stage start 00.01.02 09:19:54.225

M @) 3) 4
[02] Internet.ISP  : Send PADI len=35 01.09.01 20:17:30.804
(5) (&) @

data=ffff ffff ffff 0000 Oeaa 010c 8863 1109 --- (8)
0000 000f 0101 0000 0103 0007 0000 Oeaa
010c 01

[03] Internet.ISP  : Recv PADO len=62 00.01.02 09:19:54.325
data=0000 Oeaa 010c 0003 e48a Oc1c 8863 1107
0000 002a 0101 0000 0103 0007 0000 Oeaa
010c 0101 0200 0372 6173 0104 0010 4c3b
69dc e7d6 949a 90d6 86b5 8bdf 5ceb

[04] Internet.ISP : Send PADR len=62 00.01.02 09:19:54.445
data=0003 e48a Oc1c 0000 Oeaa 010c 8863 1119
0000 002a 0101 0000 0103 0007 0000 Oeaa
010c 0101 0200 0372 6173 0104 0010 4c3b
69dc e7d6 949a 90d6 86b5 8bdf 5ceb

[05] Internet.ISP  : Recv PADS len=62 00.01.02 09:19:54.495
data=0000 Oeaa 010c 0003 e48a Oc1c 8863 1165
0003 002a 0101 0000 0103 0007 0000 Oeaa
010c 0101 0200 0372 6173 0104 0010 4c3b
69dc e7d6 949a 90d6 86b5 8bdf 5ceb

[06] Internet.ISP : Send PADT len=20 00.01.02 09:21:16.099
data=0003 e48a 0c1c 0000 Oeaa 010c 8863 11a7
0003 0000
1) OJ&ES

OJ&ESH01 ~99 D10 EHETRRSINET,
2) ERTA
CDPPPEY Y a3 v FIBUCERARD <R D —08 > < BREE>DERA TRRSNE T,
3) XOAVI—y 3 VEA
ROV I—2 3 VRRIICRRSNE D,
4) EREE
BHRZ IR U DR ENE T,
5) EZMEHAIF

Send
Recv
6) 7L —LFER
PPPoE CO 7 L—LBRIBNU TFOXFIITRRINE T,
PADI . PPPoE Active Discovery Initiation
PADO : PPPoE Active Discovery Offer
PADR . PPPoE Active Discovery Request
PADS . PPPoE Active Discovery Session-confirmation
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PADT . PPPoE Active Discovery Terminate
SESS . Session Stage

7) JU—LE
EREURTU—LRD 10 EHTRREINET,

8) data=
EREUCTU—LORBRMMEEH CTRRINET T mA128/A hDEFRTHRRIIN, TNKIDBHEFHRT
INEE Ao

RFAZ2—HFES
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$Ho2E

ERBEEAYTI VR

2.3.5

5L ML—RZH#ETD

ETFLDOREMNFD bU—RATF—IDRRINET T, ETLADEULSEMELTCOREWESIE. CIICHRRSNDIE
HzhEst U C<IEE L,

1. RFAXAZa—T [EFLKV—R] Z5UvyIULET,
[ETLMU—R] R=IHKRRINET,

(1

[02]

[03]

[04]

[05]

[06]

[07]

[08]

[09]

[10]

[11]

[12]

[13]

[01]

Send

2
sig_on=(CS,ER,RS)
(4)
data=4154 0d
(5)
Recv  03.08.02 09:08:33.960
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:33.961
sig_on=(CS,ER,RS)
data=4154 2646 0d

Recv  03.08.02 09:08:33.978
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:33.979
sig_on=(CS,ER,RS)
data=4154 4530 5631 5337 353d 3053 3935 3d34
350d

Recv  03.08.02 09:08:33.991
sig_on=(CS,ER,RS)
data=4154 4530 5631 5337 353d 3053 3935 3d34
350d 0d0a 4f4b 0d0a

Send 03.08.02 09:08:33.992
sig_on=(CS,ER,RS)
data=4154 5631 0d

Recv  03.08.02 09:08:34.001
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:34.002
sig_on=(CS,ER,RS)
data=4154 4530 0d

Recv  03.08.02 09:08:34.012
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:34.013
sig_on=(CS,ER,RS)
data=4154 264b 330d

Recv  03.08.02 09:08:34.022
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:34.023
sig_on=(CS,ER,RS)

03.08.02 09:08:33.951

3
AT.
(6)
..OK..
AT&F.

..OK..

ATEOV1S75=0S95=4
5.

ATEOV1S75=0S95=4
5...0K..

ATV1.

..OK..

ATEO.

..OK..

AT&KS.

..OK..
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data=4154 5834 0d0a 00 ATXA4...

[14] Recv  03.08.02 09:08:34.032

sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a ..OK..

[15] Send 03.08.02 09:08:34.034

sig_on=(CS,ER,RS)
data=4154 4d31 0d0a 00 ATM1...

[16] Recv  03.08.02 09:08:34.043

sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a ..OK..

[17] Send 03.08.02 09:08:34.044

sig_on=(CS,ER,RS)
data=4154 4¢32 0d0a 00 ATL2...

[18] Recv  03.08.02 09:08:34.053

sig_on=(CS,ER,RS)

data=0d0a 4f4b 0d0a ..OK..
1) OJ&E=
OJ&ESH. 01~99D 10 EHECRRSNET,
2) *ERE
Send I DT LANT =Y EEE
Recv IR ETF LD T Y ERE
Change Signal "RS-232CA VA TI—RIEBHEE
3) IREXAFRE
ERZ N U CHRENRRENE T,
4) E5IKRE
RS-232C A V& 7 T —AEENON DESHERRINE T,
BEEDARAF. UTDESDTT,
CS BT LD T —YR{EARE
ER D=5 hBIETIEE
RS L= TS REARE. FEFIL—I DT —FEEEER
Cl EEERRN
CD SR UPORE ST ERRE
DR L BT LDNEREOIEE
5) data=
EREURT—YDNED. 16 EHBETRRINE T K128/ M FETHRRSN. TNELDEBIE
FrREINFEE A
6) ASCIIER

5) DF—IDASCI XFTRRSNET,
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23.6 IKE NVL—R%EWHERTS
IKExRIVI—3av)\Twy b MU—RIEREERITDENTEET,

1. RSFAZ21—T [IKE bL—R] ZIUYILET,
[IKE bL—2] R=IDFRRENE T,

11 ISAKMP Send Aug 7 10:26:26 2002
M (@2 3
Cookies:(22f2b428fb243bba:0000000000000000)
(4)
Exchange Type: Aggressive Len:215(0xd7)
(5) )

data=22f2 b428 fb24 3bba 0000 0000 0000 0000 --- (7)
0110 0400 0000 0000 0000 00d7 0400 0038
0000 0001 0000 0001 0000 002c 0101 0001
0000 0024 0101 0000 8001 0001 8002 0001
8003 0001 8004 0001 800b 0001 000c 0004
0001 5180 0a00 0064 1d9b dedd Obd7 55bf
d1d1 Oba1 3595 fa9e 421e 790e 4e9b c95¢
dcle 07bc €220 2179 095¢c 11f8 4138 ad4a

[2] ISAKMP Receive Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Aggressive Len:255(0xff)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495

0110 0400 0000 0000 0000 00ff 0400 0038

0000 0001 0000 0001 0000 002c 0101 0001
0000 0024 0101 0000 8001 0001 8002 0001
8003 0001 8004 0001 800b 0001 000c 0004
0001 5180 0a00 0064 05ab 21eb 7d9c 2261
80b8 ca00 9647 fdc1 ea94 1d0b 1740 ba33
5f64 a095 fb90 ac52 533 €820 7dab ceca

[3]1 ISAKMP Send Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Aggressive Len:48(0x30)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 0400 0000 0000 0000 0030 0000 0014
0d89 bb75 240e 3028 294d 41af 7¢86 0d15

[4] ISAKMP Send(Before Encrypt) Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Informational Len:76(0x4c)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 0501 774d 2a19 0000 004c 0b00 0014
81de 9a99 455f a72d 9b54 c631 2909 3d1b
0000 001c 0000 0001 0110 6002 22f2 b428
fb24 3bba 5b50 4fee bef8 c495

[5] ISAKMP Send Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Informational Len:84(0x54)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 0501 774d 2a19 0000 0054 ebbb fd4a
474c 9cf7 6a1f daaa c622 7389 5d0d 2787
d87b ca80 af88 338f 2dca 3147 ¢9d2 5656
2602 59¢8 f6e1 6¢61 d8a3 0ae3 4d79 7ffa
acb7 7db9
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[6] ISAKMP Send(Before Encrypt) Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:148(0x94)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495

0810 2001 4730 70fb 0000 0094 0100 0014
fd3b 2b24 778 8e08 a7c8 bbb2 b7bc 0914
0a00 0030 0000 0001 0000 0001 0000 0024
0103 0401 03ff 7c4b 0000 0018 0102 0000

8001 0001 8002 7080 8004 0001 8005 0001
0500 0014 f7c2 d1ab d5c6 d3e4 5929 38ae
91f9 5354 0500 0010 0400 0000 0000 0000

[71  ISAKMP Send Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:156(0x9c)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 2001 4730 70fb 0000 009c 789¢e 35b5
fb49 2b8a 3ebd 5663 81ab 4¢78 e4cf 864c
b968 1d8e 6238 d076 b095 0b17 af03 33e0
2735 f9ba 13dd 2000 3efb bc65 1e8b b482
3be8 48ac ebab 6548 3394 512e 6a27 5f37
c16a 97a8 4a65 40fa 06b1 3eef 1ea2 8e0d
9a87 b933 6bed 117b ec8b 0b35 €227 32c4

[8] ISAKMP Receive Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:156(0x9c)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 2001 4730 70fb 0000 009c f14e ecb1
938f 88aa bafe 127d dea8 0a24 5a45 2d47
c50e 36dc f77e dccec 6d20 4395 c1f1 574d
76¢0 ab7c 53e3 b7e8 9abb 276a aeab 585d
87f0 6db3 9a77 227¢c 8696 4105 296b 83e9
eO0fc 516 3ead f907 96a4 2910 c2a9 Oca?
fale 92ab ce82 3af0 16e0 9ee1 ceal3 4f2d

[9] ISAKMP Receive(After Decrypt) Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:156(0x9c)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495

0810 2001 4730 70fb 0000 009c 0100 0014
d4d3 5742 a8e3 f18a 76c4 94f7 d080 e877

0a00 0030 0000 0001 0000 0001 0000 0024
0103 0401 Oefd a61d 0000 0018 0102 0000
8001 0001 8002 7080 8004 0001 8005 0001
0500 0014 c538 a8b4 8271 1754 da9e 84c4
fcb6 d999 0500 0010 0400 0000 0000 0000

[10] ISAKMP Send(Before Encrypt) Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:48(0x30)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 2001 4730 70fb 0000 0030 0000 0014
9b63 756e 00c2 1d9c e7f0 94ef b608 5817

[11] ISAKMP Send Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:52(0x34)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 2001 4730 70fb 0000 0034 6062 6bca
2665 5bd9 f8d6 4f97 4245 3ea1 939d 0665
1259 cdca
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1) OJ&E=
OJFSH. 130D 10EH TCERRINET,
2) ERE
ISAKMP Send CEETL—LA
ISAKMP Receive CRETL—LA
ISAKMP Send(Before Encrypt)  : BES{ELRIOZEETL—LA

ISAKMP Receive(After Decrypt) | EB{EEDZET L —LA
3) IKE b L— A KBRS
IKE b U— BB FRRINE T,

4) Cookie
Cookie % (Initiator {8l Cookie:Responder ffll Cookie) D CHRRSNET,

5) Exchange Type

NONE AHRIE L
Base " Base E— K
Identity Protection . Identity Protection E—
Authentication Only . Authentication Only E— R
Aggressive . Aggressive E— R
Informational . Informational E—
Quick - Quick E— R
New group " New group E— R
Acknowledged Informational . Acknowledged Informational E— I~
6) Len
ISAKMP )Ty REDFRRESNE T,
7) data=

EREUC) Ty FORBEH6 EH CRRSNE T, &A320/\A FETERRENE T,
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237 IS—OJEHZMHERTS

TRBFMEDOER(CRTDBEMZERI O ENTEFX T,
EEDEONDBEF. BAORIM SFXTcIFEHLN
BOABTZHHSELZE0,
1. RFAZa—7T [I5—0OJFEHRI 29Uy ILET,
[T5—0O071FHk] X—IHKRRSNET,

=5
A,

EUEMENERE LU CLEEW. ZOBR, IT5—071F

[0] Error Log:

Firm information:

Logging time:

Register:

srr0 [00085¢18]

dsisr [00000000]

dmiss [0028b570]
gpro0 [00010000]
gpr04 [00000001]
gpr08 [00000004]
gpr12 [28000000]
gpr16 [00000020]
gpr20 [0028b608]
gpr24 [0028b608]
gpr28 [00235b48]

BR500S V21.02 PTF:NY0001
System down information:
down code [81010015:00000001]

Sun Jul 22 12:35:27 2001

srr1 [00001030]
sivec [00000000]
imiss [00005c18]
gpr01 [0028b570]
gpr05 [0028b490]
gpr09 [00000001]
gpr13 [00000000]
gpr17 [f0010c1c]
gpr21 [0074e754]
gpr25 [0028b610]
gpr29 [0090d704]

flag=80,mode=00,unit=20,regsp=00000000

Ir [001dbaf8]
simr_h [20422d00]

tescr1
gpr02
gpr06
gpr10
gpr14
gpr18
gpr22
gpr26
gpr30

[00393980]
[00000016]
[00000001]
[f0011b30]
[0074e754]
[0028b610]
[00000000]
[0090d7f4]
[00000001]

dar [00000000]
simr_| [24002058]
Itescr1[0028b590]
gpr03 [81010015]
gpr07 [00000000]
gpr11 [f0011b30]
gpr15 [00235b24]
gpr19 [00280000]
gpr23 [00000000]
gpr27 [08000800]
gpr31 [00000001]

1
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238 I\—=ROx7IEEERTD
HERAKDIREZHEZITDCENTELT,

1. R®FAXAZa—T [IN\—FOz7HRE] 29Uy ILET,
[\—= RO T 7IRE] R=IDRREINE T,

[Board information]
Mother board : BR500S (Normal) --- (1)

[Memory information]
ECC single bit correction count: 0 --- (2)

[Hardware monitor information]
Thermal : 27 celsius (Normal) - (3)

1) BREADFRRINFTT,

0 RIF. AEBOREZRLET,

(Normal) D IEEIRRR

(Hard Error) : J\— RIS —IK&E
2) WEXEUDECC (Error checking and correction) single bit 5] 1IEE%
3) KBWNEREDNFRINET,

O AF. BEREONERRINF T,

(Normal) D IERIRAE
Warning) REEBRE

(
(Hard Error) (1 BERER (Warning IREEDY, —ERSEhER LTcHE)
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239 AREDI7—LIUIT7ZEBHITD

I7—LDIT7ZEBEHIDE. ARBEICHUVWEEEZEINTEE T,

FTPU—)U (FTPU—)WkaEZ D/ OV UNIXV AT L) (LT 7—LD T 7 I 7AI)L7ZEREL. WWW T
Y (FREBDREXZ1—) ZE>TRY MNI)—I(CERUICARBD T 7 —LAD I P ZEH CEF T,
fef2Us FIBRRRECIE D 7 —AD T 7 EHEMOERE SN CVEW D REDRETT,

CAREICREDIIT
« TP—LYI7EHHE. AERBOBEETMLEVTL T,
« JF—LYITEEHTHIC. BHRESERERBELTBVTIEEL,

CCTlE T7—ALD T 7ERBEROFREITDECOVCHIZDIFTEHIALE T,

oooo | |
ooooo

g

POOOO 192.168.1.2
ooooib br
ooooooooo br-passwd
oooooooooo /BR/BRSOFT.ftp

oobooooooao

1. BREAZ1—0DOEFERET [RERR 20Uy ILET,
[EBER] X—INRRINET,

2. [I7—LUIT7EHRER] Z20VvILET,
(D7 —LDT7EHMBER] DNRRSNFTI,

3. UTODIEBRZEEELEXT.

* IMEATTINA M —192.168.1.2

e OJA2ID —br

o OJAVIRD—R — br-passwd

o JyrA)OT—T3 — /BR/BRSOFT.ftp

B> L7 EHER 9
LS P [rezTe812

071D [or

05421320 —F [

|7?4JLIII’)'—“J avs [rEr/BRSOFT ftp

4. [REF] RYVZEIVYILET,

5. EEERAOD [FEH] RyVZIVUYILET,
REUCABEDNENCEDE T,
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6. RFAZ2—T [T7—LDIT7EH] Z2O0UvILIET,
[D7—LDIT7EH] R—IDPRRINFT,

[Z7— L7 EH]

LI TotsRESs (77— A s PEEHLE T, 1BRICIBUATI B ToKRE E Sy SL T F2A,
A T7— Lt P OER DI EEF IS TS, LI, FR e L <D Slae D By T,
XSt ANE O F A /1D [Zr-OLOr —as

[ 19216812 [br | /BR/BRSOFT.fip

o]

7. RREINTLIRBZERL. ELIITNIE [OK] RYVEIUYILET,
T7—LO T 7 DOEHZRIRLET,

8. [EEBRT] OXyt—IDhRRENES. [OK] RYVZEIVUYILET,

9. [byIXR—IJICRD] R¥V%EIVUYILET,
by IR—=JICRDFET,
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2.3.10 IBRERIGHRZIRNRTD EBTD

BEDAXKEDBRERFRZ 7 7 A VICRFL. BEULTHEEX T, BB OEEEIREFLTBUVE
ERERZETCEXI,
o BHERIBRORE
RFAZ2—D [BRERBR] N—IV%Z. WWW T SOTHREZE ST 7 A IVICREFELE T,
o BHERIBRDET
WWW TS OYTRELTHV . [BRERBR] X—IDT7A)ILZRE. [Ex] 20Uy I LET,

CARBEICFEDIFT
. EEOFREEBED IPT RURERERD IP7 RUADERD SETTET A
« Windows® 95/98 . 1ERIERIEID 29Kbyte ZHBX B BHDIFMETEFT B A

[ E EIRR]

COR=UT(T, BRERBROIERS LTHET TS,

IRRNTE R IR Bk
PO OERE o T OO —UEERTE DI TR TS,

BERIRHROET
{RIFA 27N ETSIHTRE, TOETRRAZ ) JUTIES .

IBFEMFEEDIP 7L AN ETFFOIP 7L AN ESE {8 T2 T A (FRFOIPFRL AT 10216811 TF,

wan 0 bind mb 0 =
wan 0 line isdn

lan 0 mode auto

lan 0 ip address 192.168.1.1/24 3

lan 0 ip route 0 default 182_168.1.1 110
remote 0 name rmt0

remote 0 ap 0 name apl-0

remote 0 ap 0 datalink type ip

remote 0 ap 1 name apl-1

remote 0 ap 1 datalink twpe ipsec
template 0 name tmpl

aaa 0 name |

aaa 0 user 0 id |

H

W IBRESIER IC IS N S ThaiETLE T,
HIZ—HHLEECETLEE A, Bl LIS TE BERERIMRELT.

TEJ'T:I Frltzil |
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2.3.11 BRERBHZEYDEASD

FEBSBUERERENEDIC 2 DR DT ENTEET, [RrY1—IUkke] FIEFHTDBI BT EHT
*F,

1. FFAZ21—T [EHERBERIOER] 25Uy ILET,
[(BRERBRVDEZ] X—IDRRINET,

= =
R UDRRENIEE AT, ERENTNS B REDRRERBECTT .

[ ERFHRAYER]

CON—UTI, BRGESIBIROYMNEATTICENTTEET,
IBRNERIGH T (JBERFRTERL. BRE R ED )y JUTES,

& (ERERIER
[ [BRUEEIER2

AitEh

2. BIUSLIFRICERTIBHERBHRZFIvI L. [BEH] RyVZEIUvIULET,
BEFNTON. BRUCEBRERIFR COILS LIFHTHONET,

CHWIREBICREDIIT
« EFRARE. EFCEEL TOBOERESERCISENDET,
« F—HEERICERESTRE. BENIMEINET,
o FEEODIPT RUADWEEE K- IBE. BEBRICARBICZIERTREHICE. /\YIVOBEHB LU
URLEZETZHENSHDET,
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2312 EBEEBSEEEITD

[RATY2—)UER] O [BEESEBTHIER] CREUCBRZESDEBZFEHTTOIENTEXT,

1. RFAZ21—T [EEBSEE| 29Uy ILET,
BREESEE| N—INEKRINET,

[EEESLEH]

+ CON=UTY, BEESEE TR TR SRS SRR FTERT 2 ENTE

HRETHED RN T TR TSN TSR, B EELT- B OFEIRT T,
UEIR—E LU EEE L E AR EIRL. ETL T )

[EREESLE TR 5]
=TOi| EEEETEER| =T
- R
- =1 |
- =1 |
- =6

2. ZEEIIEEBSETETHERD [ET] RyVZEIVUYILET,
BEESHEEENET.

3. [BERM KyvEIUvILET,
e LEEhEMICED F T,

115

RFAZ2—%&ED



BR500S Web 1—H'—X#4 K (V21) F28 BREECAVTFIUR

2.3.13 FTP/SFTPY—/\IKREZEDTAIFTFIATD

FEB(F FTP U —) WEEEB KU SFTP U —/ e A o TH D, /Y IVP UNIX VAT LD ftp IV RBLD
sftp AN RZE@E > CTHEBRERIBROBE B0 T 77— LD I 7 ZEHITDENTEFT, T TlE.
FTP U —/\#kgEZ ftp OV RTCERITDHAZERIICEHIALE T,

O, SFTPU—)\BREZFERITDIHEEIFE. A& SSH 7O ML=V 3 2ZR—~UTWDsftp V5147
VRV IRDITPZERETDOMNENRDHDFT, TNICKD. fip IV RERKKRIC sftp IV Y RZEFERHTDHC &
DNCEFT,

T7—AYT7IE. YHDh—LAR—Y (NTTEHZK http://web116.jp/ced/ /=& NTTFEHZA
http://www.ntt-west.co.jp/kiki/) D55 O—RLTLEEL,

| |
goooooooooo FTPOOOOOOOOO
ooooooo oooo

ooooooo
goooooooo oooo
popooooo M

FTP U —/\#pEZF BT D EEDI—HE, JXAT—REUTDESD T,
o 1T . ftp-admin
o JIXT—R CEREAZ 2 —DEAEECHREULC/I AT — R ZEELER T,

JRD— RERELTOEVEBIE FTPH— WD) (20— RhBLBOE LTIELET,

@ XYFTFIAMRDI 7LV
FTP U —/UBECTHA Y TF Y AR EED T 7 A LRRBUTDESD T,

o BHRERIBHI . config1
o HMHERIER?2 . config2
o Jr—ALTUIV - firmware

©® BEESE
ftp ANV ROT T IV REUT [getreset] AT DE. AEBEHBIICE TEEHI,
BHERBREZVIDBEZ DBHEIE. [getreset1] FIclE [getreset2] ZANUTCAEEZBIEUEFET,
o [getreset] ZANUIEE ' BEBRBDRRKOBHERBEHRNEWNTI,
o [getresetl] ZANUIBEE  BE@F BRERBR1] BBEWCHEDFET,
o [getreset2] ZAAUNHEE  BEHkE EBRERER2] NEMCHEDFRT,
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CARBEICREDIIT
« EFAUFATEROTEHINAT— REBETIT SRR BEHLET,
BELHWES. Ry ND—I LORENDSTET I ERATESS. FELCRIRTT.
& B8 [14)(20—REZEITS] (P11)

« ftp YV REARICUTOIS—HRERENDIEDHDET,

502 PASV command not implemented.
Passive mode regused.

LEEIS—HRIRSNIIZGF. BTOREZIToOTHSIS—[CHE o RIFZEBEIT O TS,

ftp> passive : I\W Y TE—REZETD
Passive mode off.
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FTP H'—) HSEIC & DR B IBM DR
VAV ED fp AN Y R > TIBMERBRZRE T 25 5ZFHALE T,
fipC 00000000000
getD O
A
IPOOODO
ZAREICREDIIT
AT FUREERE, UTOT EZBTFFo>TIEEL,
FEREDOEFRZTHUIEVTLEEL,
ARELFCT—IBELTVEVNC EEZERLTLIREEL,
WWWIFSOH, OVY—)VICKBDEEEEZE—VILTLELKRETIT>TLEEL,
@ ftp A7 RO{ERAGI
BHERIER 172/ 32 EDconfigl-1 77 A )UISER T DHEDEZRLET,
C:¥>cd BHEERFHRSMT « LI FY
C:¥tmp>ftp 192.168.1.1 CAKEICERTD
Connected to 192.168.1.1.
220 BR500S V21.02 FTP server (config1) ready.
Name(192.168.1.1:root): ftp-admin P A—YREANTD
331 Password required for ftp-admin.
Password: CINRAD—REANTD
230 User ftp-admin logged in.
ftp>bin INALFUE—RICTD
200 Type set to .
ftp>get config1 config1-1 I IBRUEEBER 1 (configl) %Z config1-1 7 7 A )LICIEMT D
local: config1 remote: config1-1
200 PORT command successful.
150 Opening BINARY mode data connection for ‘config1'(2753 bytes).
226- Transfer complete.
2857 bytes received in 1.10 seconds (2.44 Kbytes/s)
ftp>bye R EETTS
221 Goodbye.
C:¥tmp>

JRT— it [14 )2 0— RERETS] (P11) TRE LT (20— REEE LT <2,
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FTP & —/\#EEIC K D IBRERBIRDETT

IOV ED ftp VY REE > TBRERIBRZETI B0 ZRLET,

ftpCO00C00000000O0
putD O

CHIIEICTEDIIT
AVFFURELER. UTOT EEBFFo>TIREL,
. AEBOZEETMULENTLREL,
. FEBEFTF—IBELTOEVNT EERILTIREL,
- WWW SO, OV Y—)UIC&BDREELE L TOEWRETITo TS,

@ ftp A7 RO{ERAGI
BRERE®R 12/ D config-1 T7 A )LD SETLT DHEEDHZRLUET,

C:¥>cdIBRERBHRIEMT « LI MU

C:¥tmp>ftp 192.168.1.1 CAKEICERTD
Connected to 192.168.1.1.

220 BR500S V21.02 FTP server (config1) ready.
Name(192.168.1.1:root): ftp-admin P A—YR_EANTD
331 Password required for ftp-admin.

Password: CINRAD—REANTD
230 User ftp-admin logged in.

ftp>bin A FUE—RICTD
200 Type set to .

ftp>put config1-1 config1 i config1-1 7 7 AV EBRERREH1 (configl) EULTEEAD
local: config1-1 remote: config1

200 PORT command successful.

150 Opening BINARY mode data connection for ‘config1’.
226- Transfer complete.

update : File information check now!

update : File information check ok.

226 Write complete.

2856 bytes sent in 1.10 seconds (2.44 Kbytes/s)

ftp>get reset | AEEEBIE#HT D
local: reset remote: reset

200 PORT command successful.

421 Reset request ok. bye.

ftp>bye B EETTS
C:¥tmp>

B UBRERBREENCTDIHIC. AREEHREL T T,
fip AN ROUT IOV REUT Tgetreset] ZANITDE. BEETEF T,
BRERIBRZVDBEZ D5A(E. Tgetresetl] Fcld [getreset2] ZANUTCAERBEHLEEHLET .
- [getreset] ZANUIIEE @ BEBRDBEROBRERERNENTI .
o [getresetl]| ZANUIEE @ BHEEEE ERERISHR 1] DEWTEDFT,
. [getreset2] ZAAUREE  BEFElE BRERBEHR2] DEDICTHEDFET,
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FTP Y —/\HREICKD T 7 — LD T 7 DEFR

WAV ED p IRV R EEOTCT 7 —LAD I 7 ZEH I 5aDAIZERULE T,

ftpO0000000O0O00O0O
O putd O

FTPOLULOOOO

LANO

CHWIREICREDIIT
T77—LY T 7EHEE. LTOTERBUBRTFTO>TLREEL,
. FEREBEOBRZVHTLEVWTLEEL,
o AEEBLITT—IBELTLWVEVNTEEER LTS,
« WWWISDOY, OAVVY—LICKBBEEEZ—I UL TLEWIRETIT o TLLIEEL,
o TJ7—LUITZEBHTDAEIC. BRERBREREL TBLTLIEEL,

@ ftp IV > FOEEAGI
J7—LDI7%Z)\V IV EhSEHMITHSEDEZERLET .

C¥>cd J7—L9I7T«LUI KNV

C:¥tmp> ftp 192.168.1.1 AREICERTS
Connected to 192.168.1.1.

220 BR500S V21.02 FTP server (config1) ready.
Name(192.168.1.1:root): ftp-admin P A—-YREANTD
331 Password required for ftp-admin.

Password: :/\AD—RZANTD

230 User ftp-admin logged in.

ftp>bin A FUE—RICTD
200 Type set to .
ftp>put BR500SSOFT.ftp firmware D 7=LYITEEFAD

local: BRBOOSSOFT.ftp remote: firmware

200 PORT command successful.

150 Opening BINARY mode data connection for ‘firmware’.
226- Transfer complete.

update : Transfer file check now!

update : Transfer file check ok.

226 Write complete.

1966 bytes sent in 97.80 seconds (6.31 Kbytes/s)

ftp>get reset | AKEZEEEHT S
local: reset remote: reset

200 PORT command successful.

421 Reset request ok. bye.

ftp>bye REERTTS
C:¥tmp>
cAREBEDTBARDIP 7 RUXZ(F [192.168.1.1]. T TXRw b AT [255.255.255.0] TY,

SJRAD—=RIE 1.4 )SRT—=RZREIT D] (P11) TREULLC/ARD—RZEBEL TSV TBARF, /TR
D— RIFERESNTOE A
«ftp OV ROYT IV REUT [getreset] ZANTDE. REBEZBILEIT D ENTERT,
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F V

P O R e 116 VRF IBFRDFEED oo, 78

FTP H—J CBEBE oo, 116 VRRP FEIIDRUMEAEE .o 22

| VRRP IBZRDFESR oo, 79
W

IKE A 2570 T —AREHIEFROMER oo b4

IKE St BERODMERR oo 51 WiINdows® 95 ..o, 8

IKE NL—RDBEZE oo 106 WiINdows® 98 ..o, 8

IPSEC TBERODBESE oo 48 WINdoWs® Me ......oovooooeeeeeeeeeeee. 8

P AT BRI e 40 WWW S8 7

IP 7 A JUSIEERDBESR oo, 68 \

SDNBZRDFEE oo 87 L

L AT T —RAEBOBER oo 47

LAN A 2% 7 T — ZIEERDWER oo 37 A

LAN |H$E®ﬁ§ulm ................................................ 85

LDP IBFRDMEER oo, 74 IS5—OTERDMEER oo 109

M H

Microsoft® Internet EXpIOrer .........ccovcoveveveean, 7 EHRIEFRODIEER oo, 27

MPLS EERODBESE oo, 70 BRBIEIRT TR e 33
BEEHRCERRTOMERE 33

N DT AREEA T A oo 9,13

NAT RO oo 65 [

Netscape Communicator ..........cccoeevvvvieeieeeeennn. 7

= CLBIERIBERDFESE oo, 95
BEBIZNDHEEE oo 95

PIAFS [EZRDFESR oo, 90 -

PING TN/ R e 19

PPPOE JU—LAMLU—ADMESE oo 102 BRERBRUIDEBER 114

PPP L —A L —ADMEER oo, 98 BRERIBROBEE 1EBIT oo 113,118

ProxXy H—/X oo, 7,8 BRTERBROBR 18t (FTP U—/(HEE) 119

S L

STP N/ R e 116 VAT LOTDETR oo 39

SFTP T —)VBEBE oo 116 FENOIRES VIR 18

SNTP =70 e 20 R X T — e 9

T 1e)

TIME T/ e, 20 ST IEIROMESE oo 24
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C
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BEEEEE S DEE e, 115 2
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e
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