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® WwwwISUYD [RB] RYVELRBIS—EED [1D8ICR3] RV TROEH L. [EHf]
RIVEIVYITBEANLEINAT— FHFIRE NI,
[RR] WWWISOTFDHRTT,
(] CEROWWW ISDHTICKo>TIE. BEZBET &L/ (RAT—NER (ANT—FD [*] TRR
ENBTFANRYIR) BHBFENE T, CDBE. /(RT—NMEREBADLTIREL,
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2.3

WWWIS9Y0 [RD] RYVFRBIS—EAED [1DHICED] Ky V%IV vy I ULTHBRE
HE<. 1 DRIDEEEHERTI DI EHTELL,

[RR] TS9H(CLoTCld. BEZELLCEDENTELVEEGRHDET,

(L] BE. BRNOREZERL C. BREL CLEEVW(IS—0HEF EUWERZBADILTIZEW),

BIRNDEFICETD bS5 T IV

AEE COHRICIERT T DD ST IVICIE. UITFDOXRDIEBDHHDET,

BELIS—HRETSD. FLBERDHIIEHEND

(RE] BT — IS R OHIERDERICED H'5 5.

L] EYV21SIRIYETOERT —T)VIE 10m LN TRIKBEOEY 15 30 5 [TRISENZHA T <
EEL,

ISDN REHRTHFRICOBH SN (B1/B25 Y ITHFE =L TLEEW)
[RE] #EHFEDELHTD S,
(W] BRZESVTH SERUEL T IZE,

[RR] #EHSEDOEFESES, TIT7 FUADREICROD DD,
(L] #EREDEEES, YTV FURAZEULSKEREUVBELTLZE L,

[FR] EfehsEasnTtnbd.
&) #ERLEOSEEICEAVGHhE T ESL,

[RR] REHPREF(FERISEHEREZBA TS,

(L] SReBFRzR L. REUCHBREZBR CLIELD E DD ZRESE L CTLIEE L,

[RR] RTY1—)UEREECREMLEZRE L CVDIHE. B B TRZ. FEEEBOIFLINEL
FHESNTLEL,

[(XHL)  FEHNLEORIEIFZ TR, FedAREBORAZIEUSEEVELTLEEL),

[RR] FELERLCKREULEE, 30BIC2 OZBADBREZTHOIETHE. AEEDEBREZH
1E9 3,

] 2 RFLOTDERD SRERMORRAZHEE L CLIESV. Ko, EREBRORENSZHR L.
RODDOTHBEFELSHRELVELTLEE L,

[RRA] FEIT SR EDFRERKD 30 @& U CHEUTCfcd. AERENBEBREZMELTND, D&
T OV AT LAOTPEAEINE T,

| protocol: continuous PPP negotiation error ~: call stop

[NIL] EFEEERORENS(CEDHBHIBEE. WREBDEFHEDEREEE L TH SERETO T
SV, Fro. BEED (BN REAICKDBEE, FEANEESNCDE, FHERETOT
LREV. BEEERORENSZEEL CRERMTSh. FHRGECERCBRTS S, HBIR
EDIMIPR SRR NET

[RE] €Y315Y+voOREAREL TS,

(WL EVISYvvoORENSELTOBTRERN B ET, T+ v TR v FOBIREEDREEL)D
BRTEL,

& 28 BR500S CHAICHIEOT [ To v IAA wFDHEE] (P18)
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ISDN YRER TIHFEFZIC DN SIEWL (B1/B25 Y TI3—MIsUTT B0, TLEITTS)
PPPRIVI—Y 3V TUMENTVBEREMDHDE T, PPPIL—LA N —ACRERERECEET .
[FE] SREElckB LT,

(L] FETDREFID. T/ CRD— REEULRELBELTLEEL,

[BERE] PPPRIVI—3 3k UL,
[HL] EBEEICERTDLDICHEELEELTLIEEL,

2] PPP= YT — 3 VOBFICEIT BIBMEIE [PPP T —L NLU—RIBHE] [CRFENET.

ISDN X REHF THFFRICOBHSEL (B1/B25 Y TIRRATLTVSH, BEHNTELN)
[RR] /WY IOVDRECERDHD D,
(] )Y O ORERIER® DNS Y —/UIP 77 RURITERO HEWLDESE U C<TEE L,

[BEH] AEEBOREIBHROREIEDHDD.

[F] FEBOIASTZIvII—T 4 VITDREIER. AITAvII—T 4 VT DOREIERZEULEREUVE
LTLIEEL,

[RE] ##5E0 DNS H—/\ 7 KU X DOmAMERERE > TLERL,

[Wa)]  #BHEeEmRe LT, JONAIDSBAISNEDNS H—/\FP RURZEIRELTLEE 0,

[FR] 1P T4 ILYICK> CEMENT LD,
[&] IP T4 ILYDEREEPDELTLLEE0,

FL—=LYL—THFEICOBHSEL

[RR] FEEDREICGRODDD.

L] BREHRBRCUTOEBICERDDEVDHEEE L TLESL.
o [OHRDIER|EEE

P77 LR

RSB

DNS &—/\

DLCI

@ 55z BR500S Web I—H—XFJ1 K [2.3.10 BERBHRZEET S BT 2] (P113).
BR500S ONX Y ROA—H'—XHA K [2.2.9 B ERIGHRZER IS (P118)

[RA] JVOVOHREICEODDDS.
(4] [ISDN ARERCHEFEIC DD SEL (B1/B2 5V T FRTLTVDH. BEDTERLY) | HE%
SEICLC EULKRELVBELTLEE L,

[RR] TU—LUL—B®ICEEHDD.
L] BEEEREICHEZERBEL TS,
FRABTHEFEICOBH SN

[RR] OV IVDREICERO DD D.

(4] TISDN ARERCHEFEICDOED SEL (B1/B2S5 VT FRTLTVDH. BEDTERLY) | HE%Z
SE(ICULTC EULKERELVELTLIEE L,
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[RA] FAROCHREEICEENDD.
L] BEEEEICHEEZERBEL TS,

ISDN XREHRDDBH O FcFFTICEOTND
[RRA] EHEDSERNICT —YZREL TV,
(0] #ESED S RIP. ICMP. Keep Alive & ED) Ty MHWXEESNCTLEWDESE L T IEZE W,

[RA] FEREDHREICRDHD D,

(L] BRERIBFRCTUTDERB(ISRDAEVNHESE L TLIEE L,
e IP7RLUX
o RSB
* RIPEEFUEL.RIPRELEN

& 5@ BRS00S Web I—TF—XFA K~ [2.3.10 BRERBHRZEET S ErI 2] (P113).
BR500S I¥ > RI—H =X K [2.2.9 BHERIFHR =TT H] (P118)

[FEH] %wv hD—2tOOVE1—IDBELTULD,

(] OVE21—IPBELTOELDE DD, TP TUT—Y 3 VD FEINIGBIET DRTEICE D TLIE
WD ESIHEREELTL RS,

[FR] EfEFERIC/CYOAVPIT—IRT—Y 3 VD BEEELT.

()] AEBOEFRZY>C. ERETRTLTLIEE0,

Windows NT®4.0 T% v bD—2IC05 1 VT BV ICERDBFICOEH>TLES
[[RR] Remote Access Service (RAS) #EEDRENRRE T,
(] UTOFIETHREZEELTLEEL,
1. [RF—1K] — [ rO-=)LIRIV] ZO2Uv I ULET,
2. [—EXR] 7420 &EITINOUv I UTREEERT,
3. —EN'5 [Remote Access Autodial Manager] ZEIRU. [Flk] mEy>ZI v oI LFET,
4. [RY—bPvT] ZoUwo U, [FE] b [E] ZERUFT,

Windows® 95 /98 T 15 FIC 1B FDOERHBEFICORBEHO>TLES
[EH] Windows® 95 7 98 b L TL\B@E 0 )L [NetBIOS over TCP/IP] HEREDIZAHHDET .
L] 1P DA ILE U OfkEEE > T IR— MES 137 ~ 139 CDOF— Y BEEEK T 2N UTDOFIET
Windows® 95 98 DEREEZEE LT 2E W,
1. [RF—K] — [O¥ rO—LIRIV] ZOU YT ULED,
Ry ND—=2] PAOvESTIVIU v UTREEED,
CTCPAPDTZONT ABEET N4V R] 907Uy LET,
. [Microsoftzrw hDO—2 .| ZOJwI LT, FTvIzEZALETD,
oKl REVEIUYI LT, D4 ROEBHUET.
. BEOERICES T, NV IVEBRELED.

D o~ WN
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2.4

Windows® 95 h'5 Windows®98IC0S 27 v JJL— RUTI:5. Internet Explorer C WWW N—
JHRHETELBLE O
Internet Explorer DFXED [ETFLZERULTA Y —R Y MIER] ([CIE>TWLSAEEED G D E T,
ITFOFIECHREZZEELTLEE 0,

1. Internet Explorer Zi2&8) LE T,

2. XZa2—)\—0 [W—IU] ZHUwIULET,

3. [Avy—wbATvav] #ZOUvILET,

4. [ 5070w I LFET,

5. BEDEREZ [LANZFERBUTHA vy —=w MIER] (ICEFEL. [0k My EIUvI LT,
D4V ROZEBUET,

Windows® D7 IF7 4 TFRAI My JRERTDE. EEEIEBRHBABNICOBEHO>TLES
FOT 4 TFRU ;v TD Internet Explorer F v R )UI\—DRDT A ~a [BE5E] TDREICHEDT
WD EDRANEZ B5NFE T, CDBAIF. UTDOFIECTHREZZELTLIEEL,
1. Internet Explorer Zi2&8 UE 9,
2. AZa—)\—D [BRICAD] #HUYIULET,
3. [BFOEE] #UuUvILFETD,
4, BIREINTWVDF v RILZEBRUE T,

— » — — a
F—FBEICATDA STV
KEBTT—YBEETOBRDO NS IIVICIE. MTFTOLDIEBHDMRHDET,
BRI DEDHBDH. F—FBEDHTELEN
[RR] IP74ILZUVT. NAT FEFREEER (REEHF) OREHEED>TLD.
[&0] IPTA4)LH U TDEREPNAT DREZ. CHEDXR Y NT—JBRBPENICEDETCEULEREVE
LTLrEELY,
[FERA] LAND#mxlL— ~OBEERERICEKB LT,
[&n] AEBD 10 100BASE-TX R— K (LANS Y, 100M SV, FULLS V) ORESERLTLD
HUBZED LINKIREEZIEEEUF T, MEBDERRDEF > TV HEITEEERICEKR U TVNET, K

KBEDENX L — bz HUB KEBDMHRICED B fcEmX L — b~ (100Mbps-£"&, 10Mbps- £,
100Mbps-#_"2. 10Mbps-¥_"5F) [CEFL. BEKEL T,

ERIHIERENT Ping DIRZFIXIERETED. WWW TSOHFDPEFA—|VITBETEIEL

[[REH] DNS DFREHEED TS,

(L]  AFEED DHCPH—/ B KU ProxyDNS ZEHT 2 h. /LY IVAITDNS H—/\D7 RUAZIEULL
BEUBLTLEEL,

I59YEUBLIFS EBFICOARMERESNTLES
(RE] ISOTRERICA VY —Ry b EDR—IZRRI DL IEEL TS,
(] IS OTEERICRRSINSX—JCABEELEVD, O—AIT« XT LDT 7 LEIEELTL

faray AN
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ERHERENDD [COU—/NICX TS DNSIEELSGDFBA] BEXYE—IDHRTENTI

SUYDRTRDLULEFO>TLES

[RR] DHCPU—/BEEZFIAL TL\DIBE. ARBDREKL TERF/ VY IVAIICDNS 7 RUXIEHRHNE
FNTLEFEWESD, WWW IS5 T URL [http://www.ntt.co.jp] ZASIUTcEEIC
[www.ntt.co.jpl DIP7 RURAZEDHEF. COXIFEX v E—INKRINET,

[wan] /YO %BieE LT, DHCP (DNSH—/\DIP 7 RUR) OFFERE/ (Y IV AIICHEICRMS B
TLREEL,

[[RR] DHCP U —)\#aEZFIA L CLEWEE. DNST—/XDIP7 RURZFANIT DMENDD XTI,

] <ZaPIVICEHINTWVDIER (PP RLUR. Ry MRRI, — b 1A) [THIA. DNSH—/Q
DIP7 RURAZEEZRELTLEE LY,

AREDIP7 FRLAZEEL,. BEBILES, Fole<DBHSKLKEOI

[REE] DHCPDEEHHL.

[(a] P77 RURZEZEITDE. DHCPDEIDHTHHE IPY RURADEERO SIELcs. ERIICHREZESE
T OMENDDFT,

W—F8BETIP7 RLAZEEL, BEBILES., FoKDEHSHELEO

[[RE] DHCP®DHREHEHL.

] DATRAREDZE. IP7 RURZZEEITDE. EB)LTDHCP DEIDHTHBIP 7 RUANEEHR
DOFITH IL—FHREDHE. EEURLc, BRIICEREZEET DUENDDFT, LUITICHZE
mUET,

) AEBD IP7 FURA%Z [192.168.1.1] H'S [172.32.100.1] [CEE LB
(Z5ERT] [(ZE#]
IP7RLUX  DHCP#4EEIPZ RLUX IPZRUX  DHCP4EEEIPZ RLX
DATCARE  192.168.1.1 192.168.1.2 172.32.100.1 172.32.100.2
JL—5FRE  192.168.1.1 192.168.1.2 172.32.100.1 192.168.1.2

PPPoE Tt CTEEL)

[FR] FIEIOERERICIL—YDERZTMLIED. ADSLETFAEEDN > TLS T —JIEik<FEELT. IE
BISURIEZ 1T F(C PPPoE w2 3 HhWWIiaNc,

[xn] BIEEFEERD PPPoE U—/\H FIEHILIDEFHEHUIMT Ulc C 7R UL COBWEEN DD EFT,
LIES<FoTh 5. BE. BRLTIEE0,

[FR] 7otXavtry h—F28P0—EXZZEATITLTND,

[in] BESBEEDOSDIBRDEVED., 7oAty MU—9Z3PT—EAZZ AN ULIENTLIEE W,

[RHA] TULwY - ADSLOBE. 1—Y5REE IDIC@UTZEANLBENTLS.,

] ZLwwY - ADSLOI—HEREFIDIE Txxx@xxx.ne.jpl ¥ [xxx@xxx.com] DKIDEERAEERLTL)
FJ, LWL TV TO/INAFDIERICHHOET@U T AZLTLIZEL,

[RR] ADSLEFLEAREBEDEHZEOUHTEDED LW IDHEIL L TLIEL,

(5] ADSLEFLAEAREBEDOBETUYIMEIILTWVWS CEZRERLTLEEW. ADSLETFAICY/(—
AAAYFHDOVTWVBDEE., XA vTFDFRENEE > CVDAREHN DD F T, ADSLET LADEH
SR> TRAYTFERELTLILEEL,

ISDNEHRD [DAT-AEERE] DHE. BRBEREEEDT-HIC ping ZR{TUDEFED S DIGEDITEL

(REBETNEWV)

[RR] [HATCARE] TEREUCEE. ThATch T 1 ILT] B FonfzlzshTY, [hATch T 1 IL5] T
(F. TERRHOVIKIENTOD EEFICMP (ping) ZEIEW] BREICIEODTNE T,

L] pingZFATDHBEF. IPTAILF UV ITDERET. ICMPZET A )TV THROHH LT T,
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2.5

L v « ISDNZERAUTVWAIRIET. ORIEDEDHDDH,. —8DHR—LN—IDRRTERZN

[FH] TULwY - ISDNZFERLTVSEE. ERtiE»7O/(FICL>TIEFTLvY - ADSL EF Uiz
FALULTWSHREMNSDDFRT, TDIHEE. 757X MeEEIE LT ICMP Z3ERT LTS —EBMD Web
YA NERRCERFWT ENDDET,

(] AEEDMSSESRAEEEZFEAL. Web U—/{EDET/ T v hREINEESHEVNKDICTDEIC
KO C. BRIDBENDDET, ETHAYA XZ 1414 )84 MIREL TLEE L,

BAICETS ST

Ry NI —=ICREBZEATDED S TIVICIE. UITFDRIFEDDHDET,

TS54N— BN LAN ZIBETEREWN

[FR] TS5A— bk LANBICEGESNZ/ O OVICEREIP 7 RUADSERESN TV,

[aL]  AFEED DHCP U —) WEEEZFIF I 2 LANBID/ (Y OV, IP7 RURZBEMICEE I DREICL
TLREEV, BEDIP7 RURZBREL TS E., AEREBENEMI D IPF RUREEHLED., FEHE
U2BEDHdhET,

FEBODIP7 RURZEBUIES. LD 2 DDBRMEET o> TLIIREL,

o AEBCEFHELTVD/INVIOVDIPT RUABAEBD IPT RUAICEDEBTCEET DHNENGBD
FJ., DHCPU—/iAEZFA LT, BEIP7 RUAZEZ DY TTLIEEL,
o EREBICAEBICTITRTREDIC. telnetTIEET D IP7 RURICEBTED IPF7 R %S
ELTL RS,
A —2Y M PPPoE GIEETERE
[RR] #EBLANA V5 T 1T —ADEEL— MESE LAN [BERHDMEESNTLRL,
[540) PPPoE%F|ET 2YIEA 5 7T —AD LANBREET. Xl — MNEATREL TR0,
XL — MDRESNTIC. ZOMD LANBRCRET DEDITNTHHHEDSRE. F0 LAN[FRIE
RESNEVESD., BETEFTA.
IPv6 DEXEFLAN ZISDN TR T S ESICEDODNREDREETS
[RX] RIP (IPv6) ZZEELTULD,

[40] ISDNZEelE T U—LU L—DKRE. RIP (IPv6) EEEUEWNTL T,
RIP (IPv6) ZZX(Ed &, BhohiEE (THIREFCEREEER) IFEELFT,

IPv6 MEEFALAN %Z IPv6 over IPva PRIV TIER CEIEL
[BEE] #BFIBEHRDMTU DRET THTBIESNIZIPVAI Ty RD TSI A MOFEELTWND,
[n]  FUFRT DIEFIEERD MTU #1280 [CRELTL AT,

EHDEEFRLAN ZIP-VPN RZFIAU TIERTEREWL
[REE] BGPHAES NATHEREZ (HA I DERTEICIE> T D,

[50] BGPHEEES NATHEEEF A CEE T A. NATHEEDSREEZE L TL AT,
HHAERTETT. NATEREZ AT DRTICIEO>TVETD,
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2.6

IPsec/IKE [CB§T D NS TIL
IPsec/IKEBIEETOBD M TIUICIF. BIFOXDIBTHDOHRHOET,

IPsec/IKE ERZEMITS LEHE CTETRLLEHHS

[FR] BHROEEFCEFEFERORY FD—TBHR (ERTER) DEHERSINTVESEED IPsec s
BOMR/ Ty PAIMELREEEL > TS,

[xg4n] HBFIEHROR Y bDO—T1EHR (&R CTEAL BFRII Y RRA Y MOSHILRTRD HE0LHE
BLTL RSV e, BFEROXR Y ND—UER (EFHLER) DEREEINTVDEBD
IPsecBERDNR/ T v MO EESHFVNRDICUTLIEELY,

[RH] AZIP7 RURADVPNE#EC. Responder (HBFREBNAZEIP Y RUR) DEERZULTVOEBDE
WROEFIEROR Y ND—U1EHR (EHLER ORFESHRERNIEELTLD,

(] BFBEROR Y ND—01EHR (EHREER OBEFEEIIBRIRLEDLIICHRELTLIZETL,

IKE2RJYI—2 320 LifeTime BEWICRIESD

[FR] EFBHRORY ND—T158H (FEFTER) O IKEBERECIE IPsec|BHD SABMHENEEE CE
FoTWB,

(] BOOEEDERZRES U CHEFIBEROR Y hD—J1E8R (EHLER) O IKEBRECIE IPsec &R
D SABEMIFREZGHOETLIEE0,

Aggressive Mode S8 Z{T>CHIKERIY I —Y 3 VHRKEENEL

[RHE] AZEIP7 RLURAD VPN E#E T Responder GEFEBHAIZ IP7 RURA) DEZEZLUTVDEEBNS
IKERIYVI—y 3 ZzRBLELSELTWVD,

[40]  Initiator (BEEBHAIZIPZ RUR) DEERZ U TVDEENS IPsec WREFDEB(ITH U ping 15E
DFRBESRICKD. IKERDVI—YavVERHBRITDLDICERELTLEEL,

IPsec SAD\FEET ADICIKEEY Y3 VERINT v FHIESI{EENEWV
[EE] HBFEBEHRORY FD—2IE58 (EEEIEHR) O IPseciBHROWSR/ v MTLANISH (IPEE) DIP
7 RUZBEZENTULEL,

(L] HEFBEROR Y hO—T1FR (FEHREER) O IPsec!BRONR/ T v MMILANIER (IPEEE) DIP
7 RUADZENDKRDICHRELTLEE L,

IPsec SADFET DDICIKEERY Y a VERDID I U

[RA] BELEBLRY ND—J(TEHINTLEL,

] EEsEBRER Y ND—JCERT DN, I TICERINTLDEBREIEE LT R,

[FR] IKE v 3 Ve NOBESRENEREEBICEL,

(i) REEREL T RS,

[RHE] BEaEHBEL. FFEERENE.

[x40] IKEtw 3 VEER/I WUy MORBAESND KD, BFIEHROR Y ND—U1EHR (ERLER) OF
HAEIEIER (IPESE) ZREL TR,

IPsec SADFET BDICERTSE LY Y a VERNI OV UK

[RR] EBHREREDRY bD—I(CERENTULEL,

(L] EERAERBEZR Y ND—JICER I DD I CICERSNTVSEREZIRE L TLEEL,

[RR] ety a VR Ty POREREDEREEREICEL,

] EEZERELTLIEE L,

[RR] BEaEssL. FEEREEHERN.

L] gty 2 a VER)I Ty RORBRESND K DI, HFEROR Y MDU—J1ER (EREBR) O
HEHIEIER (IPBHE) ZRELTIEE L,
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IPsec SA[ITFTET DD, IKE SADTEFEELIEL

[EH] #FIKEtvY 3 VHhSHIBRNA O— REZE UL,

(] SHRDKEIFH D FEA. REID IPsec SADEST (Rekey) BT IKE SABMERSNET
[FE] IPsec SAWEET B EEICIKE SADSABIERIE S T L TSN,

[&]  SHONDOAEEH O FE . REID IPsec SADEF (Rekey) BT IKE SADMERESNE T,

IKE2JY I—Y 3 VEICA—EFICHEIDD S FEHD IPsec SAB LU IKE SA HBEREEND

[FA] #FIKEt w3 & IPsec SADEH (Rekey BItR) BRENE U,

[40] HBFERORY FD—U155H (EFELIER) D IPsecBHRDSAEFH (InitiatorBF~ Responder ) 7%
KBEECELDLDICRELTLEEL,

IPsec {EE MBS gD FEFFIHDITHONIEL

[[RE] IPsec/IKE #FfiiEEHZ UCWVDEFBHRODOR Y hD—JI1EHR (H@EIBHR) TYVI—EVINERESINT

LVELY,
[XHL]  IPsec/IKE #EfiiERERZ U CVDHEFBROR Y hDO—T1FR FHEER) TYr—EVIZRELTL
Jfaray AN

EAT BEHRN LAN DIBGIEY T —E 2 J7Z2 AT & EHEmliEN BN CEMELE T,

[RR] BFERORY bD—TER (EREER OFHGEEBER (PEE ONSREBEHEFIFTRO=R Y b
D—UI1B8H (FEHTIBH) D IPsec BEROTR/ T v MIEZENTLEL,

L] BFEROR Y bDO—TER (EREER OFHGEEBER (PEE ONSREEHEFIERO=R Y b
D—01E®R (ERkFm) D IPsec BHRDIR/ T v MIZFEND KL DICERELTLIEEL,

FEREIE T IPsec BEHTEIL

[RR] BERBOFEIXEA IPsec BRDTF1UT A/ (SXTA VT v IADSPI EBFEBDFHRZE
F IPsec IBERD SPI. FcIFBEEEDFENIRZIEM IPsec!FERD SPI EHHFEBEDFENFXEA IPsec!d
D SPIA—E L TLIELY,

(W] BREDFEFREER IPsec BIRD SPI CARFREDFENRZER IPsec BHRD SPI. FICFEREDF
B#ZSH IPsec 15D SPI CAFEEDFEIFHXER IPsec [BIRD SPI ZGHE T ET L,

[RR] BERBEOFEIRXEA IPsecBERDEF1UT « 70O L EEFEBOFERZIEMA IPsec ERDO T
FaUT« ORI, FEFEXKEDFERZER IPsecBHRODEF1U T« JO M IVEEFRE
DOFEFXER IPsec EROEF 21U T« TO S IJUH—ELTLIEL,

(L] BEREOFEIXIER IPsecBEROEF1UT « 70O DV EHFEBOFENRZIEMA IPsec [ERD T
Fa2UT«TOMI. FEEREDOFERZER IPsecBHROEF1UT « JOMIVEHEFEE
DOFFHRXEA IPsec BEROEF 21U T« TJOMILZEDETIIEEL,

[FR] BEEDOFEHFXER IPsec BRDMREHE BFREOFHRZE Psec FEROIREHA., Kfcld
BEEDFHHRZEM IPsec [BRROMUREAF L ABFEEDFHREEA IPsec [BRONREAFEH—EL
TULEL

[(X] BREDFEHEXER IPsec IBMDNREH S BFRBOFENRZE IPsec [EFROIREH., Ficld
BEEDFHRZIEM IPsec BRDONSREH HFEEDFENITRXEA IPsec BHROMNREBEZEDOTE
TLfEELY,

[FR] BREDOFEFHFXER IPsec |BMDIBS BT, FRELIBHR CAEFEBDFENRZEA IPsec BHRDIESIE
H]ERELER. FEFBEEDOFHRZER IPsec [BHRDIES 5, SRR EAFREDFENRIEE
F IPsec [BRDESIERFRAHERN—E L TLIEL,

[(xHL] BREDFEFEXER IPsec IBIMDIESETR. SR IEHR CIHFEBEDFENIRZEMA IPsec [BHRDIESIE
]ENELIER. FICFERBEDOFHRZEM IPsec [BHRDIBS 15K LSRR EAFEEDOFENIRIEE
FA IPsec [BRDIESIERFRLIEHRZEHETLREV,. BICIF. XFIRE16EHENDODTER
LTLrEEL,
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[RA] brIVAAROBRAL BFRIO S RIVIY RiRAY b7 RUX (IPsec b2XIL) )Ty RDFE)
BOXZIEH IPsec IBHRONREH/ T v hEFUA VI T I —ANSERIEIT DKL DITIED TS,

[34n]  IPsec b=x)U)IWTw N EFENFEESER IPsec [EERODNSREHE /) v MOBIDA 5 T T —IAHH1%E
RIEITDLDICERELTLIEE LY,

IKERIVI—Y3avEICRA—BFICODDSFERDIPsec SAB LU IKE SA BMEREND

[FR] BULOEBHSEBEICIKERIYVI—Y 3 VHMTHhNlc.

[40] WO NEFH D EFF A REID IPsec SADEHT (Rekey) BKRU IPsec BIEICEE(FHD FH A

FEESREOES7ZIVIVU A LDELDIEET des-cbe & 3des-chc DIFSICHHHD S5 FIPsec @

(T

[RR] 3des-chc DIESHE 16 HTCEIC3I DICHEIUERD. des-chc DESHEERBUHICE>TULD,

] ZIVTUXAE bYRIVOFEBRFIFERTECBDZRELTLIEEW, Feo BS7ZILIUX A
(C 3des ZFEIRT D5E(F. LUTDORIITHERZ16H1CEIC3IDICHEIL. #1+#2 #R3 EEDKD

[CRZERTEULTLEE L,
$%#:1122334455667788 9900aabbccddeeff 1122334455667788
1 (16471) #2 (16#71) 3 (16471)

B1=R3DKLIICRZREITDE. 16/ PORTHESILIT DDEAUMBRICEDETT, T, #1
=2, B2 =@3DLDCR=ZREITDE. TNTNESI. §#1Ddescbec S EEURERICEDET
(1 =82=83DHETBEKRTI),
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IPsecSRE=ZR bS5V a—bMAEE

IPsec DEREIADRA L Z, U TFDOT7O—F +— b CTHELTIZEL,

JO0-Fv—bROD (1) ~ @) & [OTFRROESS] (P23) @ (1) ~ @) [SHIGLTVE T, FIEEDOK
KTBIB KU NG KR BIZHESE L. a~dDHCIEIEDIEENEHFT T,

Ffeo MLA~HIF T5E] (P28) O A~H [CHIGLTVET,

CHIIREICREDIIT
CTTHRHLTWVWS STy a— RAEIE. IPsec EHICBRE UTEGIRTH D .. PPPOE EHFFEDTHRIL 1 iEHIE

TTICHIIL TV I LZFHRE LTVE T, Fie. EREFPEHBICLDERTELVERI SR TH . RE
SADEELH LT TIRADTHMZETRTEDTHD . UhFULBHIBENEEDTIIHGD I A,

| IPsedd00000000000000O00O0OOO0OOOOIPOOOODOOO |

gooooroooooooo
[DDDDIPDDDDDDJ [DDDDDDDDD J [DDDDIPDDDDDJ

OOONATOOOOOOOOO ooooOo
OO0000ONATOO OOOO0OoO oooood
-0O0A 1
[ 10psecstatD 00 OO MTUIMRUO OOOOOO
DbaoooooookoOoo -00B
00hoo0oomooooooooNeGO oo

L@_,Dscusploguumuu
0o4&000okooo

O0OKOOONG 1.Phase 10000100
1 2[routestat ip route0 00 0 O 00d00O0NG] 2.phase 2000000
Joooooomooooo 0O0dOO0OONG 3.HASH/pskDO OO0 M OO

0 OOONG
i Pre-Shared KeyO O O
-00D

IPsec0 00000

oooooooo

IPsec0 0000000 aggressive mode 00 range OO0 0O

gooooooo responderd 0 0 O NATO Ooo00ooooo

-0O0E oooooo PFSOOOO0O0OOOOO
0 dlYesO BINo -00FO

5

OOONATOOOOOOOOO _@] 4[Toutestat ip route0 00 OO

OJO000ONATOO OOOOOD godaooookooo
OdlYes-OOA oomoooNGO OO
remote ap tunnel remote [address] remote ip address local
gooooo good
~0oG -uoH
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0O J R DIEED
OJ®M OKERRBIENGERRBIZ, JO0—F+v—ARD (1) ~ (4) DIEICEHBELET .
IPsec Z#&im U CW\DZENZTND/L—F TR U T LTEEL,
(1)ipsecstat R ZT&sR

OK DEBEDRTH
IPsec SABYIN, OUTZNZ11 DLLE, IKE SAD DLLERRES NS,

# ipsecstat

[IPsec SA Information]

[1] Destination(192.168.2.1/24), Source(192.168.1.1/24), rmt1, ap0
Side(Initiator), Gateway(10.1.1.1,10.1.2.1), OUT
Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=6446374488(0x03d7a380)
Created(Jan 1 08:47:17 GMT), NewSA(28710secs, 0Kbyte)
Lifetime(28800secs), Current(242secs), Remain(28558secs)
Lifebyte(0Kbyte), Current(1Kbyte), Remain(0Kbyte)

[2] Destination(192.168.1.1/24), Source(192.168.2.1/24), rmt1, ap0
Side(Initiator), Gateway(10.1.2.1, 10.1.1.1), IN
Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=176237763(0x0a812cc3)
Created(Jan 1 08:47:17 GMT), NewSA(28710secs, OKbyte)
Lifetime(28800secs), Current(242secs), Remain(28558secs)
Lifebyte(0Kbyte), Current(1Kbyte), Remain(0Kbyte)

[IKE SA Information]

[1] Destination(10.1.1.1.500), Source(10.1.2.1.500), rmt1
Cookies(b9d8faf6fd0f3432:0f04db45d410b1b3)
Side(Initiator), Status(ESTABLISHED), Exchangetype(MAIN)
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)
Created(Jan 1 08:47:15 GMT)

Lifetime(86400secs), Current(244secs), Remain(86156secs)

#

NG DESDRTHI

e IPsec SADRRENIEL.. BKUIKE SAH 1 DIEIFRIREMN. Cookies DEF NI NTOEEDTUD,

# ipsecstat

[IKE SA Information]

[1] Destination(10.1.2.1.500), Source(10.1.1.1.500), rmt1
Cookies(bd86fa3dfcb1a389:0000000000000000)
Side(Initiator), Status(MSG1SENT), Exchangetype(MAIN)
Enctype( ), Hashtype( ), PFS()

Created( )
Lifetime(Osecs), Current(Osecs), Remain(0secs)

#
#ipsecstat
#

e |PsecSA. IKE SA &EBICA[BHRTRIINLEL,

23

BEANTELVEAICIE




BR500S hZ )L a—F 4T (V21)

(2)routestat ip route RDIESR

OK DIBE DR

IPseCIBERRDD TR Y NIT—0F RUZAD. IPsecHA V5T T—RICEAWVNTWD,

BIFDEITIE. IPsecA % T T—Rld remote 1 THD. IPsec WRTHDWMEIL—F LANIR Y hD—0 7 K
LX192.168.2.024 DAY T « v I THEMITIE DTV,

# routestat ip route
Codes: C - connected, S - static, R - RIP, B - BGP, O - OSPF,
> - selected route, * - FIB route

S> * default [0/1] is directly connected, rmt0
C> * unnumbered is directly connected, rmt0
* is directly connected, rmt1

C> *10.1.1.1/32 is directly connected, rmt0
C> * 192.168.1.0/24 is directly connected, lan1
S> * 192.168.2.0/24 [0/1] via rmt1

Total Routing Tables 2

#

NG DIFE DRI

IPsecBERRDH TR Y FT—07 RUAD. IPsecA 24T T—AIC@WTLIEL,

UTDOHITIE. IPsecA 25 T T —AlFremote 1 THH. IPsec WRDG CHIFHMEIL—F LAN IR Y KD—2
7 R ZX192.168.2.0/24 THDD. T T #)U ML— MI—E9 Szt remote 0D PPPoE 1 /45 7 1 —AIZ)L—
T4 TEND (IPsecBES{EENIELY) o

# routestat ip route
Codes: C - connected, S - static, R - RIP, B - BGP, O - OSPF,

> - selected route, * - FIB route

S>*default[0/1]is directly connected, rmt0

C>*unnumbered is directly connected, rmt0
* is directly connected, rmt1

C>*10.1.1.1/32 is directly connected, rmt0

C>%*192.168.1.0/24 is directly connected, lan1

Total Routing Tables 2

#

(3)dsplog FT"mDIEER

OK DIBEDRTHI
BUFD K S IC IPsec/IKEBED A v T—IHRREINEL,

# dsplog

Mar 08 06:59:52 init: system startup now.

Mar 08 06:59:52 protocol: [mb/0] lan port link down

Mar 08 06:59:52 protocol: [mb/1] lan port link down

Mar 08 06:59:52 protocol: [mb/0] lan port link up

Mar 08 06:59:52 protocol: [lan0] connected to PPPoE.pppoe() by keep connection
#
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NG DIZE DRI
1.phase 1 TKH
KTAIC “isakmp:give up phase1 negotiation.” HERINTL\D,

fef2 U, Cisakmp:HASH mismatched” Zfzld “isakmp:psk mismatched” HRREINTWVDIEE(E [3.HASH/
psk=ANwWF] (P26) ZBIRULTLIEELY,

# dsplog

Jan 01 09:23:53 init: system startup now.

Jan 01 09:23:53 protocol: [mb/0] lan port link down

Jan 01 09:23:53 protocol: [mb/1] lan port link down

Jan 01 09:23:53 protocol: [mb/0] lan port link up

Jan 01 09:23:53 protocol: [mb/1] lan port link up

Jan 01 09:23:53 protocol: [lan0] connected to PPPoE.pppoe() by keep connection
Jan 01 09:25:04 isakmp: give up phase1 negotiation. 10.1.2.1->10.1.1.1

#

2.phase 2 T5kH
FRAIC “isakmp: give up phase2 negotiation.” N'ERRINTWD,

Initiator

# dsplog

Apr 28 14:31:29 init: system startup now.

Apr 28 14:31:29 protocol: [mb/0] lan port link down

Apr 28 14:31:29 protocol: [mb/1] lan port link down

Apr 28 14:31:29 protocol: [mb/1] lan port link up

Apr 28 14:32:24 isakmp: give up phase2 negotiation. 1.1.1.1 -> 1.1.1.2
#

Responder

¢ range BEWE. syslog DHEFIFIEL

# dsplog

Apr 28 14:31:29 init: system startup now.

Apr 28 14:31:29 protocol: [mb/0] lan port link down
Apr 28 14:31:29 protocol: [mb/1] lan port link down
Apr 28 14:31:29 protocol: [mb/1] lan port link up

#

o JOMIJUEREWIZE. syslog DEAIFIEWN

# dsplog

Apr 28 14:31:29 init: system startup now.

Apr 28 14:31:29 protocol: [mb/0] lan port link down
Apr 28 14:31:29 protocol: [mb/1] lan port link down
Apr 28 14:31:29 protocol: [mb/1] lan port link up

#

e BES7ILIUXLEEN

# dsplog

Apr 28 14:31:29 init: system startup now.

Apr 28 14:31:29 protocol: [mb/0] lan port link down

Apr 28 14:31:29 protocol: [mb/1] lan port link down

Apr 28 14:31:29 protocol: [mb/1] lan port link up

Apr 28 14:34:04 isakmp: IPsec SA encryption algorithm mismatched.
Apr 28 14:34:14 isakmp: IPsec SA encryption algorithm mismatched.
#
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SREE7 LTV XLREEN

# dsplog

Apr 28 14:31:29 init: system startup now.

Apr 28 14:31:29 protocol: [mb/0] lan port link down

Apr 28 14:31:29 protocol: [mb/1] lan port link down

Apr 28 14:31:29 protocol: [mb/1] lan port link up

Apr 28 14:35:32 isakmp: IPsec SA authentication algorithm mismatched.
Apr 28 14:35:42 isakmp: IPsec SA authentication algorithm mismatched.
#

PFSTIL—T@EEWN

# dsplog

Apr 28 14:31:29 init: system startup now.

Apr 28 14:31:29 protocol: [mb/0] lan port link down

Apr 28 14:31:29 protocol: [mb/1] lan port link down

Apr 28 14:31:29 protocol: [mb/1] lan port link up

Apr 28 14:32:00 isakmp: IPsec SA pfs group mismatched.
Apr 28 14:32:10 isakmp: IPsec SA pfs group mismatched.
#

3.HASH/psk= AV v F

HASH mismatch, psk mismatch (&, Aggressive Mode M5 Initiator T. Main Mode (DIEE Responder THE
BT D, EBEHDIBERMICIE Phase 1 TREETFD,

Aggressive Mode Initiator DIFAE. WTDKRFITIC. REUCHASHIBE RS/ Uy OV OAER Uiz HASH
EN—EUEWNCEZRT XYy E—INRREINTWVD,

# dsplog

Jan 01 04:35:36 init: system startup now.

Jan 01 04:35:36 protocol: [mb/0] lan port link down

Jan 01 04:35:36 protocol: [mb/1] lan port link down

Jan 01 04:35:36 protocol: [mb/0] lan port link up

Jan 01 04:35:36 protocol: [mb/1] lan port link up

Jan 01 04:35:36 logon: logon console

Jan 01 04:35:36 protocol: [lan0] connected to PPPoE.pppoe() by keep connection
Jan 01 04:35:37 isakmp: HASH mismatched side=0 exchange type=4 status=3.
Jan 01 04:35:46 isakmp: HASH mismatched side=0 exchange type=4 status=3.
Jan 01 04:36:01 isakmp: HASH mismatched side=0 exchange type=4 status=3.
Jan 01 04:36:21 isakmp: HASH mismatched side=0 exchange type=4 status=3.
Jan 01 04:36:30 isakmp: give up phase1 negotiation.BR500S->10.1.1.2

#

Main Mode Responder DIBE. MU TOAFTICHERLS—EH U TCOBEVABEMENDHD T EZRT Ay B—
PRREINTLND,

# dsplog

Apr 20 17:29:59 init: system startup now.

Apr 20 17:29:59 protocol: [mb/0] lan port link down

Apr 20 17:29:59 protocol: [mb/1] lan port link down

Apr 20 17:29:59 protocol: [mb/0] lan port link up

Apr 20 17:29:59 protocol: [lan0] connected to PPPoE.pppoe() by keep connection
Apr 20 17:50:14 isakmp: psk mismatched.

Apr 20 17:50:24 isakmp: psk mismatched.

Apr 20 17:50:42 isakmp: psk mismatched.

Apr 20 17:51:03 isakmp: psk mismatched.

Apr 20 17:51:09 isakmp: give up phase1 negotiation. 10.1.2.1->10.1.1.1

#
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(4)routestat ip route RiDIESS

OK DIFEDZRTHI
Bl IPsec bRIVIY RRA > bD7 RURA ((RA P RUR) B&EA V5T T—X [C@WNTWLD,
LIFODOBITIE,. 10.1.1.1/32 3 PPPoE « >4 7 T —X remote 0 CHMICIE > TWLD,

# routestat ip route
Codes: C - connected, S - static, R - RIP, B - BGP, O - OSPF,

> - selected route, * - FIB route

S> * default [0/1] is directly connected, rmt0

C> * unnumbered is directly connected, rmt0
* is directly connected, rmt1

C> *10.1.1.1/32 is directly connected, rmt0

C> * 192.168.1.0/24 is directly connected, lan1

S> * 192.168.2.0/24 [0/1] via rmt1

Total Routing Tables 2

#

NG DIEEDRTHI
BflIPsec hYRIVTY RRA YV D7 RURA (RARTZ RLUR) B%EA 25T 1—RICEBNTLEL,

HTOETIE. BRITY RiRA > b7 RUR(F10.1.1.1 THBDH, RIRSNTULEEL,
ez Ue aIZ P77 R A TO Aggressive Mode D Initiatior DIFE(F. LITDRR CHEEEL,

# routestat ip route
Codes: C - connected, S - static, R - RIP, B - BGP, O - OSPF,
> - selected route, * - FIB route

S> * default [0/1] is directly connected, rmt0

C> * unnumbered is directly connected, rmt0
* is directly connected, rmt1

C> * 192.168.1.0/24 is directly connected, lan1

S> *192.168.2.0/24 [0/1] via rmt1

Total Routing Tables 2

#
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POpllyspr
JO0—F v— MDA~ H [CDVT, UFICHBELEFT,

WICEDBCHREELE LTV, BB, OVY RRD (A3 [FFRRENEE Avo
o TILFNATZFARLTWLWDM, AFT 1 v INAT ZEZ L TULEWL— [WiA] (P.28)

e MTU. MRURDHZEMEW— [WB] (P.29)

* |Psec WRFEDREIBERODFEDEN—~ [WLC] (P30)

e Pre-Shared Key ~A—%— [*f41 D] (P.30)

o |Psec WREHE (/U hOXREBEINTLEL— [HLE] (P31)

e range. JOMIL. ZIVTUXLFIFPFS JIL—TDREBEWVN—~ [WLF] (P.31)

e remote ap tunnel remote [address] DEREBEWL— [ G] (P31)
e remote ip address local kR E—~ [ H] (P32)

[x40 A)

AV =Ry EVPNIEET, IPseciBEDIEDCA VF—Rw b EDT—)EELBIET DG, WILF NATH
BEZEAIT OMEN DO E T, YILF NATHREZFERL T, VPN TRERAT D7 RUADINATDY RLURAT—)b
[CEFENDHZBEIF. AT 4 v I NATZIBE L TLIEEW,. TNUF IPsec BIEICAWVSNE T RUADEEEN

TUEODZEHLIEH T,

=B
Aggressive Mode Initiator PPPoE CTEID T HNHAIZ 7 KL ATOD VPN DIFH

#lan 0 mode auto

#lan 1ip address 192.168.2.1/24 3

# remote 0 name ISP

# remote 0 mtu 1454

# remote 0 ap 0 name isp

# remote 0 ap 0 datalink bind lan 0

# remote 0 ap 0 ppp auth send BR2 BR2

# remote 0 ip route 0 default 10

# remote 0 ip nat mode multi any 1 5m
(NATZERTRBERUTOR YT 1 v I NAT BERESNTVDHIERT B)
# remote 0 ip nat static 0 192.168.2.1 500 any 500 17 ESP(IP:50)

# remote 0 ip nat static 1 192.168.2.1 any any any 50 IKE(UDP:500)
# remote 0 ip msschange 1414

# remote 1 name BR

# remote 1 ap 0 name BR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike name local BR500S

# remote 1 ap 0 ike shared key text BR500S

# remote 1 ap 0 ike proposal 0 encrypt 3des-cbc

# remote 1 ap 0 ike initial connect

# remote 1 ap 0 tunnel remote 10.1.1.1

# remote 1 ap 0 sessionwatch 192.168.2.1 192.168.1.1 10s 1m bs 1s 255
# remote 1 ip route 0 192.168.1.0/24 1 1

Aggressive Mode T Initiator IZIF DY )LF NATHEBEZ 1T Z R U TWVWSDTHNUZE. IPsec SA BHKIGHEILT
TFRIH. ZFD#E Responder 1S IPsec/ oy X E LIRIFNUENAT =D IUDMERIS NS, @ETEFE

fus Responder TN ILF NAT BEREZ 1T 7Z2EA U TS & IPsec SABHIEIISINE B Ao
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Main Mode CIF IKEDR IOV I = 3 VERNADSERT DD T. YILF NATHEEEE(FZ2ER L TWLTH IPsec
SAIFHEIISNET, 12/EU. IPsec BEIENAT T— JILHONSITER SN D E TARAIREE KD E T,

(X340 B]

TJLwY ADSLZE7 I TABRE LTA V5 —%w MIER I DIBA. PPPoEN Y S & PPP AW S HIIINENSD
e, FNZERE D ST MTUMSS ZRE L TLEE L, PPPOE ZEREL TV A F T T—XAT.
MTU=1454, MSS=1414 [CERELTWLEWVE, BEMNDITIWLDEN oD, /WUy bRBILTCEET Hfcsd
BERD =Ty MR EWEEDBDET,

eI

# lan 0 mode auto

#lan 1ip address 192.168.2.1/24 3

# remote 0 name ISP
UTDOFEDENTVSHERT D)

# remote 0 mtu 1454

# remote 0 ap 0 name isp

# remote 0 ap 0 datalink bind lan 0

# remote 0 ap 0 ppp auth send BR2 BR2

# remote 0 ip route 0 default 10

# remote 0 ip nat mode multi any 1 5m

# remote 0 ip nat static 0 192.168.2.1 500 any 500 17
# remote 0 ip nat static 1 192.168.2.1 any any any 50
(UTDEEHETNTLDHIESRT D)

# remote 0 ip msschange 1414

# remote 1 name BR

# remote 1 ap 0 name BR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike name local BR500S

# remote 1 ap 0 ike shared key text BR500S

# remote 1 ap 0 ike proposal 0 encrypt 3des-cbc

# remote 1 ap 0 ike initial connect

# remote 1 ap 0 tunnel remote 10.1.1.1

# remote 1 ap 0 sessionwatch 192.168.2.1 192.168.1.1 10s 1m 5s 1s 255
# remote 1 ip route 0 192.168.1.0/24 1 1
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[>440 C)
IPsecRILDFR Y NTD—TF7 RURAM, IPsecA % T T—XICEWVNTWVELED. IPsec WRIEDRERIER%E
BELTL S,

e

# routestat ip route
Codes: C - connected, S - static, R - RIP, B - BGP, O - OSPF,
> - selected route, * - FIB route

S> * default [0/1] is directly connected, rmt0
C> * unnumbered is directly connected, rmt0
* is directly connected, rmt1

C> *10.1.1.1/32 is directly connected, rmt0
C> * 192.168.1.0/24 is directly connected, lan1
S> * 192.168.2.0/24 [0/1] via rmt1

Total Routing Tables 2

#

(x50 D]

Pre-Shared Key 58aE(d IKE DEREES T, IKEDBF LR UMERZER L. ZNZTICHASHETBE UICEZR
WIBDECELD, FREZEITVET, THd Phase 1 TITHNBDDT. AEBEICERE LT Pre-Shared Key &K
NUE Phase 1DIKER IV I~ 3V TREUE T . ATFZFNZEND IPseciim/L—4 THE UHEZERELTLE
AN

e

# lan 0 mode auto

#lan 1ip address 192.168.2.1/24 3

# remote 0 name ISP

# remote 0 mtu 1454

# remote 0 ap 0 name isp

# remote 0 ap 0 datalink bind lan 0

# remote 0 ap 0 ppp auth send BR2 BR2

# remote 0 ip route 0 default 10

# remote 0 ip nat mode multi any 1 5m

# remote 0 ip nat static 0 192.168.2.1 500 any 500 17
# remote 0 ip nat static 1 192.168.2.1 any any any 50
# remote 0 ip msschange 1414

# remote 1 name BR

# remote 1 ap 0 name BR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike name local BR500S
UTOERENMEIIL—F EE>TLDHIHEESRT )

# remote 1 ap 0 ike shared key text BR500S

# remote 1 ap 0 ike proposal 0 encrypt 3des-cbc

# remote 1 ap 0 ike initial connect

# remote 1 ap 0 tunnel remote 10.1.1.1

# remote 1 ap 0 sessionwatch 192.168.2.1 192.168.1.1 10s 1m 5s 1s 255
# remote 1 ip route 0 192.168.1.0/24 1 1
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[>340 E]

IPsec/IKE BEED X w T—IRRRSINEVIEE, IKERXRDYVI—Y 3 vOESEMTONTOEEA. IPsec

FEHE(C) T v POXESNTVDDHER L TLTEE LY,

REH
EETTT R AN 192.168.1.0/24 DRy hDO—IJRNTHBDHEH

| # remote 0 ap 0 ipsec ike range 192.168.1.0/24 any4

(35 F]

IKE* ¥ T—2 3> Cldphase 2 CELD IPsec BSERR=R Y hDJ—0 7 KLU A (range) DIRZEITNE

9. TNZND IPsec i&iim/L—5 TRETT. HTHRZBICERELTIEEL,
PURDERE T IPsec SADTEIL CEE Ao

IL—5 A
# remote 1 ap 0 ipsec ike range 192.168.1.0/24 any4
IL—% B
# remote 1 ap 0 ipsec ike range 192.168.2.0/24 any4

BIFOEEDXIDICEELTLEEL,

IL—5 A
# remote 1 ap 0 ipsec ike range 192.168.1.0/24 192.168.2.0/24
IL—%B
# remote 1 ap 0 ipsec ike range 192.168.2.0/24 192.168.1.0/24

IW—5 A
# remote 1 ap 0 ipsec ike range 192.168.1.0/24 any4
IL—%B
# remote 1 ap 0 ipsec ike range any4 192.168.1.0/24

IW—5 A
# remote 1 ap 0 ipsec ike range any4 any4
IL—%B

# remote 1 ap 0 ipsec ike range any4 any4

eI

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec ike protocol esp

(AT DOEBS DERED IPsec MRFEEFEL TLELHEERT D)
# remote 1 ap 0 ipsec ike range 192.168.2.0/24 any4

# remote 1 ap 0 ipsec ike encrypt des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ipsec type ike

(x40 G]

IPsecZ&imd DNEIL—FDIP7 RV (FYRIVIV RIRAVB) ZRELTLIEEW,. UTOKDIC,

E—RICK > TRELRENELTDBENDDET,
e Aggressive Mode DIBH
Initiator remote ap tunnel remote MEXIE

Responder remote ap tunnel local DERE
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e  Main Mode DIEE

5 [C remote ap tunnel local. remote ap tunnel remote MEXTE

eI

# remote 1 name BR

# remote 1 ap 0 name BR

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt 3des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5

# remote 1 ap 0 ipsec ike pfs modp768

# remote 1 ap 0 ike name local BR500S

# remote 1 ap 0 ike shared key text BR500S

# remote 1 ap 0 ike proposal 0 encrypt 3des-cbc
# remote 1 ap 0 ike initial connect
(UTDREHNEBAEENTVSHIERT D)

# remote 1 ap 0 tunnel remote 10.1.1.1

# remote 1 ap 0 sessionwatch 192.168.2.1 192.168.1.1 10s 1m bs 1s 255
# remote 1 ip route 0 192.168.1.0/24 1 1

(x50 H]

Main Mode D75 & Aggressive Mode D Responder C. #4F PPPoE A /% 7 T —XIXED. IPsec THRES{ES
Ny bOBSEHSNDKDIC, A VI TI—RZEFRELTLREEV. TNKIFEAEDBE (IPsec bR

JLDEF(C NATE GRS L ENERE T 236 7Z0R<) . BRAIM Y XIVIY R4 > bERUT RUADEERESN

FJ,

REH

# lan 0 mode auto

#lan 1 mode auto

#lan 1ip address 192.168.1.1/24 3

# remote 0 name ISP-1

# remote 0 mtu 1454

# remote 0 ap 0 name ISP-1

# remote 0 ap 0 datalink bind lan 0

# remote 0 ap 0 ppp auth send nttA nttA

# remote 0 ap 0 keep connect

(Main Mode M55, remote 1 ap 0 tunnel local TERET 7 RUAHBA /Y T1—RAICERKEEINTWLS
hEERT %)

# remote 0 ip address local 10.1.1.1

# remote 0 ip route 0 192.168.2.1/3210

# remote 0 ip msschange 1414

# remote 1 name A-10

# remote 1 ap 0 name VPN-10

# remote 1 ap 0 datalink type ipsec

# remote 1 ap 0 ipsec type ike

# remote 1 ap 0 ipsec ike protocol esp

# remote 1 ap 0 ipsec ike encrypt des-cbc

# remote 1 ap 0 ipsec ike auth hmac-md5b

# remote 1 ap 0 ike mode main

# remote 1 ap 0 ike shared key text vpn10

# remote 1 ap 0 ike proposal 0 encrypt des-cbc
# remote 1 ap 0 ike initial connect

# remote 1 ap 0 tunnel local 10.1.1.1

# remote 1 ap 0 tunnel remote 10.1.1.2

# remote 1 ap 0 sessionwatch 192.168.1.1 192.168.2.1 10s 3m 5s 1s 255
# remote 1 ip route 0 192.168.2.0/24 1 0

# remote 1 ip msschange 1414
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2.7

2.8

MPLS [CB39 D M5 TL

MPLSBIEZITDBD hSIIVICIEF. UTORSBEBDNHOET,

BHELSRELDPDEY Y3 VHEILTEEL
[FRER] IPv4 Transport Address O g DIREEDTEE LIEWETREM DS D FE T,

[3340L]  1Pv4 Transport Address DEREZIT D ICBE(F. BiE LSR EEDEBICFDT RUR (T T DIRERIEH
BPIAETT, BEEROFEZEBL TS0,

VoIP NAT S IN\—=YLICEATD STV

VolP NAT b5 /\—1)UiBEZ A U OBEZITIBRD FSTILICIE. UMTORSIFBDHEHDET,

VoIP 7579 %EHRLTH VoIP S THRITE FEFCTERL

[FR] VolP 7Y THDHRET. UPnP#EEZER UKD ICHED TS,

[4L] VolP 75 T5DIF/ET. UPnPHERERFARTHLDICLTLEE,

[RA] VolP 75 T5DFREATICRIEN DD,

4] VolP 7H THICERE U, I—UERAHER. VolP T —/\07 RU R, BEESHEDEREABTHIELL
MMEER L CLTEELY,

[RE] AEBOREC. VolP NAT hS/)\—)L#RE (UPnP#AE) ZEALIEVKSTEoTLS,

[G] AEBOFREC. VolP NAT h5)\—)LiRE (UPnPi%RE) ZEAT 2K S(CLTIIEELY,

[RE] VolP 7575 ZEARKEICER I DR— MNIEEN DD,

(5] VolP 7575 (&, NAT #BEZER LIS LAN DIR— MR LT IZE 0,

[REA] VolPH—)\ (A& —Xw NOR) ZAKBE(CER I DM — MMCREEN DD,

(] VolPH—)\ (4 V& —2w ~AR) (F. NATHEEZFER T & —B/IN\SHERESD lanR— ~IEHE L
TLIREEWV, ZEHR— bOEWVEG(E. —B/NSHEERESD remote IR— MIERF L TLIEEL,

NV AV CHFREZERIDEFRBED7 A IVHBEMICRTEINTULES

[ER] /YD 0S hMicrosoft® Windows® Me 7z (3 Microsoft® Windows® XP T2,

[4]  Microsoft® Windows® Me & Microsoft® Windows® XP (&, 18T UPnP#EEER Y R— ML TLET,
CDfeh. KEBICERIDENARY FI—TIPIRT SUAICHREBD Y A AVHKRRSN. 97
oUW TEHEREED Web s REEENRRSNET,

NV IAVICHRRED7 4 AV HEHNICRTS NI

[ER] /¢ 0S hMicrosoft® Windows® Me %7z (& Windows® XP LIA TEH 2.

[4L]  Windows® 95. Windows® 98/SE. Linux. FreeBSDEED OS Tl UPnPHREZE D R— kL TLVK
Wesh, /N IVOBEE EICHREZED T A IVIFRRSNEE Ao
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[RA] /¢ 2D 0S h*Microsoft® Windows® XP T. UPnPHEBEDEZDITIE > TULEL,
[] LIFOFIET. Microsoft® Windows® XP D UPnP #geZBMIC LT EE L,
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2. [Ry ND—=0 A V52w Mgt Z#O0 Uy o ULET,
3. Ry hND—U8h] Z#0UvIUET,
4, AZa2—)\—D [EMERE] Zo2Uvo U, [FT7Y3rxxy D)= VIR—RV N ZOUv D
UE
NOVIR=RU N = [Ry D=0 —ER] Z#RL. [FH] "Y2Z2IUvIULERT,
6. [Ry NI—=OY—ERAOUTAVIR—RV N — [AZ)\—TIWTSITPV RTUA] ZF v D
L. [OK] mR&VZEIUYILET,
LISDERIEIE. BEOISRICE D TLREL, Ed. Windows® XP D 2 h—)LCD-ROMZE L v ~
AL DIEREINDHZBELDHDFT,
[EE] /¢ 3>D0S H Microsoft® Windows® Me T, UPnP #EEDEZHICIE > TLEL,
[3n] LAFOFIET. Microsoft® Windows® Me ®D UPnP#EBEEEZNIC L TL R,
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3. [Windows 77 A)U] 7% OUv I ULET,
4. [BE] Z&ERU. ] Ry ZIUvIULET,
5. [OviRk— hOESE] — [AZ\—TILTSIFPVRTIUA] Z#FTwvo L. [OK REVZED
Uy ULET,

LIRS DIRIEIE. BEODISRICHED TLREEW, . Windows® Me D >~ X h—JL CD-ROM Z 2w
hIBDLDERSNDBEDHDFT,

o1

29 SNMPICEETABRNSTIL

SNMP #EECTR Y DO —JDEEZTOIBRD FSTIVICEF. UTFDXRIEHDHNHOET,

® SNMPVYR—Yv EBEDTEEL
[FR] I—YxT2 b7 RURDEULLEESNTOEL,
)] I—YzV b7 RURICEEBOA VI TIT—ADT RUADENDEHREL TLIEE0,

2.10 VRRPICETS ST

VRRPHREZFIFAT DERD M S TIVICE. UTFDRSEHDHHDFET,

® VRRPIIV—THikfEa LKLY
[FR] REIPH, EBICRESNICIPY RUADENDERB—TH D,
[n] R IPIE. IRRDIPF7Z RUADY TRy MI—EU. ZHEBICEHRTESNZIPT7 RURERELRED T KL
RAZEBELTLIEEL,
[FH] EBWICVRID HMEELU TERESINTLD,
[(x4L] HBNTVRIDIF—ECTHDIUENDHDFT, EHD VRID ZREL T,
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® VRRPIV—=IHIAFTIKBEB O T-DICEESFEEETED
[EH] ®REIPH. IHARDIPTY RUADY IRy MI—ET D IPF RUATIFEL,
L] B IPZEHERDIPF RUADY TR Y MI—HTDLIZBLTL RS,
[RR] FEIPEE—DIPT RUATHIEBENERSINTWND,
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[RH] BEENSVEEDVRRPIL—FICTUIYT ME— Roff ZIBE L TLELY,
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® FEDIVAIHEBRLIDICEBHTHIDRSEW
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[BRR] TRODVAITIDY NUHABEELTLD,
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VRRPIEFR(D [Authentication failed packets]. &E7cld [Authentication type mismatch packets] HY73
TV RENTWD,

[&]  VRRP/XZXD— REFEZE—ICLTLEEL,
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BR500S Web 1—H'—XHA K [2.2.24 VRRP |55 =89 D] (P.79)

[REAE] P T+ JLYTVRRP-AD X v z—IHEM SN T,
VRRP-AD Xwtz—3 !

HTEIPPRURA 12240018

JORDJLES D112
[340]  VRRPIL—F D IP 7« JUFERET VRRP-AD X v E— I hSEHi S N REEHIFR L TLEEL,
[RA] VRRPIL—HDERFHENER>TLD,
[x4L] VRRPIL—%%ZE—U > UICEREL TS0,
[RHE] VRRP{&E#HOD [TTL/HopLimit illegal packets] MHD > hENTLD,
[x4L] VRRPIL—%ZE—U > UICEREL TS0,

@ s BR500S IV RI—H—XFA R [2.1.29 VRRP BHZHERI 5] (P87)
BR500S Web 1—H—XHA K [2.2.24 VRRP 157z I D] (P79)

[[RE] VRRP)L—% 7%= L T2 HUB TSTPHEAEEBMICL T,

[40]  VRRPJL—& & &L L T2 HUB (D STP BEEEAFENICERE L TLET L,

[REH] VRRP)L—%7ZE#E L TLVD HUB DEREN RS TS,

(4]  VRRPIL—% &S LTS HUB DREZHER LT, EULKEELBL T T,
VRRPIL—4 &3 UIFE— U TERSNDHENDDET,
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® TRAIDERICYIDEDOIEDISEEREEEED
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[RR] VRRPZ)L—TJTé&dE VRRP)L—5 DRI IP B E—TIEFEL,
VRRPIEHRD [Virtual router IP address configuration mismatched packets] DA D > h&ENTWD,

(3] RI8IPZE—ICREL T IEE L,

& zg BRS00S IXY RA—T—XHA K [2.1.29 VRRP B ZHER I 2] (P87)
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® REIPHTDpinglTHEZzLEL

® REIPHTDtelnet KiFEEBICEH SIFL
[FR] VRRPHMRAEIPSHTDIN\T v NEIRET DIz,
[0] VRRPOEHRTT, EIPEH THEICIEEL TLIEE 0,

O TRAIDBNYIPYTICIEDERIP HTODEEDTEEELD
[FR] BEEICYRAIEEELTLD.
[xan] BEEICTRAILAZEIRE LT,

WebSRETIE [TS5A4FUT « | REBBDVYAY (255) ERMZALET
Ny o7y TEERUT, BEECEZEELTIEEL (B:254).

® FI9VBMNUHDRHULDICRAFZDTIDEDSIEWN

[FR] BEEMMEVEREDVRRPIL—FICTUIY T NE—Roff BIEEL TS,
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