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init: systemstartup now.
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LOG_INFO
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121 ODO0OOO0OOOOOOOODOOOOOO0

ooooooo

nsm routing table overflow <route> from <protocol >

0oooooooo
LOG_INFO

oooDOo

lpva000000O0O0ODOOOOODOODOOOCOOOOOOCOOOOOOOOOOOOOOOOO0OO
goooo

obooooobooa
<route> 0O0OOOOOOO

<protocol>
ooooood
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1.3 RIPOODODOOO

131 0000000

ooooooo

ripd: recv from<src-addr> (<interface>): invalid packet |ength(<length>)

0oooooooo
LOG_INFO

oooDOo
ooO0oO0oRIPOCOOOOOOOOOOOOOODOOOOOOO

obooobooo

<src-addr>
RIPOOOOOOOOIIPOODOO

<interface>
RIPOOOOOOOOOOOOOOODOO

<length> RIPOOOOOOOOOO

132 OO0OO0OO0OOOO

ooooooo

ripd: recv from<src-addr> (<interface>): invalid version(<version>)

oboooooooo
LOG_INFO

oooDOo
OOO0OO0ORIPOOCOOORIPOODOOOOOOOOODOOOOOOO

ooooooood
<src-addr>

RIPOOOOOOOO IPOODODO

<interface>
RIPOCOOOOOOOOOOOOOODOO

<version>
RIPOOOOORIPOOOOOOO
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133 ODO0OO0OOOOogo

ooooooo

ripd: recv from<src-addr> (<interface>): invalid source port(<port>)

ooooooooao
LOG_INFO

gooo
O0OODOO0ORIPOOOO (RESPONSE) DO OO0ODOOOOORIPOOOOOOOOODOOOOODOODO

oboooooboooo

<src-addr>
RIPODOOOOOOOIPOODOO

<interface>
RIPOODOOOO0OO0OO0OODOOOOODODDO

<port> RiPOOOOOOOOOOOOO

134 OO0 IPODOOOO

ooooooo

ripd: recv from<src-addr> (<interface>): invalid source address

ooooooooao
LOG_INFO

gooo

O0OODOO0ORIPOOOO (RESPONSE)D OO OO0 OOOOOODOOOODOOOOOOOODOOODO
goooooooooooooo

oboooooooa

<src-addr>
RIPOOOOOOOOIIPOODOO

<interface>
RIPOOOOOOOOOOOOOODODOO
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135 OO0 O0oOoOooOoogo

ooooooo

ripd: recv from <src-addr> (<interface>):
fam ly(<famly>)

inval i d address-

ooooooooao

gooo

obooobooo

LOG_INFO

RIPOOOO (RESPONSE) DO O0OO0U0O0OOOOOOOOOODOOAF_INETOOOOOOOODOOO

<src-addr>
RIPOOOOOOOOIIPOODOO

<interface>
RIPOOOOOOOOOOOOOOODODO

<family>
RIPOOOOOOODOOODOOOOOOO

136 ODOOOOOOOO

ooooooo

ripd: recv from <src-addr> (<interface>):
dress (RTE=<address>/ mask> [<netric>])

invalid ad-

ooooooooo

ooog

oboooooooao

LOG_INFO

RIPOOOO (RESPONSE) U 000000000 OOOOOOO0OOODOUOOODOODOOOODOUOO
gobooboooooobooobooooo

<src-addr>
RIPOOOOOOOOIIPOODOO

<interface>
RIPOOOOOOOOOOOOOOODOO

<address>
RIPOODOOOOO0OO0OOOODOOODODO
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<mask> RIPOOO0OOOOOOOOCOO

<metric> RIPOOO0OOOOOOOOOOO

137 ODOOOOO

ooooooo

ripd: recv from<src-addr> (<interface>): in-
val id mask (RTE=<address>/<mask> [<metric>])

oboooooooo
LOG_INFO

oooDOo

RIPOOOO (RESPONSE) 0000000 OOOOOOOOOOOOOOODOOOOOOOOOOO
agoad

oboooooboooo

<src-addr>
RIPOOOOOOOOIWKPOODOO

<interface>
RIPOODOOOO0OO0OO0OODOOOOODODDO

<address>
RIPOODOOOOO0OO0OOOODOOODODO

<mask> RIPOOOOOOOOOOOOO

<metric> RIPOOOO0OOOOOOOOOO

138 ODOODOOOO

ooooooo

ripd: recv from<src-addr> (<interface>): invalid met-
ri c (RTE=<address>/ <mask> [<metric>])

ooooooooao
LOG_INFO

gooo

RIPOOOO (RESPONSE)D 0 OOUOO0O0OOO0OODOOODOOOOODOODOOODO16e00O0DOOOOO
ooboood
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obooooboooo

<src-addr>
RIPOOOOOOOOIPOODOO

<interface>
RIPOODOOOO0OO0OO0OODOOOOODODDO

<address>
RIPOODOOOOO0OO0OOOODOOODODO

<mask> RIPOOOOOOOOOOOOO

<metric> RIPOOOO0O0OO0OOOOOOOO

139 RIPOODOODOOOOUO0OODUOUOOOOREQUESTOOOOODOO

ooooooo

ripd: RIP routing table overflow <address>/<mask> from <src-addr>

oboooooooao
LOG_INFO

oooo
RiPOOOOOOOOOOOOCOOOOOOODOOOOOOOOOOOOOOODOOOODOODOO
gooooooo

oboooooooao

<address>
Ooo0ooooooooono

<mask> 0O0000OO0OO0OOOOOOOO

<src-addr>
RIPOOOOOOOOIPOODOO

1310 RIPOOOOOO0ODOODOODODOODOOOODODOOD

ooooooo

ripd: RIP routing table overflow <address>/<mask> redis-
tribute from <protocol >

ooooooooo
LOG_INFO
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RiPOOOOOOOOO0OOOOOCOOOOOODODOOOOOOOOOOOOOOOOODODOODODOO
ooooo

goooooooa

<address>
Ooo0ooooooooono

<mask> 0OO0000OO0OO0OOOOOOOO

<protocol>
Jgdo0booooOoboooooooooo

1311 OOO00O0O0O0O0O0oDoOoooooon

goooooo

ri pd: connected route overflow <address>/<nmask>

goooooooo
LOG_INFO

gooo

gooooooooooooobooooooooooobooboooooobooooooboooooDooboooo
goboooooood

goooooooo

<address>
oooooooooogon

<mask> O000O0O0O0OOOOOOCOO
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1.4 BGP4AOUODOOOO

141 ODO0O0OO0OOOOOO0O

ooooooo

bgpd: <address> <direct> NOTI FI CATION 1/1 (Message Header Er-
ror/ Connection Not Synchronized.) <detail>

oboooooooo
LOG_INFO

oooDOo
gboooooooobooboooboooboooooooo

oboooooooao

<address>
oooooIrPoooo

<direct> “ received” D000 0O00O0OO00O0OOOOOOOOOOODOOOOODOOOOO
“ sending” JOO0O00O00O0O0OOOOOOOOOOOOOOOOOOOOOOOO

<detail> OO0O0OOOOOOOOOOO

142 0OOO0OOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 1/ 2 (Message Header Error/Bad Mes-
sage Length.)<detail >

oboooooooo
LOG_INFO

oooDOo
gbobooooboooooobooboooooooboooooooo

oboooooooao

<address>
ogooooIirPooon

<direct> “ received” D000 U000O0O0O00OO0OOOOOOOOOOOOOODOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOODOOODO

<detail> OO0O0OOOOOOOOOOO
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ooooooo

bgpd: <address> <direct> NOTI FI CATION 1/3 (Message Header Error/Bad Mes-
sage Type.)<detail >

ooooooooao
LOG_INFO

gooo
gbooodooooboobbooobbooobooooood

obooooboooo

<address>
oooooIrPoooo

<direct> “ received” D000 U00O0O0O00O0OOOOOOOOOOOOOOOOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0O0OO0OO0OOOOOOOO

144 ODODOO0OOOOOOOOOOOODOObDO0

ooooooo

bgpd: <address> recei ved NOTI Fl CATI ON 1/ <subcode> ( Message Header Er-
ror/ Unrecogni zed Error Subcode) <detail >

oboooooooao
LOG_INFO

oooo

0000000000 NOTIFICATIONOOOOOOOOODO0OOOO0O0OO0O0ooooooooooo
ooad

oboooooboooa

<address>
ogooooIirPooon

<subcode>
gooooooo

<detail> OO0OO0OOOOOOOOOO
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145 0000000

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/1 (OPEN Message Er-
ror/ Unsupported Version Nunber.)<detail >

ooooooooao
LOG_INFO

gooo
ooOooooBGPOOOOOOOOOODODOOOOOOOOOOOOO

obooooboooo

<address>
oooooIrPoooo

<direct> “ received” D000 U00O0O0O00O0OOOOOOOOOOOOOOOOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0O0OO0OO0OOOOOOOO

146 ASOOODO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/2 (OPEN Message Er-
ror/Bad Peer AS.) <detail >

ooooooooao
LOG_INFO

gooo
0000 ASOOOOO0ODOOOOOASOOOODOOOUODOOOOODLO

obooooboooo

<address>
oooooIPooOO

<direct> “ received” 00000000 0OO0O0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000 O0OOOOOOOOOOOOOOOOOOOOODODOODO

<detail> OOO0O0OO0OO0OOOOOOOO
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ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/3 (OPEN Message Er-
ror/Bad BGP ldentifier.) <detail >

ooooooooo
LOG_INFO

ooog
OO0OBGPIDOOOCOOOOOOOOLODO

obooooobooa

<address>
oooooIPooOO

<direct> “ received” 00000000 DOOO0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0OOOOOOOOOOO

148 0000 0O0OOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/4 (OPEN Message Er-
ror/ Unsupported Optional Paraneter.)<detail >

ooooooooao
LOG_INFO

gooo
goboooooooooooboooboooooooo

obooooboooo

<address>
oooooIPooOO

<direct> “ received” 00000000 0OO0O0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000 O0OOOOOOOOOOOOOOOOOOOOODODOODO

<detail> OOO0O0OO0OO0OOOOOOOO
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149 OO0OO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/5 (OPEN Message Er-
ror/ Aut hentication Failure.)<detail >

ooooooooo
LOG_INFO

ooog
gobooooobooboooooooo

obooooobooao

<address>
oooooIPooOO

<direct> “ received” 00000000 DOOO0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0OOOOOOOOOOO

1410 HOLDOOOOOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/6 (OPEN Message Er-
ror/ Unacceptabl e Hold Tine.)<detail >

ooooooooao
LOG_INFO

gooo
gofdooooHoLbDOOOOOOOOOOOOODO

oboooooboooo

<address>
oooooIPooOO

<direct> “ received” 00000000 0OO0O0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000 O0OOOOOOOOOOOOOOOOOOOOODODOODO

<detail> OOO0O0OO0OO0OOOOOOOO
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ooooooo

bgpd: <address> <direct> NOTI FI CATION 2/7 (OPEN Message Er-
ror/ Unsupported Capability.)<detail >

ooooooooao
LOG_INFO

gooo
ggoodooooobbodoooooboooooooood

obooooboooo

<address>
oooooIrPoooo

<direct> “ received” D000 U00O0O0O00O0OOOOOOOOOOOOOOOOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0O0OO0OO0OOOOOOOO

1412 OPENOUOODOOOOOOOOODOODODOO

ooooooo

bgpd: <address> recei ved NOTI Fl CATI ON 2/ <subcode> ( OPEN Mes-
sage Header Error/Unrecogni zed Error Subcode) <detail >

oboooooooao
LOG_INFO

oooo

OPENOOOOOO0OO NOTIFICATIONOOOOOOOOOOOOO0OO0O0O0O00oo0o0o0oo
ooad

oboooooboooa

<address>
ogooooIirPooon

<subcode>
gooooooo

<detail> OO0OO0OOOOOOOOOO

24



010 OoOOoooboooooo

1413 0ODOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 3/1 (UPDATE Message Er-
ror/ Mal formed Attribute List)<detail >

ooooooooo
LOG_INFO

ooog
gobobooobooboooobooobooooobooooo

obooooobooao

<address>
oooooIPooOO

<direct> “ received” 00000000 DOOO0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0OOOOOOOOOOO

1414 ODDOODOOOOODO

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 2 (UPDATE Message Er-
ror/ Unrecogni zed Well-known Attribute.)<detail >

ooooooooao
LOG_INFO

gooo
goboooobooooooobboooobooooboooooboo

obooooboooo

<address>
oooooIPooOO

<direct> “ received” 00000000 0OO0O0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000 O0OOOOOOOOOOOOOOOOOOOOODODOODO

<detail> OOO0O0OO0OO0OOOOOOOO
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1.415 0ODOODO0O0O

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/3 (UPDATE Message Er-
ror/ M ssing Well-known Attribute.)<detail >

ooooooooao
LOG_INFO

gooo
UPDATEOCOUOUO0OO0O0O0O0O0O0OO0OCOOOOOOOOCOOOOOOOOOOO0O

oboooooboooo

<address>
oooooIrPoooo

<direct> “ received” D000 U00O0O0O00O0OOOOOOOOOOOOOOOOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0O0OO0OO0OOOOOOOO

1416 OOOOOODO

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 4 (UPDATE Message Er-
ror/ M ssing Well-known Attribute.)<detail >

oboooooooao
LOG_INFO

oooo
gbobooboooooooobooooboood

oboooboOoo

<address>
oooooIrPoooo

<direct> “ received” D000 00O0O0O00O0OOOOOOOOOOOOOOOOOOOOO
“ sending” 0000000000000 OOO0OOUOOOOOOODOOUODOOO

<detail> OO0OOOOOOOOOOO
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010 OoOOoooboooooo

1417 DOODOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 3/5 (UPDATE Message Er-
ror/Attribute Length Error.)<detail >

ooooooooao
LOG_INFO

gooo
gobobooobooooooobooooboood

obooooboooo

<address>
oooooIrPoooo

<direct> “ received” D000 U00O0O0O00O0OOOOOOOOOOOOOOOOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0O0OO0OO0OOOOOOOO

1418 ORIGINODOODO

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 6 (UPDATE Message Er-
ror/lnvalid ORIA N Attribute.)<detail >

ooooooooao
LOG_INFO

gooo
godooorGINODOOOOOOOOOOOOOO

oboooooboooo

<address>
oooooIPooOO

<direct> “ received” 00000000 0OO0O0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000 O0OOOOOOOOOOOOOOOOOOOOODODOODO

<detail> OOO0O0OO0OO0OOOOOOOO
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1419 O0O0OO0ODOO

ooooooo

bgpd: <address> recei ved NOTI FI CATI ON 3/ 7 (UPDATE Message Error/AS Rout -
ing Loop.) <detail >

ooooooooo
LOG_INFO

ooog

gooooooOooooooUOOooOoooO ASO0000O00OO0OOoOoOooooUoooooDoooOOoDoOO
goboooooood

oboooooooao

<address>
oooooIPooOO

<detail> O0OO0O0OO0OO0OOOOOOOO

1.420 NEXT-HOPODOODO

ooooooo

bgpd: <address> received NOTI FI CATI ON 3/8 (UPDATE Message Er-
ror/lnvalid NEXT_HOP Attribute.) <detail >

ooooooooo
LOG_INFO

gooo
00000 NEXT-HOPOOOOOODOOOOOODOOO

obooooboooo

<address>
oooooIrPoooo

<detail> OOO0OOOOOOOOOOO

1421 OOOOOOOOO

ooooooo

bgpd: <address> recei ved NOTI FI CATION 3/9 (UPDATE Message Er-
ror/Optional Attribute Error.) <detail>

28



010 OoOOoooboooooo

oboooooooo
LOG_INFO

oooDOo
gobooooobooobobooooboooboobooooOoOoOobbo0ooOooboboooboobo

oboooooooao

<address>
oooooIrPoooo

<detail> OO0O0OOOOOOOOOOO

1422 0ODO0OO0OO

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 10 ( UPDATE Message Er-
ror/Invalid Network Field.) <detail>

0oooooooo
LOG_INFO

oooDOo
gobobooobooooooboooooooo

oboooooooao

<address>
oooooIrPoooo

<direct> “ received” D000 0O00O0O00O0OOOOOOOOOOOOOOOODOOOOO
“ sending” JO00O00O00OO0O0OOOOOOOOOOOOOOOOOOOOOOOO

<detail> OO0OOOOOOOOOOO

1423 0O0O AS_PATH

ooooooo

bgpd: <address> <direct> NOTI FI CATI ON 3/ 11 (UPDATE Message Er-
ror/ Mal formed AS_PATH.) <detail >

oboooooooo
LOG_INFO
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oooo
00000 AS_PATHOOOOOOOOODDODOO

oboooooooao

<address>
oooooIrPoooo

<direct> “ received” D000 0O00O0O0O0O0OOOOOOOOOOOOOOOODOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OO0O0OOOOOOOOOOO

1424 UPDATEOUOUOOUOOOOO0OOOODODOOOO

ooooooo

bgpd: <address> recei ved NOTI FI CATI ON 3/ <subcode> ( UPDATE Mes-
sage Header Error/Unrecogni zed Error Subcode) <detail >

oboooooooao
LOG_INFO

oooDOo

UPDATEOCOOOOOO NOTIFICATIONDOOODOOOOOOOOOOOOOOODOODOOOOOO
agoad

obooobooo

<address>
oooooIPooOO

<subcode>
gooooooo

<detail> O0OO0O0OO0OO0OOOOOOOO

1425 HOLDOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 4/0 (Hold Tiner Expired) <detail >

ooooooooo
LOG_INFO

oooo
ooo0oooo00oooOo0o00oo0oooooooHOLDOOOODDOOOOOOOOODOO
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010 OoOOoooboooooo

obooooboooo

<address>
oooooIPooOO

<direct> “ received” 00000000 DOOO0O0UDOOOOOOODOOOOOUDOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0O0O0O0OOOOOOOO

1426 0ODOOOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 5/0 (Finite State Machi ne Er-
ror) <detail >

ooooooooao
LOG_INFO

gooo
bgpd 000000000000 OOOOOODOOO

obooooboooa

<address>
oooooIPooOO

<direct> “ received” 00000000 0DOO0O0O0DOOOOOOODOOOOODOOOOOO
“ sending” 000000000 OOOOOOOOOOOOOOOOOOOOODO

<detail> OOO0O0OO0O0OOOOOOOO

1427 BGPOODOODOOO

ooooooo

bgpd: <address> <direct> NOTI FI CATION 6/ 0 (Cease) <detail >

ooooooooao
LOG_INFO

gooo
BGPOOOOOOOOOOCOOOOODOODOO
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obooooboooo

<address>
oooooIPooOO

<direct> “ received” 00000 BGPUOOOUIOOOOODOOOOODOOOO
“ sending” OO0 BGPOUOOOODODDODOOOUOOODOODOO

<detail> OOO0O0O0O0OOOOOOOO

1428 O0OO0OO0OOOOOO

ooooooo

bgpd: <address> recei ved NOTI Fl CATI ON <code>/ <subcode> (Unrecogni zed Er-
ror Code/ Unrecogni zed Error Subcode) <detail >

oboooooooao

gooo

obooooboooo

LOG_INFO

NOTIFICATIONOOO0OO0OO0OOO0O0OO 00000000000 oooooo

<address>
oooooIrPoooo

<code> oooooo

<subcode>
ogooooodo

<detail> OO0O0OOOOOOOOOOO

1429 0O0OO0O0OOODOODODOO

ooooooo

bgpd: <address> BGP connection |IP address is not configured

oboooooooao

oooo

32

LOG_INFO

gobooouooboooooobooooOooOoOoboboOooooOoo




010 OoOOoooboooooo

obooooboooo

<address>
0o0o0ooooooooo IPOODOO

1430 DDOOOOOOODO

ooooooo

bgpd: nei ghbor <count> is out of range.

ooooooooao
LOG_INFO

gooo

<count>0O 00 BGPOUOOOOOOOOOOOOOOOCOCOOOOOOOOOOOBGPOOOOOO
gobooooboooooood

oboooooooao
<count> BGPOOOOOOOODO

1431 BGPOUUOUOOOOOODOODOOLOOODOUPDATEDDODOOO

ooooooo

bgpd: BGP routing table overflow <route> from <address>

ooooooooo
LOG_INFO

oooDOo

BGPOOOOOOOOOOOODOOOOOOOODOOOOOODOOODOODODODOOOODODOODOODD
gobooooooo

obooooboooo
<route> UOOUOOODOODO

<address>
00000o0oooooooo wroooo
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1432 BGPOUOUOUOOOOOODOODODDOOODODODODODO

ooooooo

bgpd: BGP routing table overflow <route> redistribute from <protocol >

ooooooooao
LOG_INFO

gooo

BGPOOOODOOUOOODOOOOODDOOOOOOOOOO0O0OO0OOOOO0O00DOOO0O0OoDOO
oooboood

ooooooooad
<route> O00O00O0O0OO

<protocol>
godoboooooboooboooooo

1433 BGPOODOODOOOOO

ooooooo

bgpd: <address> BGP session is failed.(too nany sessions)

oboooooooo
LOG_INFO

oooDOo
BGPOOOOOOOOOOODOOOOOOOOOOBGPOOOOODOOOOOOODODOODOOOOOO

oboooooooao

<address>
ogooooIirPooon
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010 OoOOoooboooooo

1.5 OSPR2000 000

151 000 IDO0OO

ooooooo

ospfd: interface <interface>: <address>: ospf_read from<router_id> in-
valid Area I D <area_id>.

oboooooooo
LOG_INFO

oooDOo

oooboooooooooooooOoo IboooOooOooooooooooooooOO Ib0O00n
goobooooooboogo

oboooooboooo

<interface>
Oooooooo

<address>
Oo0o0ooooooooo

<router_id>
goo 1D

<area_id>
00OoooSPFODOOODOOODOODODODODOO ID

152 OO00O0O0O0OO

ooooooo

ospfd: interface <interface>: <address>. ospf_read from<router_id> au-
thentication type m smatch.

ooooooooo
LOG_INFO

ooog

oooooooooooooobooooobooooboooooooobooooooboOoooo
obooooooooooooobooooobooOOoO00 vVuNKODOOOOooooooooboooooo
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obooooboooo

<interface>
Oooooooo

<address>
Oo0o0ooooooooo

<router_id>
goo 1D

153 0000 00O0O0ogo

ooooooo

ospfd: interface <interface>: <address>: ospf_read from <router_id> au-
thentication failed.

ooooooooao
LOG_INFO

gooo

gooOoOoO0CoOoOOoO0oOoO0o0oU0oboOoOoDpoooooo MbD5COCOO IDOOOOODOCOODOOOODO
ogooodd
0o0o0ooooooooO0o0Oo0ooOoOoOoooOoO0O0 VvVLINKODOOOOOOOOoooooooooo

obooooboooo

<interface>
Oooooooo

<address>
Oo0o0ooooooooo

<router_id>
goo 1D

154 MDsSOOOOOO

ooooooo

ospfd: interface <inter-
face>: <address>: ospf_read from <router_id> nd5 authentication fail ed.

ooooooooo
LOG_INFO
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010 OoOOoooboooooo

oooo

ooobooooooooooooMbDsOOOOOOODOOODOOOOOOOOOODOO
0o00ooooooooO0o0o0ooOooOooooOO00 VvVLINKODOOOOOOOOoooooooooo

oboooooboooa

<interface>
Oooooooo

<address>
Oo0ooooooooooo

<router_id>
goo 1D

155 0000000000000

ooooooo

ospfd: RECV[Hello]: From <router_id> NetworkMask m smat ch.

oboooooooo
LOG_INFO

oooDOo

<router_id>000000000000000O0OO0OO00OO0OO0OO0OOOOOOOOOOOOOOOO
ooo

oboooooboooo

<router_id>
goo 1D

156 HelloOOOODOOOOOOODO

ooooooo

ospfd: RECV[Hello]: From <router_id> Hellolnterval m smatch.

ooooooooo
LOG_INFO

ooog
<router_id>0 0000000000 HelloOOODODOOOOODOOOODODOOOODODOOOOOOOO
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obooooboooo

<router_id>
goo 1D

157 O00OOOOOoOoobOOoobOobg

ooooooo

ospfd: RECV[Hello]: From <router_id> RouterDeadl nterval m snatch.

ooooooooao
LOG_INFO

gooo
<router_id>0 0000000000000 O0O0O0OO000OOOOOO0OOO0OOOOOOUODOOODO

oboooooboooa

<router_id>
goo 1D

158 OOO0O0OOOOOOO

ooooooo

ospfd: RECV[Hello]: From <router_id> option msmatch: ny op-
tions: <my_option> his options <his_option>

ooooooooo
LOG_INFO

ooog
<router_id>00000000000000O0OOOOO0OOOOOOOOOOOOOOOOO

goooooood
<router_id>

ooo I

<my_option>
gd0o00dodo0ooOoOooooOOo0oOooobOooooboooo

"2 transit"
transit 0 O O

"Ostub” stubO OO

38




010 OoOOoooboooooo

"8nssa" O stubO OO (nssa)

"nnn unknown"
goooooooooo
nnnOO00000000000000000000

<his_option>
router_id0 0000000000000 O00OO0O0OOOOODOUOOODOODOO
"2 transit”
transit0 OO
"Ostub” stubO OO
"8nssa” O stub O OO0 nssall

"nnn unknown"
Ooooooooooo
nnnOO00000000000000000000

159 LSAODOOOOO

ooooooo

ospfd: RECV[LS-Upd]: From <router_id> LSDB overfl ow

oboooooooo
LOG_INFO

oooDOo
LSbBOOOOOLSAOOOOOOOOOOOOODO

oboooooooao

<router_id>
LSAOODOODOO ID
000 IbOobDd0O0OOO IbDO0DO0oOOooOOobObOoboobog

1510 OO0 IDOOO

ooooooo

ospfd: RECV[Hello]: router-id <router_id> duplicated.

oboooooooao
LOG_INFO
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oooo

obooooobooa

ooooooooo ibobooooooooooooooooooo

<router_id>
goo 1D

1511 MTUOOOOO

ooooooo

ospfd: RECV[DD]: From <router_id> <interface>: <address> MIU m snat ch.

oboooooooao

oooDOo

oboooooboooo

LOG_INFO

oooooo0oooooooooooooooMTUOOOO0OO00O0O000000O0000O00O0

<router_id>
goooo 1D

<interface>
Oooooooo

<address>
Oo0ooooooooooo

1512 SPFOOOOOOOOOO

ooooooo

ospfd: Area |ID <area_id> SPF cal culation table overfl ow.

oboooooooo

gooo

oboooooooa

40
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SPFO0O000O0DO0O0O0O00OO0O0O0DO00OO0O0O0

<area_id>
SPFO0O00ODOODOODOOOOOOOODOO ID




010 OoOOoooboooooo

1513 OSPFODODOOOOO

ooooooo

ospfd: Tenporary nenory allocation failed.

0oooooo0oo
LOG_INFO

ooog

osPFO0O0IOOOODODOOOODOOOO0O0OOOOOOOOOOOOOOOOOOOOOOOCOOOO
gooo

1514 00OO00O0O0O0OO0DOO0DOOoOooooOoon

ooooooo

ospfd: RECV: packet from <address> ignored. (size too big)

oboooooooao
LOG_INFO

ooog

<address> 00000000000 DOOOCOOOOOOIPOOOOOOOOOOOOOOOOOOOO
goboodooood

oboooooboooa

<address>
goooooooiwroooa

1515 OSPFOODOODO

ooooooo

ospfd: <interface> is not initialized. area <area_nunk is out of range.

oboooooooao
LOG_INFO

ooog

<area_id>00 0000000000000 0O0O0O0O0OOOOOOOO<interface>000000
DoooOoosPFOOOOOOODODOOODODOOD
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obooooboooo

<interface>
Oooooooo

<area_num>
Ogo0ooooooooooaao

1516 0ODOOOOO

ooooooo

ospfd: interface <interface>: <address> : nei ghbor <router_id> down detec-
tion. (<old_state> -> Down)

ooooooooao
LOG_INFO

gooo

OSPFOODO0OUODO0ODOUON (deadinterval) D00 HelloOO OO OOOOOOOOOOODOODO
OSPFOOOCOCOOOOOOOODOOODOO

oboooboOoo

<interface>
gooooooooooo
000000000000 VLINKOOOOOODOO

<address>
odo0odoooooooooon

<router_id>
ooooo Ib

<old_state>

00000000000000000000 FullLoading,Exchange,ExStart,2-Way 000 O
gooooooooooa

15.17 connected DO OOOO0O

ooooooo

ospfd: connected route overflow <route>

ooooooooo
LOG_INFO
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010 0000000000

gooo

O000OO0OOconnected 000000000000 O0O0OO0OOOCcconnectedd 0000000000
oooo

ooooooood
<route> 0O0O0O0O connected DO 0O
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16 DO00DOOO0OO0DOOOOOO0O0O (IPve)

161 ODO0OOO0OOOOOOOODOOOOO0

ooooooo

nsm |Pv6 routing table overflow <prefix>/<prefixlen> from <protocol >

0oooooooo
LOG_INFO

oooDOo

lpve 000000 OOODOOOOODOODOOOOOOOOOOOOOOOOOOOOOOOOOOOO
goooo

obooooobooa

<prefix>/<prefixlen>
gooooooo

<protocol>
goooooo
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010 OoOOoooboooooo

16.2 IpveO O0O0OOOOOOODOO

ooooooo

nsm <prefix>/<prefixlen> was assigned to <interface> from <protocol >.

ooooooooao

gooo

obooooboooo

LOG_INFO

IPv6e DHCPOOOODOOOOO IPv60 0000000000000 OO0OOOOOO0OOOODBOOO

<prefix>/<prefixlen>
IPv60 00 0000000000000

<interface>
Oooooooo

<protocol>
goooooo

163 IPpveO O0OOOOOODOO

ooooooo

nsm <prefix/prefixlen> cannot be assigned to <interface> from <proto-
col >, because duplicated.

ooooooooao

gooo

oboooboOoo

LOG_INFO

IPv6 DHCPOOOOOOOODO IPv60 DO O0DOOODOODOOOOOODOOODOODOOODOOOOOO
gobooooooooboocooooo

<prefix>/<prefixlen>
Ipve0 D000 O0O0O0O0OCCOOODOO

<interface>
oooooooo

<protocol>
ooooood

45



1.7 RIPOOOODOO (IPve)

1.71 0O0OO0O0O0OO

ooooooo

ri péd: recv from<src-addr> (<interface>): in-
val i d packet | ength(<length>)

oboooooooo
LOG_INFO

oooDOo
oo0OoRIPOCOOOOOCOOOOOOOOOODOOOOOOO

oboooooooao

<src-addr>
RIPOOOOOOOOIIPOODOO

<interface>
RIPOOOOOOOOOOOOOOODODO

<length> RIPOOOOOOOOOO

172 OOO0OOOO

ooooooo

ri péd: recv from<src-addr> (<interface>): invalid version(<version>)

oboooooooo
LOG_INFO

oooDOo
OOO0ORIPOOCOOORIPOODOOOO1I0000D0000O0O0O0O

oboooooooao

<src-addr>
RIPOOOOOOOOIIPOODOO

<interface>
RIPOOOOOOOOOOOOOODODOO

<version>
RIPOOOOORIPOOOOOOO

46



010 OoOOoooboooooo

173 ODOOOOOOOODO

ooooooo

ri péd: recv from<src-addr> (<interface>): invalid source port(<port>)

ooooooooao
LOG_INFO

gooo
O0OODOO0ORIPOOOO (RESPONSE) DO OO0ODOOOOORIPOOOOOOOOODOOOOODOODO

oboooooboooo

<src-addr>
RIPODOOOOOOOIPOODOO

<interface>
RIPOODOOOO0OO0OO0OODOOOOODODDO

<port> RiPOOOOOOOOOOOOO

1.74 00O IPOOODOOO

ooooooo

ripéd: recv from<src-addr> (<interface>): invalid source address

ooooooooao
LOG_INFO

gooo

O0OODOORIPOOOO (RESPONSE)J OO OO0 OOOOOOOOODOOOOOOODOOOODO
ooad

ooooooood
<src-addr>

RIPOOOOOOOOIPOODOO

<interface>
RIPOOOOOOOOOOOOOODODOO
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1.75 O00O0OOOODOOO

ooooooo

ri péd: recv from<src-addr> (<interface>): invalid hoplimt(<hoplimnt>)

ooooooooo
LOG_INFO

ooog
O0OO0OORIPOOOO (RESPONSE) U000 DOO0OOO250000000000000

obooooobooa

<src-addr>
RIPOOOOOOOOIIKPOODOO

<interface>
RIPOCOO0OO0OO0OOO0OOOOOOOODO

<hoplimit>
RIPOOOOOOOOOODOO

176 ODOOOOOOODODOODO

ooooooo

ri péd: recv from<src-addr> (<interface>): invalid pre-
fix (RTE=<prefix>/<prefixlen> [<metric>])

0oooooo0oo
LOG_INFO

oooo

RIPOOOO (RESPONSE) 00000000000 OOO0OOOOOOOOOOOOOOOOOOOO
gobotboooooobooooooooboobooooooboobooooooobooboo

oboooooboooa

<src-addr>
RIPOOOOOOOOIPOODOO

<interface>
RIPOCOO0OO0OOOO0OODOOOOOODDO

<prefix> RIPOOOOOOOOOOOOOOO

<prefixlen>
RiPOOOOOOOOOODOOOOOO

<metric> RIPOOO0OOO0OOOOOOOOO
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010 OoOOoooboooooo

177 O00OO0O0ODOOOOD

ooooooo

ripéd: recv from<src-addr> (<interface>): invalid pre-
fixlen (RTE=<prefix>/<prefixlen> [<metric>])

ooooooooao

gooo

LOG_INFO

RIPOOOO (RESPONSE) 00000000 ODOOOODO0OOOOO1280000000000000

obooooboooo

<src-addr>
RIPOOOOOOOOIIKPOODOO

<interface>
RIPODOOOOO0OO0OO0OODOOOOODODDO

<prefix> RIPOOOO0OOO0OOOOOOOOO

<prefixlen>
RiPOOOOOOOOOODOOOOOO

<metric> RIPOOOO0OOOOOOOOOO

178 ODOODOOOO

ooooooo

ripéd: recv from<src-addr> (<interface>): invalid net-
ric (RTE=<prefix>/<prefixlen> [<netric>])

oboooooooao

oooo

LOG_INFO

RIPOOOO (RESPONSE) D 0000000 OOOOOOOOOODOOOOOODOleOOOOOOOO

ooboog
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obooooboooo

<src-addr>
RIPOOOOOOOOIPOODOO

<interface>
RIPOODOOOO0OO0OO0OODOOOOODODDO

<prefix> RIPOOOO0OOO0OOOOOOOOO

<prefixlen>
RiPOOOOOOOOOODOOODOOO

<metric> RIPOOOO0O0OO0OOOOOOOO

179 RIPOODOODOOOOUOOODUOUOUOOOREQUESTOOOOODOO

ooooooo

ripéd: RIP routing table overflow <prefix>/<prefixlen> from <src-addr>

oboooooooao
LOG_INFO

oooo

RiPOOOOOOOOOOOOCOOOOOOODOOOOOOOOOOOOOOODOOOODOODOO
gooooooo

oboooooooao
<prefix> 0OO000O0OOOOOOOOOOO

<prefixlen>
gdo0ooobooooooooboooo

<src-addr>
RIPOOOOOOOOIPOODOO

1710 RIPOOOOOCODOOODOOODOOODO((MCMOODOOOO

ooooooo

ripéd: RIP routing table overflow <prefix>/<prefixlen> redis-
tribute from <protocol >

ooooooooo
LOG_INFO
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010 0000000000

gooo

RIPOOOOOO0OOOOOOOOOCOOOOOOODODOOOOOOOOOOOOOCOOOCODODOODODOO

goooo

goooooooa
<prefix> 0OO000O0OOOOOOOOOOO

<prefixlen>
gdo0ooobooooooooboooo

<protocol>
Jgdo0booooOoboooooooooo

1711 ODOO0OO0OO0O0O0OODOOOO0OOOOO

goooooo

ri p6d: connected route overflow <prefix>/<prefixlen>

goooooooo
LOG_INFO

gooo

gooooooooooooobooooooooooobooboooobOoboboooboboooooDbOboooo

gobooooooooo

goooooooo
<prefix> O000OO0O0OOOOOOOOOO

<prefixlen>
gboboobobobooboooooog
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1.8 LDPOODOOOO

181 OO0OO0OO0OOOOOO

ooooooo

| dpd: Session linit over(<nunber>), Cearing up adja-
cency for <adjacency>.

0oooooooo
LOG_INFO

gooo
000000000000 000000O00O00000000 adjacency 0000000000000

obooooobooa

<number>
goooooono

<adjacency>
OO0 LSRO IPOO OO

182 FECOOOOOOOO

ooooooo

| dpd: FEC table limit over(<nunber>)

0oooooo0oo
LOG_INFO

gooo
OO00O00OFECODO0OOOOOOOOOODOOOOOOO

obooooobooao

<number>
FECOOOOOOO

1.8.3 HelloPacketOOOQOQOQQoooQ

ooooooo

| dpd: Version mismatch found in Hello packet received from <address>
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010 OoOOoooboooooo

oboooooooo
LOG_INFO

oooDOo
000000000 HelloPacketDOODOOOOOoOoOoOoOO

oboooooooao

<address>
00 LSRO IPOO OO

1.8.4 HelloPacket O LDP-ID O OO

ooooooo

| dpd: LDP I D sent by peer <address> is the same as the LDP ID

0oooooooo
LOG_INFO

oooo
O00O0O LDP-IDOOOOO HelloPacket DO OO OOOOOOOOO

oboooobooo

<address>
00 LSRO IPOO OO

1.8.5 HelloPacketO LDP-IDOOOO

ooooooo

| dpd: LDP I D mismatch: C eaning up adjacency for <address>

0oooooo0oo
LOG_INFO

oooo
OO0 LDP-IDO HelloPacket 0 DO O0OOOO0OOOOOO

obooobooo

<address>
00 LSRO IPOO OO
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1.8.6 Hello Packet O IPv4 Transport Address 0 0 00 [

ooooooo

| dpd: ipv4_trans_addr msmatch: C eaning up adjacency for <address>

ooooooooao
LOG_INFO

good
000 IPv4 Transport Adderss 0 HelloPacket 0000000000 OOO

oboooooboooo

<address>
00 LSRO IPOO OO

1.8.7 Initialization Message 0 O 00000000

ooooooo

| dpd: Version misnmatch with peer <address>. O eaning up session

ooooooooao
LOG_INFO

good
000000000 InitializationMessage 0000000000 OO

obooooobooa

<address>
00 LSRO IPODO OO

1.88 LDPIDOOO

ooooooo

ldpd: LDP IDin Init message does not match |local LDP ID for <router_id>

ooooooooo
LOG_INFO
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010 OoOOoooboooooo

goog
0000 Initialization Message 0 LDP-IDOO0OO0O0O LDP-IDOO0OOOOCOCOCOOOOCOOCOO

obooobooo

<router_id>
LDP-ID

189 LDPODOOOODOODODOODOOODOO

ooooooo

| dpd: LDP session shifted to OPERATI ONAL for <address>

oboooooooao
LOG_INFO

oooo
LbPOOO0O0O00O0O0O0O0O0OOOOOOOCOCOOOODOOOODLO

oboooooboooo

<address>
OO0 LSRO IPOO OO

1.8.10 Error Notification O O O

ooooooo

I dpd: Error Notification nmessage (code = <code>) received from <address>

ooooooooao
LOG_INFO

oooao
Error Notification 00 0D 000000000000 OOO

oboooooboooo

<code> ooooooog
odooooooooooooon

<address>
00 LSRO IPODO OO
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1.8.11 Error Notification O O O

ooooooo

I dpd: Error Notification nmessage (code = <code>) sent to <address>

ooooooooao
LOG_INFO

gooo

Error Notification 00 0D 000000000000 OOO

Oooooooood
<code> ooooooog
Oo00o0o0oooooooooon

<address>
00 LSRO IPOO OO

O LDP Error Notification D00 OOOOOOOOOOOOOOOOOOO

RFC3036 0 O OO Status Code ooooo

Bad LDP Identifier 0x00000001 LDP-1DO0 00O

Bad Protocol Version 0x00000002 LDP OOODOOOOOOOO
aad

Bad PDU Length 0x00000003 POUC OO 0O

Bad Message Length 0x00000005 ooopoooooo

Bad TLV length 0x00000007 TLVv 0000

Mal forned TLV Val ue 0x00000008 LV Ooooo

Hol d Tiner Expired 0x00000009 Hello OOOOOO

Shut down 0x0000000a goooooooooooo
ooooo

Sessi on Rej ected/ No 0x00000010 000000O00OHllo OOO

Hel I o ooo

Session Rej ected/ 0x00000011 ooooooo

Par anet ers Odvertisenment Moded 00O O

Advertisenent Mbde ooo

Sessi on Rej ected/ 0x00000012 00000O000O0OpbUd

Paraneters Max PDU oooooono

Length

Sessi on Rej ect ed/ 0x00000013 gdoooOoOoooooooo

Paraneters Label Range ooooooo

KeepAlive Tinmer Expired 0x00000014 goooooooooooo

Sessi on Rej ect ed/ Bad 0x00000018 000ooo0ooooooo

KeepAlive Tine oooooo

Internal Error 0x00000019 goood

OO0 DO0OO0OO0O0OD0OOOOETror Netification OOOOOOOOOOOO

gobooooooooo

1.8.12 IPv4 Transport Address 0 0 0 0 O

ooooooo

Idpd: ipv4_trans_addr not found: LDP on interface <ifname> is not available

oboooooooo
LOG_INFO
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010 0000000000

gooo

IPv4 Transport Address 0 00000 (0000000000 O0OOOOO)000OLbPOOOODOOO

goooooooooobooboooo

oboooooboooao

<ifname>
OOoOoOoooOoono
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19 0000000 00O0OO0OO0oO

ooooooo

<name>: <interface> is disable for multicast. (too many interface)

ooooooooo
LOG_INFO

ooog
goobooooooooobooooooooboooobOoboooobObOOoboOoooooobobOObbOooo

obooooobooa
<name> [000000O0O0O00OO

pimdmd PIM-DM
pimsmd PIM-SM

<interface>
oooooooo

ooooooo

<name>: <interface> is disable for multicast. (different protocol)

ooooooooo
LOG_INFO

ooog

gooooooooooooboobooooobooooooooobobooobooOOoO0oOobOoboboOoObOOooo
goboooboooooooooooooooobooboobooooooooooa

oboooboOoo
<name> 0O00OO00O0OOOO0OO

pimdmd PIM-DM
pimsmd PIM-SM

It;interface>
Oooooooo
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010 OoOOoooboooooo

ooooooo

<nane>. <interface> is disable

for multicast.

(unnunbered interface)

ooooooooao
LOG_INFO

gooo

iPO0O0OO0OO0O0O0O0O0OOOOOOOOOOOOCOCOOOOOOOOOODOOOOOOOOOOOOOO

goooooooo

oboooooooao
<name> [00000000O00OO

pimdmd PIM-DM
pimsmd PIM-SM

<interface>

ooogooooo

ooooooboo

pi mend: Invalid Cand-RP address.

oboooooooo
LOG_INFO

oooDOo

Candidate RPO O OO0 IPOOD OOO0OOUOOOORPOOOOOOOOOOODOOOOO

ooooooo

pi msmd: Cand- RP address i s not

| ocal .

ooooooooo
LOG_INFO

ooog

Candidate RPOOOOO IPOO U0D0OO0O0U0OOOCOOOOOOOOOODODORPOOOOOODOOO

oooodooad
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ooooooo

pi msnd: | nvalid Cand-BSR address.

0oooooo0oo
LOG_INFO

oooo
Candidate BSROO O OO IPOOOO0O0OOOOOOBSROODOOOOOOOOOOOOOO

ooooooo

pi mend: Cand-BSR address is not |ocal.

oboooooooo
LOG_INFO

oooDOo

Candidate BSRO O O OO IPOO 000000000 OOOOOCOOOOOOOBSROOOOODOOO
oooooooo
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010 OoOOoooboooooo

1.10 DOOoOoOooooon

1101 LANOOODODOO

ooooooo

protocol: [<line>] lan port link up

0oooooooo
LOG_INFO

oooDOo
Etherent D OO0 000000000000 ODOOOOOOOOOO

Ooooooooo
<line> oogo

1102 LANOOODODOO

ooooooo

protocol: [<line>] lan port |ink down

oboooooooo
LOG_INFO

oooDOo
Etherent 000 000000000000 ODOOOOOOOOOO

ooooooood
<line> oooo

1103 0ODOOO

ooooooo

protocol: [<line>] line synchronization is established

ooooooooo
LOG_INFO
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oooo

oooooooooooOOoODOOOOOOOODOOO0OO0OOISDNOODOOOOOOOOOObOoOOn
goboooooooobooooo

obooooobooao
<line> goooooo

ISDNOOO0OD0OO0O0000000o0ooo
[<line>]
<line>0OODOOO

gooooo
[com/<no>]
<no>0serial000O0O

1104 OOOODO

ooooooo

protocol: [<line>] line synchronization is failed

0oooooo0oo
LOG_INFO

oooo

0o0o0oooo000oooooooooO0000000000 I1ISsDNOOD0OOO00o0O000o00o000n
gobooooooooboocoooon

oboooooboooao
<line> goooooo

ISDNOOO0OO0OO0O0000000ooooo
[<line>]
<line>O0OOOO

gooooo
[com/<no>]
<no>0serial000O0O

1105 0ODOOO

ooooooo

protocol: [<line>] connected <ch> to <target>(<dial>) by <reason>
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010 OoOOoooboooooo

oboooooooo
LOG_INFO

oooDOo

gooooOoooOOOoO00O0O0oOOoooOOOO0OOODOO0OOOO ISDNOOOPPPOECODODOOO

goboooooogoooo

oboooooboooo
<line> goooogo

ISDNOOODOO

[<line>]

<line>OOOOO
PPPoELD OO

[lan<no>]

<no>0 0000 lanO0O0OO
gooooo

[com/<no>]

<no>0 0000 serial 0000

<ch> goboooooo
ISDNOOOOO

B1 0O B2ch
PPPoED OO

obooood

<target> 0O0OOOOO0OO.0000

<dial> oooooooooiIsbNOoooooooooooooooo

<reason>
oood

forwarding packet
ogoooooood

ProxyDNS
ProxyDNS

MP MPO ISDNOOODODOOO O
manual 0000

keep connection

goooOoOoOO0OO0O0OO0O0OOOoOoOoOoOISbNOO0Oooooooooooo

ooad
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ooooooo

protocol : [<line>] connected <ch> from <target>(<di al >)

oboooooooao

oooo

LOG_INFO

ooooooooOOoO0OO0OO0O000oO0ooooooOoOOoooooOOOO IsDNOOOooOOooooOoOoOoOO
gooooooo

obooooobooa

ooooooo

<line> goooooo

ISDNOOODOO
[<line>]
<line>0OODOOO
gooooo

[com/<no>]
<no>DOserial 0000

<ch> gooooooo

ISDNOOOOO
B1 0O B2ch
obooooo

<target> 000000 O.0000
cooooobooooooooooooboboobo.ooooo Ibo

<dial> goooog

protocol: [<line>] <ch> is decided as <target>

oboooooooao

gooo

64
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<ch>00000000000000O00<target>00000000000000000O0O0O0O ISDN
gobooooooooooobooooooon



o110

goooooooao

Oooooooood
<line> ooooooo
ISDNOOOODO
[<line>]
<line>OOOOO

googooo
[com/<no>]
<no>0serial 0000

<ch> gooooooo

ISDNOOOOO
B1 0O B2ch
obooooo

<target> 0O0O000O0OO.0000
cooooobooooooooooooboboobo.ooooo Ibo

1106 ODOOO

ooooooo

protocol: [<line>] disconnected <ch> to <tar-
get> : charge=<charge> tinme=<ti ne> [ <reason>]

0oooooooo
LOG_INFO

oooDOo

ooooooooOOOoOOOOOOOOOOODOOO00OCDOO0OOOO0O0OD ISDbNOOOPPPOEODO
000000000 00DoOoOoOoIsbNOOOO0O0O00O charge=<charge>0 00000000

oboooooboooo
<line> goooooo

ISDNOOODOO

[<line>]

<line>OOOOO
PPPoELD OO

[lan<no>]

<no>00000 lanOO0OO
gooooo

[com/<no>]

<no>0Oserial DO OO
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<ch> gooooooo
ISDNODOOOO
B1 0O B2ch
PPPOED OO

obooood

<target> 0O0O0OOO0OO0O0O.0000
ocobooooboooboooooooobooboo.ooooo Ibo

<charge>
gbobooooo
gIiIsbDNOOOO0OOoOO0Ooooooooo

<time> O00000dddd.hh:mm:ssO00 0 O

<reason>
goobobboboooobbbooobooog
gooo wrobooooo
same ip remote address exist(<address>)
<address>0 0000 IPOO OO
oooooooo
same user already connected(<user>)
<user>00O0O0O ID
opooooaoo
protocol: [<line>] disconnected <ch> from <tar-

get> : charge=<charge> tinme=<ti nme>

ooooooooo
LOG_INFO

oooDOo

pooooooooOOoOOOOO0O0O0OoOCoOOOOODODOO0O00000000O0000DODO ISDNO
OO0OPPPOEDDOIDOUIDOOOLOOOOOOOOISDNOOOOOOOO charge=<charge>0 00000
ooad

oboooooooao
<line> goooooo

ISDNOODODOO
[<line>]
<line>OOOOO
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010 OoOOoooboooooo

PPPoEDO OO

[lan<no>]

<no>00000 lanOO00OO
gooooo

[com/<no>]
<no>DOserial 0000

<ch> gooooooo

ISDNOOODOO
B10O B2ch

PPPoEL OO

obooood

<target> 0O0O0O0O000O.0000
coooooboooooooooobooboobo.ooooo Ipo

<charge>
opoooooobo
oIsbNOOOOOOoOooooooood

<time> 00000dddd.hh:mm:ssO0 00 O

1107 ODOOO

ooooooo

protocol: [<line>] rejected call from (<dial>) because <reason>

0oooooooo
LOG_INFO

oooo
ooooooooobOOoOooooooOoOOoOoDbOOO0OISbNOOOOooOOOoOoOooooooOoooooon

obooobooo
<line> goooooo

ISDNOOOOO
[<line>]
<line>OOODODO
gooooo
[com/<no>]
<no>0serial DO OO
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<dial> goboooooooooog:-o

<reason>
gooo
permission denied
gooboboboobooboooooo
goooooo
protocol: [<line>] <ch> is not decided as any defined host, but anony-

nmous login is not usable

ooooooooao
LOG_INFO

gooo

goooooooooooooooooobooooobobooooboooboooobooooDObooo
ocooboooooOOboO0o0OoooOooooooOoDbDOOOOOoOobooO ISbNOOOOoOoOooooooooooo
oooo

goooooooo
<line> gbobood
ISDNOOODOO
[<line>]
<line>OOOOO
gooooo

[com/<no>]

<no>0serial 0000
<ch> Oooo0oooooo

ISDNOOOOO
B10O B2ch

obooood

1108 ODOOOOOOO

ooooooo

protocol : autodial |ocked by <name>
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010 OoOOoooboooooo

oboooooooo
LOG_INFO

oooDOo

ooooooooooooooooooOOOOOOOOCOOOODOODOODOOOD ISDNDODOO
PPPOEC 00000 OOOOOOOOOOOO

oboooooboooo
<name> 00000
schedule OOOOOOOOOOOOO

limiter coooooooooisbNooooboooDODODOOO0

redial 3000200000000000000000000O0O0ISDNOOOOODOO
gooao

1109 ODOOO

ooooooo

protocol: callin rejected by <name>

ooooooooao
LOG_INFO

gooo

000000000000 0o00oo00oo0oo0oooooooooIsbNOOoDOOOooooo
gobooooooooo

ooooooooad
<pname> O0O00O

schedule OO0O00O0OO0OOOOOOO

11010 ODOOOODODOOO

ooooooo

protocol : wan <nunber> | SDN connect limt over [<reason>]

ocoooooooo
LOG_WARNING
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oooo

oooooooobOoOOoO0OO0OOO0o0o0o0ooOooooooOOoDOOOOOOOOOOOOISDNOOODODOO
gooooooog

ooooooood
<number>

wan OO 00

<reason>
gobooooooooboooooooboooboooon

charge=<charge>yen
goooooo

time=<day>:<hour>:<min>:<sec>
goooooo

goboooobooooobooooooooooooooooooobooooo
goooooo

11011 CODOOOOOOOOODOOO

ooooooo

protocol: continuous PPP negotiation error <target> : call stop

ooooooooo
LOG_INFO

ooog

goopo3oooooooooboooooooowoOOOobOOoOODOOOOOODOOOODODODODOO
00000000000 0000 ISDNOOOPPPOEDDOOOOOOOOOOOOOOODO

obooooboooo
<target> 0O0O0OOOOO.0000

11012 pPPPOOOOOOOODOO

ooooooo

protocol : <protocol> is closed by <target>

0oooooo0oo
LOG_INFO

70



010 OoOOoooboooooo

oooo

<protocol>OD0 0000000000000 OOOOOOOOO<protocol>0000000O00OOODO
goboooooooboooooooo

oboooooboooao

<protocol>
goobooooooooo

IPCP IPvA0 0000000
IPV6CP IPv6 OO0 0OO0OO0O
BCP gooooooooooon

<target> 0O0OOOOO0OO.0000

11013 0O0O0ODO

opooooaoo
protocol: [<line>] callout failed (dial busy) : de-
tail [<status>/<state>/<reason>(#<code>)]
goooooooa
LOG_INFO

oooo
ooooooooobOOoOoooooooOOoOoOOO0OISbDNOOOOooOOOOoOoooooooooooon

gooboooooo
<line> oooboooo
ISDNOOODOO
[<line>]
<line>OOODODO

googooo
[com/<no>]
<no>0serial 0000

<status> OOO0OOOOO
<state> ooo

<reason>
oood

<code> [OO0O0O0OOOOOOOISDNOOOOOOOOMmMPI7700000000DOOO
OO000000DdetailD0O00OO0OOO0OOOO
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ooooooo

protocol: [<line>] <ch> callout failed (auth rejected)

oboooooooao

oooo

oboooboOoo

ooooooo

LOG_INFO

goboodoooboooboooooobobooobooooooa

<line> goooooo

ISDNOOODOO

[<line>]

<line>OOODODO
PPPoELD OO

[lan<no>]

<no>0 0000 lanO000O0O
gooooo

[com/<no>]

<no>0serial D 00O
<ch> Oooooooono

ISDNODOOOO
B1 0O B2ch

PPPOEC OO

obooood

protocol: [<line>] <ch> callout failed (auth deny)

oboooooooo

oooo

72
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o110

goooooooao

obooooboooo
<line> goooooo

ISDNOOODOO

[<line>]

<line>OOODODO
PPPoELD OO

[lan<no>]

<no>0 0000 lanO000O0O
gooooo

[com/<no>]

<no>D0serial 0000
<ch> ooooooono

ISDNOOCODOO
B1 0O B2ch

PPPoED OO

obooood

ooooooo

protocol: [<line>] <ch> callout failed (negotiation)

0oooooooo
LOG_INFO

oooDOo
pPPOOOOCOCOOOOOO0O0O0O0O0O0O0O0O0O0O0O

oboooooooa
<line> goooooo

ISDNOOODOO

[<line>]

<line>OODOOO
PPPOEO OO

[lan<no>]

<no>0 0000 lanO0O0OO
gooooo

[com/<no>]

<no>0Oserial DO OO
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<ch> gooooooo

ISDNODOOOO
B1 0O B2ch

PPPOED OO

obooood

ooooooo

protocol: [<line>] callout failed (other reason) : de-
tail [<status>/<state>/<reason>(#<code>)]

0oooooo0oo
LOG_INFO

oooo

detail 000000000000 DOOO0O0OO0ODOOOOODOOOOOISDNOOOOOOOOOOOOO
ooooooo

goooooood
<line> goooooo
ISDNOODOOO
[<line>]
<line>0OODOOO
gooooo

[com/<no>]

<no>0serial D 00O
<status> OOOOOOOO
<state> ooad

<reason>
oooo

<code> OO0O0O0OO0OOOOOOISDNOOOOOOOOMmMPI7700000000O00OO
O000000DdetailD0O0O0OOOO0OOOO

ooooooo

protocol: [<line>] callout failed (alert tineout)
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010 OoOOoooboooooo

oboooooooo
LOG_INFO

gooo

0o000oo0o0ooo0oo0o00ooO00ooO000o0000o0o0o0000oo0oo00oo0 ISbN
gobooooooooboobooon

obooooboooo
<line> goooooo

[<line>] <line>O0 0000

11014 0O0OOO

ooooooo

protocol: [<line>] <ch> callin failed (auth rejected)

0oooooo0oo
LOG_INFO

gooo

gooooooO0OOO0O0O0O0O0O0oO0oO0O0oooOoooOoDOobooUOOoooOoO IsbNODOoCOoDOODOOO
goboooooocoooo

goooooood
<line> gooboooo

ISDNOODOOO
[<line>]
<line>OOOOO

gooooo
[com/<no>]
<no>0serial000O0O

<ch> gooooooo

ISDNOOOOO
B10O B2ch

obooood

ooooooo

protocol: [<line>] <ch> callin failed (auth deny)
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oboooooooo
LOG_INFO

oooDOo

ooooooooOoOOoO0OO0OO0OO0oO0o0oO0oboOoooobOOobooOooOOObOO IsbNOOOOObooOODOOO
ooooooooog

obooooboooo
<line> goooogo

ISDNOOODOO
[<line>]
<line>OOOOO
gooooo

[com/<no>]

<no>D0serial 0000
<ch> Oooo0oooooo

ISDNOOOOO
B10O B2ch

obooood

ooooooo

protocol: [<line>] <ch> callin failed (negotiation)

ooooooooao
LOG_INFO

gooo

PPPOO0OOOOOOOOOOOOOOOOOOODOOODOOOOOODISDNOOOOOOOOOO
goboooooooon

oboooooooa
<line> goooooo

ISDNOOOOO
[<line>]
<line>OOODODO
gooooo
[com/<no>]

<no>0serial D000
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010 OoOOoooboooooo

<ch> gooooooo

ISDNOOOOO

B1 0O B2ch
gooooo
11015 O0OOOO
ogoooooo
protocol : [<line>] <ch> disconnected by peer : de-
tail [<status>/<state>/<reason>(#<code>)]

0oooooo0oo
LOG_INFO

oooo

ooooooooOOOoO0O0O0O0000o0ooooOobo0ooOooOooO IsbNOOO0OOoOoooooooobooooon

oooo

oboooooboooa
<line> goooooo

ISDNOOODOO
[<line>]
<line>O0OOOO
gooooo

[com/<no>]

<no>DOserial 0000
<ch> Oooooooono

ISDNOOOOO
B1 0O B2ch
obooooo
<status> O0OO0OOOOO
<state> 0O0O0O

<reason>
oood

<code> [OO0OO0OOOOOOOISDNOOOOOOOOMmMPI77000O0O0OO0OOOOO
O00000O0O0detailO00O0O0O0O0OOOO
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ooooooo

protocol: [<line>] <ch> line error : de-
tail [<status>/<state>/<reason>(#<code>)]

ooooooooao
LOG_INFO

gooo

00o000o0O000oo0O000b0o0oo0ooooIsDNODOO0O0DOooOoOOooooooooooooo

obooooboooo

<line> goooooo

ISDNOOODOO
[<line>]
<line>O0OOOO
gooooo

[com/<no>]
<no>0serial 0000
<h>O0O0OOOOOOOO

ISDNOOOOO
B10O B2ch

obooood

<status> OOO0QOOOOO
<state> ooo

<reason>

good

<code> [OO0O0O0OOOOOOOISDNOOOOOOOOMmMPI7700000000DOOO
O00000O0O0detailO00O0O0O0O0OOOO

ooooooo

protocol: [<line>] <target> is disconnected, because <reason>

0oooooooo
LOG_INFO
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010 OoOOoooboooooo

oooo

ISDNOOOPPPOEOOODOODOOOOCOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ISDNOOOPPPOEOOOOOCOCOOOOOOOOODOO

obooooobooa
<line> goooooo

ISDNOOODOO

[<line>]

<line>0OODOOO
PPPOEO OO

[lan<no>]

<no>0 0000 lanO0O0OO
gooooo

[com/<no>]

<no>0serial 0000

<target> UJUUOOO0OO0OO.0000
<reason>

good

no carrier
O0000oooooboOoOoOogPPPEOOOODOO

PADT received
0000 PADTOODOOOOOOPPPOEOOOOOO

keepalive expired
gboboobobooboooooboooo

11016 0O0OO0O

ooooooo

protocol: [<line>] CALL to <target> by forwardi ng packet: <proto-
col > <sa>(<sp>) - ><da>(<dp>)

oboooooooo
LOG_INFO

oooDOo

0000000000000 00oO0O0oOoooOooOlIPva/ZIPv6OODODODOOOOISDNOOO
PPPOEC 00000 OO0O0O0O0O0O0OODOOO
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obooooboooo

<line>

goooooo

ISDNOOOOO

[<line>]

<line>OOODODO
PPPoE T OO

[lan<no>]

<no>0 0000 lanO0O0OO
gooooo

[com/<no>]

<no>DOserial 0000

<target>- 0000000

<protocol>

<sa>
<sp>
<da>

<dp>

ooooooo

goboooboobooooooobooooobooo

TCP/UDP/ICMP/ICMPV6 D 00O O0O0OO0O0OOOOOOOOOOOOOOOOODOO

odad

goboooooooooo
ooooooooOooooooTeP/UuDPOOOOOO
uooooooobooooo

O000oo0oOoooooooTCcP/UDPOOOOODO

protocol : [<line> CALL to <target> by bridging packet:
<sa>- ><da>

<f or mat >: <t ype>-

oboooooooo

LOG_INFO

ooog

0000000000000 000O000000000bridge@mO0O0OOOOOISDNOOOOOO
gooooooboocoooo

oboooooooa

<line>

80

goooooo

ISDNOODOOO
[<line>]
<line>OOOOO
gooooo
[com/<no>]
<no>0serial DO OO




o110

goooooooao

<target>

<format>

goooooo

oooooooooo

Ethernet Ethernet O O

LLC LLCODO

<type> goooooo

<sa> gooooooo MACOO DO

<da> gooooooo MACOO DO
goooooo

protocol: [<line>] CALL to <target> by <reason>
gooboooooo

LOG_INFO

gooo

goooOOoOoOoO0OOO0O000O000oOOOOODODOO0O00ODOO0OO0OOOISDNOOOPPPOEOODOO
gobooooboooooobo

oboooooooa

<line>

<target>

<reason>

goooooo

ISDNOOOOO

[<line>]

<line>OOODODO
PPPoEDO OO

[lan<no>]

<no>0 0000 lanO000O0O
gooooo

[com/<no>]

<no>DOserial 0000

goooooo

oooa

STP packet

00000 STPOO0OOOOODOO
ProxyDNS

00000 ProxyDNSOOOOOO
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11017 ODOOOODOODO

ooooooo

protocol : <name> is force down

ooooooooao
LOG_INFO

gooo
gobooooboooooooboooooooooooooooboooooooa

obooooboooo

<name> O0000000.00000WANDODODOOO
OooOoooooocLANODODODOO
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010 OoOOoooboooooo

111 000ooobobooooood

1111 CcLLMOO0O0Oooon

ooooooo

fretl: [<line>]

recei ved CLLM <ki nd>) about <renote_nane>(DLCl: <dl ci >)

oboooooooo

oooo

oboooboOoo

1112 pvCOOOOOOO

ooooooo

LOG_INFO

cLLMOO0OOOOO0OO0OO0OO0OO0O0O0O00o0oo0o

<line> oogo

<kind> CLLMOOOOOOOO

<remote_name>

2
3
6
7

10
11
16
17

ooooboogooooo
goooooooooao
goooooooo
goooooooo
goooooooo
goooooooo
gooooooo

gooooooo
obobooooooooboooooboooooobobooo
ocoooooooooooooooooopvCcOObOOOOOODOOOOD

ooooooooo.oooo

<dlci> Ooooooooo bLcl

frctl: [<line>] <renote_nanme>(DLC : <dlci>) becane active

ooooooooo

LOG_INFO
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oooo

pvCOOOO0O0O0O0O0O0O0O0O0O0O0O0O0OOPVCOOOOOOOOOOOPVYCOODOODODOODOOO
oooooooo

ooooooood
<line> oooo

<remote_name>
goooooooo.oobooo

<dlci> ooooooooo pvCcO DLCI

1113 pvCOOUOOOOOOO

ooooooo

frctl: [<line>] <renote_name>(DLCl: <dlci>) becane inactive

ooooooooao
LOG_INFO

gooo

pvCOOOOOOOOOOOODODOOOOOPYCOOOOOOOOOOOPVYVCOOOOOOOOO
gobooooooooo

ooooooood
<line> oooo

<remote_name>
ooooooooo.oooo

<dlci> OoOooooooooo pPvCO DLCI

1114 CcLLMUOOODOOOOOOoOOoOO pPvCOOOOO

ooooooo

frctl: [<line>] <renote_nanme>(DLCl: <dlci>) becane active by CLLMIi ght

ooooooooo
LOG_INFO

ooog
cLLMOOOOOO0OO0OOoOoOooogooopPvCcCOOOOOOOOODOODOOOCODOOO
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010 OoOOoooboooooo

Oooooooood
<line> oooo

<remote_name>
goooooooo.obooo

<dlci> ooooooooo pvCO DLCI

1115 CcLLMUOOODoOooooooooo pPvCcOoOooog

ooooooo

frctl: [<line>] <renote_nanme>(DLCl:<dlci>) becane active by CLLM serious

ooooooooao
LOG_INFO

ooog
cLLMOOOOOO0OO0OOOOoOoOoooopPvCOOOOOOOODOODOOOOCODODOO

ooooooood
<line> oooo

<remote_name>
ooooooooo.oooo

<dlci> goooocooooo pvCcoO DLCI

1116 CLLMUOOOOOOO0OOO0OOOOOODOOOOOOOOOPVYCOOOODOODO

ooooooo

frctl: [<line> <renote_name>(DLCl: <dlci>) becane inactive by CLLM stop

oboooooooo
LOG_INFO

oooo

cLLMO00000000000000000000000C0 pvCOOODOODOOOOCODODOODODOO
oooo

ooooooood
<line> oooo

<remote_name>
goooooooo.oobooo

<dlci> OoOooooooooo pPvCO DLCI
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1117 T2000000000000 PVYCODOOOO

ooooooo

frctl: [<line>] <renote_name>(DLCl: <dlci>) becane active by T2-
timer timeout

oboooooooao
LOG_INFO

oooo
cLLMOOOOOOT2000000000000PVCOODOOOOOOOOOOODOOOOO

Ooooooooo
It;line> gooo

<remote_name>
gobobooooboo.oboo

<dlci> ooooooooo pvCcO DLCI

1118 pvCOOOOOOOOOOOOOODO

ooooooo

frctl: [<line> PVC link was di sconnected

0oooooo0oo
LOG_INFO

oooo

pvCOOOO0O0O000O000O0O0O0O000O0O0O0
go0d40000000000O0O0CCOOOOOMOO0O0OOO0ODOODOOOODODOOOOOODOO
oooooooo3ooooooooooboobooboobooon

Ooooooooo
<line> oogo

1119 pvCOOOOODOOOOOOOOODOODOOOO

ooooooo

frctl: [<line> PVC link recover
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010 0000000000

ooooooooo

gooo

goooooooo

LOG_INFO

pvCOOOO0O0O0O0O0O0O0O0O0O0OOOODOOOOODOO
j0ooooooooooooOoO0dooooooOOo0Ooooooooog

<line> oood
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1.12 PPPOEOUODDOODO

1121 PPPoE0 O0ODOOO0OOOODOO

ooooooo

protocol: [l an<no>] PPPoE Di scovery failed to <target> : rea-
son=<r eason> st at e=<st at e>

oboooooooo
LOG_INFO

oooDOo

PPPOEOO ODOOOCODOOOOOPPPOENONONOIOOOOOOOOOODODOOOOODOOOODODOO
ooooodod

obooooboooo
<target> 0O0O0OOOOO.0000

<reason>
oood

sync failed
goooo

datalink config error
goboooboobobobooog

wait timeout
O0oOo0oo0oo0oo0oo0oooboooooooboooba

negotiation error
gobooooooooo
<state> PPPOEO OO OO

Initial oooo

waitPADO
PADOODODOO

waitPADS
PADSODOODO
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010 OoOOoooboooooo

113 00000 0ooooono

1.13.1 ProxyDNSO OO DNSOOODO

ooooooo

proxydns: rejected by <no> : QNAMVE [ <type>: <gnane>] from <i paddr>

0oooooooo
LOG_NOTICE

oooDOo
Proxy DNSOOOOOOOOOOOODOOOOOOOOOOOOO

gooboooooo
<no> reject 0000 proxydns OO OO0 O0O0OOnO

<type> 00000000

<gname>
goooooooo

<ipaddr>
gopooocooimwroooo

1.13.2 ProxyDNS O OO unicode DNSOOOODO

ooooooo

proxydns: rejected by unknown character : QITYPE [<type>] from <i paddr>

ooooooooo
LOG_NOTICE

oooDOo
Proxy DNSOOOOOOOOOOOODOOOOOODOOOOOOO0O00000o

ooooooooo
<type> 00000000

<ipaddr>
dooooooiwrooono
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1133 IPOOD0OOOOOOOOODOO

ooooooo

protocol: rejected at filter(<name>.<no>) : <P> <SA>:<SP> -> <DA>: <DP>

ooooooooo
LOG_NOTICE

gooo
iPOO00O0OO0OOOOOOOOOOOOOOOOOOOCOODOO

oboooooboooo
<name> O00000O0O0WANOOOOCMM
oo0oOoOoOoOoOoOOLANDODOOOODOOOOODOOOOO

<no> ogoooooooood

0o0oooOo I PO00O0O0O0OO0OOO0O0ODODOODOOODODOO0ODOOO0OOOOOOO0OO
OO0O0D0O0oO0oOoOOOOlanipfilter defaultD O O O remote ip fil ter defaultD O O O template
ipfilterdefaut OO 0000000000 O00O® default” 00000000

goooooooooboooooooboooooboooooboooooon

same address
source/destination0 000000 OO

tiny fragment
tiny fragment 0 O O

overlap fragment

overlap fragment O O O

<p> OCoOO0OoOOOOTCRUDRICMRIPOOOOOODO
TCPO SYNOOODOOOOOTCPSOOODOOOODO

<SA> ooowoooo
<SP> OooooooooooooooooTecPOOO UDPOOODO
<DA> ocooiwoood

<DP> O000ooOoOoooooOoOooooTCPOOOUDPOOOO

1134 PPPOODOO

ooooooo

protocol: rejected call from <target>(<dial>) by PPP:<reason>
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010 OoOOoooboooooo

ooooooooo
LOG_NOTICE

oooDOo
pPPOOOCOCOOOOOO0O0O0O0OOOOOOOOOOO

oboooooooa
<target> 0O0O0O0OO0OOO.0000

<dial> gooooooo

<reason>
goooog

authentication rejected
gooboboobogoog

wrong account(<id>)
000000000 <id>0 IDO00O0O0O0O

1135 DHCPUOOOOOO OOOO

ooooooo

dhcpd: Server allocation <ip_address> to <nmac_address>

ooooooooo
LOG_NOTICE

oooDOo
DHCPOOOO DHCPOUOOODOOOOOOOOOODOOOOOOOOOD

oboooooooa

<ip_address>
DHCPOOOOODOODODO IPOOODO

<mac_address>
DHCPOODOOOODO MACOO OO

1136 IpveO 000000 OO0OOODO

ooooooo

protocol: rejected at filter(<name>. <no>) : <P> <SA>(<SP>)

-> <DA>(<DP>)
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oboooooooo

oooDOo

oboooooooao

LOG_NOTICE

lpve0000000D0OOO0OODODOOOOODOOOOOODOO

<name>

<no>

<p>

<SA>
<SP>
<DA>

<DP>

ooooOOOOWANDOOOOMmM
ocooooOoOOOOLANDODOOOODODOOODODOOOOO

ooooooooooo

goooogIpveOOOOOOODODOOOOOOOODOOODOOODDDOODOODOO
00000000000 lanipé6 filter defaultD O O O remote ip6 filter default O O O
template ip6 filterdefault 000000000000 0O0O0OO default” OO0OOOOOO

goodooobooooboboooooobooooooooooooon

same address
source/destination 0 000000 OO

tiny header

tiny header 0 O O
tiny fragment

tiny fragment 0 0O O

overlap fragment

overlap fragment 0 O O

default restrict
gooooooooooo

00000000 TCRUDPICMPVE, 00 DO0OOOTCPO SYNOOOOOOOOO
TCP(S)DDODOOOO

oooOIPvedO OO
ooooboooooooooooooTecpPOOO UDPOOODO
ooolIpveOO OO

OoooboooooooooooooTecPOOO UDPOOODO

1137 NATOOOOOOO OO

ooooooo

protocol: rejected at NAT(<nane>. <reason>) : <P> <SA>:<SP> -> <DA>: <DP>

ooooooooo
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010 OoOOoooboooooo

oooo

NATOOOOOOO0O0O0O0O0O00000000o0o0ooOoO0000000~O0

obooobooo

<name>

<reason>

<p>

<SA>

<Sp>

<DA>

<DP>

goooooo

good
goodoooooooboboooooobobooboooooooooon

tiny fragment
tiny fragment 0 O O

overlap fragment

overlap fragment 0 O O

OooocOoOOoOooTCrRUDRICMPIP,OOOOOODO
TCPO SYNDOUODOODOOOTCP(S)UUODOOOOO

oooiwoooo
OooooooooooooooooTecPOOO UDPOOODO
ooowoooo

oo0oooooooooooooooTcPOOO UDPOOOO

1138 NATOOOOOOODO

ooooooo

protocol : NAT:table: <P> <SA> -> <DA>: <DP>

oboooooooo

LOG_NOTICE

oooo

NATOOOOOOOOOOOOOOooOooooooooOoOOOOOOO0OO0

obooobooo

<p>

<SA>

<Sp>

<DA>

<DP>

OoOOOoOO0OO0OTCRUDRICMRIPOOOOOODO
OONATOOOOOOODOOODODODODOALLOOOOOO0O0O0

ooowoooo
oooooooooooooooooTecPOOO UDPOOODO
ocooiwoood

O000ooOoOoooooOoOooooTCPOOOUDPOOOO
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1139 IpveDHCPOOUODOODOODOODOOO

ooooooo

dhcp6sd: Server del egation <prefix>/<prefixlen> to <interface>

ooooooooo
LOG_NOTICE

gooo
IPv6e DHCPOOOO IPv6 DHCPOO OO DO O IPv6 O 0000000 O0OOOODOOOOOOO

oboooooboooo

<prefix>/<prefixlen>
IPv6 DHCPOOOOOOOOOOO IPv6O0O0O0O0ODO

<interface>
Oooooooo
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010 OoOOoooboooooo

1.14 IPsec/IKEOOOODOO

1141 ISAKMPSAOOOOOOOO

ooooooo

i saknp: not acceptabl e <etype> npde

0oooooooo
LOG_INFO

oooDOo

goooooooooobooooboobooobobooooobboobooboOoobbboOoobOoDOobOOOooo
O ISAKMPSAOOOOOOOO0O0OO0O0OOOOOOOOOOOOODOOOOOO00O0ODOO0O0oo
gooooooooobooobooooo

obooobooo

<etype> 0O0O0OOO
O000o00ooooooooo

1 Base

gobooooooooooo
goboooooooobooboobooobboooboooo

2 ldentity Protection
4 Aggressive

ooooooo

i saknp: invalid encryption algorithm<algorithne

oboooooooo
LOG_INFO

oooDOo

oboboooobooobooooobooooooboooOoOooboooooooobooboobooboooobobooboOooon
ISAKMPSAOOOOOOOOOOOOOOOODOOOODES-CBCO3DES-CBCOAES-CBCOOOOODO
gobooooobooooooboooooon

95



goooooooo

<algorithm>
gooooboo
gooooooobooboooboooog

2 IDEADOOODOOOO

3 Blowfish O ODoooooO

4 RC5-R16-B640 0000000
6 CASTOODOOOOODO
goboooooboooo

1070000000
gobooooooooobooooobooboobooooboooooooboooDbboboOoDbo

1 DEDCBCOOOOOOOO
5 3DECCBCOOOOOODODO
7 AES-CBCOOOOOOOO

ooooooo

i saknp: invalid hash al gorithm <al gorithne

ooooooooo
LOG_INFO

gooo

goboodoooooooboooooooboobobobbOOooobboboobbboboUobobDOODbobOOoOoDo
O ISAKMPSAOOOOOODOOOODOOOOOOOOOMDSOSHADOOOOOOOOOOOOOO
gobooooobocooooboo

oboooooooa

<algorithm>
gooooboooboo
goooooooooobbbooboobo

3 TigerOOOOOOOOOO
goooocoooooooo

1030000000
gobooooooobooobooooobobooboooooboboobooooboOobOoboOoooboooon

1 MD5OOOOOO
2 SHAOOOOOO
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010 OoOOoooboooooo

ooooooo

i saknp: invalid authentication method <method>

0oooooo0oo
LOG_INFO

oooo

go0ooO0o0ooooooooOOO0OC0OOOO0OCOOO0OO0O00O0OODODOODODODODOO ISAKMPSA O
0000000000 00O0O00D00O00OUODOOPressharedkeyD 00000000 OOOOOOOOO
ooooooao

obooobooo

<method>
oooo
go0oo0oooooooooo

2 DSSsOOO0OO0OOO
3 RSAOOOOODO
4 RSAOOOOODO
5 OO0 RSAODOOODOD

goooooo
1050000000
goboooboboooobooooobooooooooboooboooooooooa

1 goooocoood

ooooooo

i sakmp: invalid DH group type <group>

ooooooooo
LOG_INFO

ooog

gooooobooooooooboooobooooooobboooobooobooooobooboobbooooo
ISAKMPSAODOOOOO0O0OODOOODOO0O0O0O0O0O0O00ORFC240900000000000 MODPODOOO
goobooboooooooobooboobooooo
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obooooboooo

<group> UOOOOOOO
O00oo0ooooooooooooo

2 ECPODOOOOODOO
3 EC2NOO0O0O00000
goooogo

1030000000
goboooooooooooboooooboobooooboobooobObooboboOoboooooo

1 MODPOOOOODODOO

ooooooo

i saknp: ignore the packet, expecting the packet encrypted

ooooooooao

LOG_INFO
gooo
gooooooooooooobooooooooooobooboobooooooboooooobooooobooboooo
ooooOoOOo0oOoooOO000000ISAKMPSAODOOOOODOOOOOOOOODODOOOOOOO0OO
gobooooooooboooooooooooooooooooooobobooboon
ooooooo

i saknp: Expecting | P address type in main node, but <type>

oboooooooao
LOG_INFO

gooo

MainO OO O0OO0OO IDOD0OOOO IPO0O0OO0O0OOOOOOOOO0OOOOOOOOOOOOO
000000000000 ISAKMPSAOOOODOOOOOOOOOO Pre-sharedkeyD O OOOOQO0O
Oo0IDO0O0OO0OOOO0OOIPVAOOOOOIPV6OODODOOO0O0OOO0DOOO0OOOOOOODO

oboooooboooo

<type> IDOCOO
oooooooooo iibooo

1 IPv4a00 00O
2 goooooood
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010 OoOOoooboooooo

goooocooo

IPvAOD0 000000000
IPv6 00 00O

Ipv600 000000000
IPvAO0 OO0O0O0DOO

Ipv6 00 O0000OOO

© o0 N o o b~ w

OOo0OOO0O0OO Xs010000 DER

gooooood

10 0000000 X5090000 DER
gooooooo

11 ooiiboo

oooIibooo

10110000000

ooooooo

i saknp: give up phasel negotiation. <local> -> <renote>

0oooooooo
LOG_INFO

oooDOo

ISAKMPSAOOOOOOOOOOOOOOOOOOOOOOOO0O0O0OOOOODOOOOOOOOOO
gooooooooboooooooooooboooboobOooboooobOoOoOobooooOooobOboboOoDbDOOoo
uooooooboooooobooooooboooooboO0obOOoOoboOooobOobOOoOobOOOobObOOO0ObOODOOO
oooooooo

obooooboooao
<local> IPsecO00000000OOO0O0OOOODOOIPOOOOOOOOOOOOOO

<remote>

Ipsec000000O00OO0OOO0ODOOOOOCO IPOOOOOOOOOOOOOOO

ooooooo

i saknp: phasel information overfl ow.

0oooooo0oo
LOG_INFO
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oooo

ISAKMPSADOOOOOOOOOOOOOOPhaselJODOOOOOOOOOOOOOOOOODOOO
0000000000000 0 IPse/IKEDODOODOOOODOODO IPsecSADDOOODOOOOOODODOO
goboooooooooooboooooooooboooooooboOobOOoUobObOoObbO0oUDbOOO

1142 IPsecSAOOOOODOODO

ooooooo

i saknp: invalid transformid=<id> in <protocol >

0oooooo0oo
LOG_INFO

oooo

ocoooooooooooooooboboooboooOobO IDOOOOOOOOOOOODOOOOODOOO
OlIPsecSAODODOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOODOOODO IDOO
gbobboooobooooobooooooobooooooooboboooboooooboood

obooobooo

<id> 0ooooooo IibbooooooooboooDo
protocol O ISAKMP O O
doooooooooo Ib
10000000
dodooodooooo I bOoob0O0O0O0O00O0b0O0O0OO00OO0DbOUODODbOobOODOO

1 IKE

protocol O AH O O
Jooooooooooooooooo ID

3 DESOOOOOOOO

goooooooogo b
1030000000
ocooooooooooomobbbboobobooooooooooooooooooDoDb

2 MDsOOOOOOOD
3 SHAOOOOOOOO

protocol O ESP O O
Jdooooooooooooooooo ID

DESIve4 DO O0OOOOOO

1

4 RC5O00000O0OO
5 IDEADOOODOOOO
6

CASTOODOOOOODO
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o10

gooodgooooon

goooooo

9
10

BlowfishO OO OOGOooO
OooOO0OIDEAOODOOOOOO0
DESIV32O00000000
RCAOOOOOODOD

ooooooooogo b
10120000000
ocooooooooboooOobobOObOOO0OO0OO0O00O0oOooOoooooooooooDODb

2

DESOOOOOOOO

3 DESOOOOODOODO

12 AESOO0OOOOOO
<protocol>

goood

1 ISAKMPO OO OO

2 goooooo

3 gobooooo
i saknp: invalid encryption nbde=<node>

ooooooooo

gooo

goooooooo

LOG_INFO

goooooboooooboobooobooboobooOoOoOoOoobObOoOOoobobooobobboboobboOooo
IPsecSAOOOOOOOOOOOCOOOO0O0O0O0O0OOOOOOOOOOOOOODODOOOOOODO
ooooooooo

<mode>

ooooooo
gbbooooooobooooobooao

2

gooooooooo

goboooboodd
1020000000
goboooooooooooboooooboooooboooobobooboboOoboooooon

2

goooodd
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ooooooo

i saknp: invalid authentication al gorithnr<al gorithne

ooooooooao
LOG_INFO

ooog

goooooboooobooobooobooooboobooboooOooooboooooOoooboboooboobooobobooooo
IPsecSAO00O0O00O0O0OOOOOOOOOOOOOHMAC-MD5HMAC-SHA1OOOOOOOOOO
gobooooooooboocoooon

goooooooo
<algorithm>

gooooboo
gooooooobooboooboooog
3 DESMACOOOOOOODO
4 KPDKOOOOOODOO
gboboogoobgoobog
1040000000
gbooooobobobobobooboboboboooobobobobobobobo
1 HMACMD50000000O
2 HMACSHAOOOOOOOO

ooooooo

i saknp: give up phase2 negotiation. <src_addr> -> <dst_addr>

ooooooooao
LOG_INFO

oooDOo

IPsecSAOO0O0O0O0OOOOOOOOOOOOOOOOOOOOOOODOOOOODODODOOOOO0OO
goboooooooooooboobooooooooooooooobooooooooboooooobooOoa
goboooooooooboooooboobooooobooooooobobooo

obooooDboOoo

<src_addr>
IPsecO0 00 0000O0OO0O0OOODOODOOIPOOODO

<dst_addr>
IPsecO0 0000000 DOOOODODOODOODOOIIPOOOO
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010 OoOOoooboooooo

ooooooo

i saknp: phase2 information overfl ow

oboooooooao

LOG_INFO
oooo
IPsecSAODOODODO00O0O0O000Phase20000000000000000000000000
00000000000 IPse/IKEDODOOOOOODOOD IPsecSAOOOOODONODOOODNOOOO
0000000000000000000000000000000000000000000
0ooo0ooo

i saknp: | Psec SA protocol id msmatched.

oboooooooo

LOG_INFO
oooDOo
IPsecSAOD 000000000 0O0O0O0O0O0O0O0O00O0 IPsecSAODOOOOOOOOO0O0O0O0O0OOOO
OO0O0O0OOoOIPsecSAOOOOOOOOOOODOOOOOOCOOOOOOOOOOOOOOO
ooooooo

i saknp: | Psec SA encryption al gorithm m smat ched.

oboooooooao

LOG_INFO
oooo
IPsecSAOOO0OO0O0OO0OOO0OOOOOO IPsecSAODOOOOOODOOOODOOOOOOOOOOO
OO0OIPsecSAOOOOODODOODOOOODOOOOOOOOOO0DOOOOOO0O0O0OOO
ooooooo

i saknp: | Psec SA authentication al gorithm m smat ched.
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oboooooooo

LOG_INFO
oooDOo
IPsecSAOO0O00O000O0O0O0O0O0O00O0O0IPsecSAOOOOOOOOOOOOO0O0O0O0O0O0O0O0O0O0O
OOIPsecSAOOOOODDOODOOOODOOOOOOOOOOOOOOOOOOOOO
ooooooo

i saknp: | Psec SA pfs group m snat ched.

oboooooooao
LOG_INFO

oooo

IPsecSAO PFSOO0O0 DHOOOOOOOOOO IPsecSAO DHOOOOOOODOOOOOOOO
OOoOoOO0OIPsecSAOODOOOOOOOOOODODOOOOOOOOOOOOOOOOOOODO

1.143 ISAKMPO IPsec O O

ooooooo

i saknp: invalid value of DO O0Ox<doi >

ooooooooo
LOG_INFO

ooog

ooo0DOIODOO0000000ooo0oooobOoOooDO ISAKMPSAO OO IPsecSAOOOO
00000000000000 SAOO0OOOODOIO IPsecDOIDOOOOOOOOOOODO

obooooboooo

<doi> DOI
gooooool OO OODOO

ooooooo

i saknp: invalid situation Ox<situation>
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010 OoOOoooboooooo

oboooooooo
LOG_INFO

oooDOo

0000000000 0000000 Sitvwation0 0000000000000 OO0OOOOOOO
ISAKMPSA O OO IPsecSAO0 00000000 OO0OOOOOOO SAODODOOO O Situation O
SIT_IDENTITY_ONLYOOOOOOOOOOOOO

Ooooooooo
<situation>
situation
00000o0gooo Situation
00000002 OJOO0OO0OOOOOOO SAOOO0OOOOOOOOOOO0OOODOOOOOOOOO
O0O0o0oOooono
00000004 ODOO0OO0OOOOO0OOO SAOO0OOOOOOOOOO0OOOODOOOOOOOOO
Oo00ooooooooo
0O 00O situation
000000010 0000000201 00000004 0 00O OO0
0000 SivationOO OO OO0OOOODOOODODODOOODOOOODOOO

0000000x O OO IDOOOOOO SAOO0O0OO0O0O0O000000O0

ooooooo

i saknp: invalid protocol id <id>

0oooooooo
LOG_INFO

oooo

ooo0oooooooooooooooOooOoDO IDOO0DOoOoOoOoOoOOOOOOOOOObOOOOO
ISAKMPSADODODO IPsecSAOOOCCOCOOOOOO0O0O0OOOOOODOOOOODOOOOOODOODOOO
O IDO ISAKMPOAHOESPOOOOODOOOOOOOO

obooobooo

<id> ooooo b
o00oo0ooooooooooo Ib

4 goooooo

oooooooo b
1040000000
ooooooooo i booobooooboOoOooooooooooooooDoDo

1 ISAKMPO OO OO
2 IPsecO0000OOO0O
3 IPsecO0000OO0O0O
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ooooooo

isaknp: invalid life type <type>

0oooooo0oo
LOG_INFO

oooo

O00 Life0 00 000000000000 0OO0OOO0OOOOO ISAKMPSADOOO IPsecSAOOOO
0000000000000 00O0ORFC24090 00000000 LifeODO0OO0OO0ODOOOODODOOO
o

obooobooo

<type> Life0O OO
gooooooo b
1020000000
0000 Life0 0000000000000 OOOOODOOOOOOOOOO

1 goo
2 goooooo

ooooooo

isaknp: invalid attribute type <type>

0oooooo0oo
LOG_INFO

oooo

goooooboooooooobooooooooooooooooboooooboOoobOobooDboo
ISAKMPSADODODO IPsecSAOOOCOOOOOO0OOOOOOOOOUOOOOOOOODOODOOD
RFC24090 0000000000000 O00O0O0O0O0O0O0O0OOOOOO

oboooboOoo

<type> goood
ISAKMPSAOOOOOOOOOO
O0ooooooooooooo

8 ocooooboz200000
9 oooooOo0O ADQOOOO
10 ocoooooBOOOOO
15 goooooooooo
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010 0000000000

goooooo

goboooood
10150000000

goboboooooooooboooooobooboooooboboooooooonoa

1 gobooobooo

2 goooboobooo
3 gooo

4 gpoooooo

5 goooooo

6 gpooboobooboooboo
7 goooooo1

11 Life0O OO

12 LifeOOOO

13 prf

14 oo

IPsecSAOO0OOOOOOOO
gboboooooooboobooooo

7 gooooooooo

8 oooooooooooa
9 gooooood
gooooo

ooboooooo
1090000000

gobboboooooooboobooooobobooboooooboboooooooonoa

LifeO OO
LifeOOOO
goooooao

1

2

3

4 ooooooo
5 goooocooo
6

ag

i saknp: invalid group description=<group>

goooooooo

LOG_INFO
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gooo

gooooobobooooboobooboboooobooobobodboOoOoobobooobobooboobbooOooon
ISAKMPSADODODO IPsecSAOOCOCOOOOOO0OOOOOOOOOUOOOOOOOODOODOOD
RFC24090 000000000000 OOO0OOOOOOOOOOODOODO

oboooboOoo

<group> O OOOOOO
ooooooooooooooooo

3 EC2N[27155] 00000 000
4 EC2N[27185] 00000 000
0000000000

1050000000
gobooooooooboooobooooobooooobooooobobooobobooboooooon

1 768000 MODPOOODO
2 1024000 MODPO OOO
5 1536 000 MODPO O OO

ooooooboo

i saknp: ignore the packet, received unexpecting payl oad type <group>

ooooooooo
LOG_INFO

gooo

gooooooboooooboooboooooooooboobooboobooooboobooboooooDboboboOooon
0000 ISAKMPSAOOO IPsecSAOO0OO0OO0OOOOOOODOOOOOOOODOOOOOOOOOO
gooocooobooooooboooooon

ooooooooo
<group> 00000000

noned 00O OO
SAO0D0OO00O00O0
goooooooocooooo
goobooooboocoboobooo
ooooooooooo
IDOOOO0OOOO0
ooooooooooo
gooooooodoooao

o N o o B~ W N +— O

goooooooboood
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010 0000000000

9 gooooooboobooo

10 Nonce O OO OO OOO
11 gobooboooboboo

12 gooooooboobooo

13 Oooo0 1Iboooooooo

goboooooooo
00 130000000

goooooo

i saknp: received invalid next payl oad type <receive_type>, expect-
i ng <expect_type>

ooooooooao
LOG_INFO

gooo

gobobooooboooboooboooooobobooooboOoOoOobOoU0bOOODbObOObObO0ObLDbObOObOOOOO
OO00O0OC0COOOISAKMPSAOOO IPsecSAOOOOOOOODOOOCOODOODOOODOODOOCOCOOOO
gobooooooooboocooooobobooooonon

gooboooooo
<receive_type>

goboboobooboooog
nonedJ O OO0
SAODOOOO0OOO
gooooooooboooboobo
gooobooboooooobobo
gooboobooood
IDOOCOOOOOO
goobogoboooog
gbobobooboooog
gbooooooooboobo

© 00 N o 0o b~ W N B O

gooooooooo

[uny
o

Nonce 00O OO0 OO0

[uny
[

goooocoooogo

[uny
N

gooooooooo
13 ooo iboooooOooo

goboooooooo
00 130000000
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<expect_type>
gobooooboooooooo

1 SAODOOODOOOD
8 goooooooboooo

ooooooo

i saknp: HASH mi smat ched si de=<si de> exchange type=<type> status=<status>

ooooooooao
LOG_INFO

gooo

goboooooooooboooooooooooobooooooooboooooboooboooooo
OO0 ISAKMPSAOOO IPsecSAO0O0O0O00O0O0OOOOCOOOOOODOOOOOOOOOODODOOO
goboooooooooooobooobobooobooooooooooobooooooooooooOoa
0000000000000 00000000O0O0OAggressivel 0000000000 O0OOOOOO
goboodd

Oooooooood
<side> opoooo

0 ooooooboo
1 oooood

<type> ISAKMPOOOOO

2 Identity Protection O O
4 Aggressive 0 O
32 Quick OO

<status> ISAKMPOOOOODO
Identity Protection 0 00 00O0O0OOOO

7 dO0Q0OooOoCOO
Identity Protection 0 000000 OO0
5 dO0Q0OOoOoCOO
Aggressive 00000000000

3 lrd0O00O0OOOOO
Aggressive 0000000000

3 2st00000COOO
QuickDOOOoooooogo

5 stODO00O00O00OO
QuickDOOOoooooo

1 stoooooooOn
5 2st0000000O0
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010 OoOOoooboooooo

ooooooo

i saknmp: psk m smat ched.

oboooooooao

LOG_INFO
oooo
ISAKMPSAOOOOOOOOOD0O00O0O0O0O0O0ON0O0O0ONON00ONONO0N0NON0NOooooooo
00000000000000000000000000000
000o0ooo

protocol : weak key not usable for des-cbc encryption.

ooooooooao

LOG_INFO
good
IPsec SA O des-cbc 0 000 RFC24090 Appendix ADODOODODDOOO weakkeyO OO QOO OQO
O0O0O0Odes-cbcO0O00O0O RFC24090 AppendixAD DO OOOUOOOOOOOOOIPsecSAOCODOODO
goobogooobobooboobo
goooooo

protocol : weak key not usable for 3des-chc encryption.

oboooooooao
LOG_INFO

oooo

IPsec SA O 3des-cbc 0 00O O RFC2409 0 Appendix ADOOOOOOO weakkeyOOOQOQOQOOGO
000003des-cbcO000O00ODOOOO 8000000 3000000 OOODO300O0OOOOOO
RFC2409 0 AppendixAOOO0OOOOOOOOOODOIPsecSAOOUIUOOOOUOOOUOUOOOOUOO
gog
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1.144 \KEODODOOODOO

ooooooo

i cmpwat chd: | KE session watching host is up. [<target>]

ooooooooao
LOG_INFO

gooo
IKEOOOOOOOOOOouooooooooooooooooooooboono

obooooboooo
<target> 0O0OOOOO0OO.0000

1.145 IKEOODOOODOOOOO

ooooooo

i cmpwat chd: | KE sessi on watching host is down. [<target>]

oboooooooao
LOG_INFO

oooo
IKEOOOOOOOOOoooooooooooooooooooooboboobobobooo

oboooboOoo

<target> 0O0OOOOOO.0000
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010 OoOOoooboooooo

115 J0doooooooboooon

ooooooo

i cmpwat chd: ap wat chi ng host is down. [<target>]

ooooooooo
LOG_INFO

ooog

gbooooooboooooooooboooooooboboooboooobooboOooboooooboobooo

obooooobooao
<target> 0O0O0O0O000O.0000

ooooooo

i cmpwat chd: ap wat ching host is up. [<target>]

oboooooooao
LOG_INFO

gooo

goobooobooboooooboooooooooboooooooooooboooooboog

obooooboooo
<target> 0O0OOOOOO.0000
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1.16 DODOO0OODDODOOOOO

1161 0ODOOOOO

ooooooo

protocol: lan <no> bridge is not attached: cannot use bridge on vlan

0oooooooo
LOG_INFO

oooDOo

vienOOOOOOOOOOOOOOOoOooooOooO lanOD0OO0O0O0O0OO0OO0OOODOOOOOODOOO

goooooooo
<no> lanO OO0

ooooooo

protocol: lan <no> bridge is not attached: this lan is bound by vlan.

ooooooooao
LOG_INFO

ooog

vienOOOOODOO0OO0OO0OO0O0O0O000o0o00oo0O0o0ooo0oo0 lan000OO0OO0OO0DOOOOOO
oooodooad

goooooooo
<no> lanO 0O OO

ooooooo

protocol: lan <no> bridge is not attached: two or nore lan inter-
faces are included in the sane group in IP bridge node.

ooooooooao
LOG_INFO
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010 OoOOoooboooooo

oooo

IPO0CO0OOOOOOOOOO lan0000000O0O0O0O0OOOO0O0O0O0O0OOO0lanOOOOOO
gobooooooboooooboo

ooooooood
<no> lanO 0O OO

ooooooo

protocol : <interface> STP is disable : STP cannot be used except group O.

0oooooo0oo
LOG_INFO

oooo

oooooooo oooooooobooooosTpOOOOOOOOOOODODOOODODODOSTPOOOO
gobooooooog

obooooobooa

<interface>
Oooooooo

ooooooo

protocol: <interface> STP is disabl e: STP can-
not be used on vlan interface.

oboooooooao
LOG_INFO

oooo
vlenOOOOOOOO STPOOOOOUOOOOOOODOOOOOO STPOODOOOOODOOOOODOO

oboooboOoo

<interface>
oooooooo

ooooooo

protocol: |lan <no> backup is not available: no line
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oboooooooo
LOG_INFO

oooDOo

oo0o0ooo0o0oooooood lan0O0 lan0O0O0O0O0OO0OO0OO0OOOO0OOODOOOOOOOOO
ooo

e lanbackup 0000000 COOOOO EthernetOOOOO

obooooboooo

<no> lanO OO0
opoooooo

protocol: lan <no> backup is not available: this line is already bound
goooooooao

LOG_INFO

oooDOo

lanbackup 0000000000000 COODO lan00000O00O0O0C0OOO0OOOOOOOOO lan
gobooooooooocoooon

ooooooooo
<no> lanO OO0

ooooooboo

protocol: lan <no> recovery is not available: cannot define recov-
ery nmode on vlan

ooooooooo
LOG_INFO

oooDOo

vianOOOOOOOO recovery 0000000000 lanO00O0O0OO0OOOOOOODOOOOOO
goooo

goooooooo
<no> lanO OO0
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010 OoOOoooboooooo

ooooooo

protocol : wan <no> is not attached: no sufficient resource

0oooooo0oo
LOG_INFO

oooo
pPPOOOOCOOOOOO0O0O0O0O0O0O0O0O0O0OO0O0OwanOOOOOOOOOOOOOOODOO

obooobooo

<no> wan O OO0

ooooooo

protocol: lan <no> is not attached: no line

ooooooooo
LOG_INFO

ooog
000000000 0oDO0U0O00 lanO00O0OO0OOO0OOOOOODODOOO

e lanbind 000000000 OOOO EthernetOOOOO

obooooobooa

<no> lanO 00O

ooooooo

protocol: lan <no> is not attached: this line is already bound

0oooooo0oo
LOG_INFO

oooo

lanbind 00 0000000000000 O0 lan00000000O00O00OO0OO0O0OOO0OO0OO lan

goboooooooooboooooon
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obooooboooo

<no> lanO 00O
opoooooo

protocol: lan <no> is not attached: no line to bind fromvlan
goooooooao

LOG_INFO

oooDOo
O0o0o0oooo0o0ooOoOoo0 lan0OO0OOO0OOOOOOOOOOOO

e vVianOOOOODOOOOOOvIanbindOOOOODOOOOODODOOOOOODOO
e vVlanOOOOOODOOOOOvIanbindOOOOOOOOOODOOO EthernetOD 0O 0O

oboooooooao

<no> lanO 0O OO

ooooooo

protocol: lan <no> is not attached: cannot bind vlian to vlan

ooooooooao
LOG_INFO

gooo
ooooooUooood lan00O0O0O0OO0OO0OOOOOODOOOO

e vVlanOOOODOOOOOOOOvIanbindOOOODOOOOO vlanOOOOOOOOOOO

obooobooo

<no> lanO 0O OO

ooooooo

protocol: lan <no> is not attached: dupli-
cate vid and bind with |an <ot her_no>

ooooooooo
LOG_INFO
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010 OoOOoooboooooo

oooo
oooOoooOo0oUoOoO0 lanOOO0OO0OO0O0OOOOOOOOOOO
e J0OIO0OOOOUOLOLDUOOOOOVIANOODUOOOUDDOODODO VLANIDOOOOOOOOO

obooooboooo

<no> lanO OO0
<other_no>
lanO0 00O

ooooooo

protocol: wan <no> is not attached: no line

0oooooo0oo
LOG_INFO

gooo
gobooooboooboddbdwanO0OOooooOOooboOoOooooooo
e wanbindODOOOOODOOUOOODOOOOOOODOOUOODOUOOODOOOD

oboooooboooao

<no> wan O O0dd

ooooooo

protocol: wan <no> is not attached: this line is already bound

0oooooooo
LOG_INFO

oooo

wanbindO0O0OOO0O0O0O00OO0OO00O0OO0O0OO0O0OwanOOOOOOOOOODOOOOOOOODOO
OwanOOOooooooOoooocoooon

oboooooooa

<no> wan OO 0O0

ooooooo

protocol: renbte <renpbte> ap <ap> is not attached: no line
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oboooooooo
LOG_INFO

good
remote ap datalink bind OO O 0O0O0OO0OOwanOOOOO lanO00O0OO0OOOOOOOOODO apOO
goooooobobooboobo

obooooboooo

<remote>
gooooo

<ap> goooogo

ooooooo

protocol: renpte <rempte> ap <ap> is not attached: this line is al-
ready bound

0oooooooo
LOG_INFO

good
remote ap datalink bind DO OO O0O0O0OwanOOOOOOD apO0O0OD0OO0O0ODODDOODOOCOCODOO
obbo0O0epUbOb0Ob0ODbODODODODO

obooooobooao

<remote>
gooooo

<ap> goooogo

ooooooo

protocol: renpte <renmbte> ap <ap> is not attached: duplicate DLCl

0oooooo0oo
LOG_INFO

oooo
ooo00oDLCiIODOOOOODOO00 aOO000noooooooonononoon
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010 OoOOoooboooooo

obooooboooo

<remote>
ogooooo

<ap> oooboooo

ooooooo

protocol: renpte <rempte> ap <ap> is not attached: illegal tunnel end-
poi nt address

ooooooooao
LOG_INFO

good
tunnel endpointaddress 00 000000000000 apUO 0000000 OOOODOOODOO

oboooooooao

<remote>
ogooooo

<ap> goooogo

ooooooo

protocol: rempte <rempte> ap <ap> is not attached: renote <re-
not e> ap <ap> has same | Psec Tunnel - address as re-
not e <ot her _renot e> ap <ot her_ap>

oboooooooo
LOG_INFO

oooo

IPsecOO0OOOO0OO0OCOOO IPsecOOOOOOOOOOOO0OTremoted 0 apO000000O0O00O0O
gobooobobapuooOOoooboboOobOOOoOobDboOn

oboooooooao

<remote>
ogooooo

<ap> goooogo

<other_remote>
gooooo

<other_ap>
goobooo
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ooooooo

protocol: renpte <renmpte> ap <ap> is not attached: |ack of configura-
tion for IPsec

ooooooooo
LOG_INFO

ooog
IPsec00000000000O0O0O0OOOOOOODODOapU0O000O0O0OODODOOOOODOOO

oboooooboooa

<remote>
gooooo

<ap> goooogo

ooooooo

protocol: renpte <renmpbte> ap <ap> is not attached: renote <re-
note> is only usable for |Psec

ooooooooo
LOG_INFO

ooog

OOremote000 IPsecO000000O0DODODODOOCOOOOOOapOOODOOOODOOOOOOO
odad

oboooooooao

<remote>

gooood

<ap> goooooo

ooooooo

protocol: renpte <rempte> ap <ap> is not attached: renote <renote> is du-
plicate | Psec definition

0oooooooo
LOG_INFO
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010 OoOOoooboooooo

oooo

O00000O0remote00 000 IPsec0000000O0O0O0DODDODOOCOODODOOOOOOOApO
gobooooooooboooooon

obooooobooa

<remote>
gooogo

<ap> oooboooo

ooooooo

protocol: renpte <renpbte> ap <ap> is not attached: renote <re-
note> ap <ap> is overflow | Psec definition

oboooooooo
LOG_INFO

ooog

IPsecOO00OO0OCOOCO IPsecOO0DODOO0OOOODOOOOOOOOOapOOOOOOOOOOO
ooooooo

obooobooo

<remote>
ogooooo

<ap> goooogo

ooooooo

protocol: renote <renote> ap <ap> is not attached: unavail able se-
rial <no>

0oooooo0oo
LOG_INFO

oooo

remote ap datalinkbind D0 0000000000000 0O00O0O0O0ODO0OO0O0O0O0O0O0O0OO apO0O
goooooooooooboooo

ooooooooo

<remote>

oooooo
<ap> oooboooo
<no> serial0 0 00O
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ooooooo

enabl ed: | an <no> has sane network/address as | an <ot her_no>

ooooooooo
LOG_INFO

ooog
<no>O <other_no>0 LANO IPOO00O0OOO0OOO IPODOO0OOOOOOOOOODOOO

oboooooboooo

<no> lanO0O0O0O
<other_no>
lanO0 00O

ooooooo

enabl ed: renmpbte <no> has sanme renpte address as renote <ot her_no>

ooooooooao
LOG_INFO

gooo
<no>O<other_no>0000000000 IPOOO0ODOOOODOOOOODODO

ogoooooooad
<no> ogooooo

<other_no>
gooooo

ooooooo

enabl ed: | oopback has sanme address as renote <no>

oboooooooao
LOG_INFO

oooo

loopback 0000000000 O<no>0000000000 IPO0O0OOOOOOOOOOOODOOO
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010 OoOOoooboooooo

ogoooooooad
<no> ogooooo

ooooooo

enabl ed: <interface> has sanme ip6 prefix as <other_interface>

0oooooooo
LOG_INFO

oooDOo

<interface>0O <other_interface>0 IPv6 0 OO0 D0 00O O0OO0OO0COO0OO0OOODOOO

oboooooooao

<interface>

ooogooooo

<other_interface>
gooooood

ooooooboo

init: renote/ap nunber is out of range.

oboooooooo

LOG_INFO
oooDOo
goooooooooooooboooooooOooOoobooboOoOoobooobobOOoOoobObbooooobooOboOooo
goboooooooboboooooooboooooooobooooooobooon
gooooooooooooboobooooooboobooobooboobooboboooooboOo0ooboboooooOoDbDoOoon
gooogooo
ooooooo

protocol : [an <no> NAT is unused: |ack of nenory. Initialization failed.

ooooooooo
LOG_WARNING
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oooo

NATOOOOOOOOOOOOOONATODODOOOOOOOONATOOOODOODOOOOODODOO
gobooooooboooobooooobobooobooobooooboooobobooooobobObo

oboooooboooao

<no> lanO 0O OO

ooooooo

protocol: renpte <rempte> ap <ap> NAT is unused: lack of menory. Initial-
ization failed.

ooooooooo
LOG_WARNING

oooo
NATOOOOOOOOOOOOOONATODODOOOOOOOONATOOOODOOOOOOODODOO
gobooooooboooobooooobobooobooobooooboooobobooooobobObo

oboooooboooao

<remote>
gooooo

<ap> goooogo

ooooooo

protocol: rm<no> ip filter is unused: |ack of nenory. Initializa-
tion failed.

ooooooooo
LOG_WARNING

oooDOo

iPOOO0OO0OOOOOOOOOOOOOOOOCOCOOOOOOIPOOOOOOOOOOOOO0O0OOO
gobooooooobooooooooobooooboooobooooon

oboooooboooo

<no> rmtOdogogood
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010 OoOOoooboooooo

ooooooo

protocol: rm<no> ip tos is unused: |lack of menory. Initializa-
tion failed.

ooooooooo
LOG_WARNING

oooDOo

TOSOOOoOoOoOOoOoOoooooooooooooooooooooTosOoooooOOOOOOoOoObooDD
gobooooboooobodooooooooooooooooooogn

oboooooboooao

<no> rmtOdogogood

ooooooo

protocol: rnm<no> ip6 filter is unused: |ack of menory. Initializa-
tion failed.

ooooooooo
LOG_WARNING

oooDOo

lpve0000000O0O0OCOODODOOOOOOOOOCOOOIIPV6OOOOOOOOO0O0O0O0O0O0O
goboooooobooobooooboooboooooobobooooo

oboooooooa
<no> mtO000000000

ooooooo

protocol: rm<no> ip6 trafficclass is unused: |ack of nenmory. Initializa-
tion failed.

ooooooooo
LOG_WARNING

oooo

IPv6 TrafficClass D 0 0 D0 0000000000000 00D0O0DO0OOOIPV6 TrafficClass O O
O00o0ooooooooooooooooa
gobo0o0ooooboooooooobooooooooo
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obooooboooo
<no> rmtO0do0gogood

ooooooo

ssdpd: no UPnP external interface

oboooooooo

LOG_INFO
oooDOo
WIPNATOOOOOOOOOOOOOOODOOOOOOODODOOODOODOUPNPOOOODOOOOOO
0000000000000 UUOOONATOOOOOlanO0OOO0OO0 remote00000O00OO0OO0ODO
odad
ooooooo

ssdpd: no UPnP internal interface. UPnP is not avail abl e.

ooooooooo

LOG_INFO
ooog
VoIPNATOOOOOOOOOOO0OOOO0O0O0C0O000000000000UPNRPOODODOOOONAT
ooooUoolanOO0OO0OO0O0O0OOOOOOOO
ooooooboo

dhcp6cd: renote <no> is not initialized, because there is no op-
tion to request.

oboooooooo
LOG_INFO

oooDOo

IPve DHCPOOOOOOOOOOOOOOOOODOOIPYveDHCPOODOOOODODOODODODODODDOO
gooo

obooooboooo
<no> gooood
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010 OoOOoooboooooo

ooooooo

dhcp6ed: rempte <no> is not initialized, because maxi mum of nunber is al-
ready started.

0oooooo0oo
LOG_INFO

oooo
IPve DHCPOOOOOOOOOOOOOOODOOOOODODOOOOOOOOO0OO0O0O0O0O0O0O0O0O0O0

ooooooooo
<no> gooooo

ooooooo

dhcp6sd: rempte <no> is not initialized, because there is no inform-
tion to distribute.

ooooooooao
LOG_INFO

gooo
IPv6é DHCPOO OO OO OODOOOOOOOOODOOOOOOOOOOOOOOOO

obooooboooo
<no> gooood

ooooooo

protocol: tenplate <tenplate> is not avail -
abl e :wan <no> is not configured.

oboooooooo
LOG_INFO

oooDOo

goobobo0owanOOO0OO0OO0OOO0OO0OOOODOOOOOOOODOOOOOOODOOOOOOOOO
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obooooboooo

<template>
goooooogog

<no> wandO0d

ooooooo

protocol: tenplate <tenplate> is not avail -
able :wan <no> line is not supported.

oboooooooo
LOG_INFO

oooDOo
gobobobdotowanUOOoooobooobooooooooooooooobooboooubooouoobooo
gobooooooog

obooooboooo

<template>
oooooooooo

<no> wand00d

ooooooo

protocol: tenplate <tenplate> is not avail -
abl e :wan <no> is not acceptable.

0oooooooo
LOG_INFO

oooDOo

goobobdowanUOOOOoOOOO0OO0OOO0OOOOOOOOOOOOOCOOOOOOOCOOOOOOO

obooobooo

<template>
goooooogog

<no> wan OO0
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010 OoOOoooboooooo

ooooooo

protocol: tenplate <tenplate> is not available :this line is al-
ready bound other tenplate.

0oooooo0oo
LOG_INFO

oooo

template datalink bind OO0 0000000000000 0O0O0O0OO0OOO0OOOOOOOOOOO
gobooooobooooboooobooobooobobooo

obooooobooa

<template>
oooooooooo

ooooooo

protocol: tenplate <tenplate> is not available :no pooled interface .

ooooooooao
LOG_INFO

gooo

gooodboboboooobooooooooooooooboobooboooboooooboooooooon
goooo

oboooooooao

<template>
goooooogog

ooooooo

protocol: tenplate <tenplate> is not available :pooled interface is al-
ready configured on renote.

ooooooooo
LOG_INFO
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gooo

boodoobooooooooooboboooobooOr remote 0O OOODOOOOOOOOO
goobooooooooooooobooooon

goooooooa

<template>
oooooooooo
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010 OoOOoooboooooo

117 ftpd 000000

1171 0OO0OOOOO

ooooooo

ftpd: |ogin <user> from <address>

0oooooooo
LOG_INFO

ooog
ftpoO0 0000000000 OOOO0OOOOOO

ogoooooooad
<user> gooooooo

<address>
oooooooIiPOOOO

1172 O0O0OOO0OOO0OOOOOOO

ooooooo

ftpd: <user> |login incorrect from <address>

ooooooooao
LOG_INFO

oooo
ftpO0 000000000000 O0OOOO0OO0O0OO0O00OOO0OOOO0O0OOoOOO

obooooobooa
<user> gooooooo

<address>
gooooooirPoooa

1173 DOOOOOOO

ooooooo

ftpd: <filenane> Wite conplete
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oboooooooo
LOG_INFO

gooo
Oo0o00o0o0ooOoOooooooOo0 putC00O0 ROMOOOOOODOOOODODOOOO

oboooDboOoo

<filename>
ooo0ooooooooo

1174 O0O00O0OOOOO

ooooooo

ftpd: <filenane> Read conpl ete

oboooooooo
LOG_INFO

gooo
0000000000000 000 getDO00O0 ROMODOOODOOOOOOOOOODO

oboooooooao

<filename>
ooo0ooooooooo

1.175 ODOODOOO

ooooooo

ftpd: exit <user> for <address>

ooooooooo
LOG_INFO

oooo
ftpOOO0OO0O0OO0OOO0OO0OOOOODOOOOOOO

oboooooooao
<user> gooooooo

<address>
oooooooIPOOOO
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010 OoOOoooboooooo

1.18 DHCPOUOUOOODODOOOOOO

1181 IPOODOOOOODO

ooooooo

dhcpd: Cient received DHCPACK [<I P address>] [l an<no>]

0oooooooo
LOG_INFO

oooDOo
DHCPOOOOO DHCPACKOOOOOOOD IPOODOOOODOOOOOOOOOOO

obooobooo

<IPaddress>
DHCPOOOOOOOOOOODO IPOOOO

<no> OO0 LANOODOO

1182 OOOOOODO

ooooooo

dhcpd: DHCPACK contains different 'your’ |P address. reconfig-
ure to new address

ooooooooo
LOG_INFO

ooog

000000 DbHCPOOOOO DHCPACKOOOODOOOODODOOOO IPOODODODDOOOODOO
goboooooboooooooooooooobooooon

1183 DOOOOODO1

ooooooo

dhcpd: Recei ved DHCPNAK(RENEW NG . | an<no> go to INIT state

oboooooooao
LOG_INFO
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oooo

OOO0OO0OOOO0ORENEWINGOOOO DHCPOOOOO DHCPNAKOOOOOOOOINITOOOO
OO0 LANOOOOOOOoooooooooo

ooooooooo
<no> OO0 LANODDOO

1184 DOOOOOODO 2

ooooooo

dhcpd: Recei ved DHCPNAK(REBI NDI NG . |an<no> go to INIT state

ooooooooao
LOG_INFO

gooo

OOOOOOOREBINDINGOO OO DHCPODODODODO DHCPNAKOOOOOCOCOOINITOODDO
OO0 LANOOOOOOOooooooooono

ooooooooo
<no> OO0 LANODOOO

1185 O OOOOODO

ooooooo

dhcpc: The lease tinme expired. [lan<no>]

oboooooooo
LOG_INFO

oooDOo
gboboooooboooboooooooo

ooopoooooo
<no> OO0 LANODDOO
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010 OoOOoooboooooo

1.19 IPv6e DHCPO O OO OO ODDOOODODO

1191 IpveO0 OO OODOOOOOO

ooooooo

dhcp6cd: Received Reply <prefix>/<prefixlen> <interface>

ooooooooao
LOG_INFO

ooog
IPv6é DHCPOOOODO ReplyJOOOOOOO IPv600O0DO0ODODOOODODOOOOOODOOOOO

obooooobooa

<prefix>/<prefixlen>
IPv6e DHCPOOUODOOOOOOOODO IPv6OOD0ODOODOOODODODOODODOO

<interface>
oooooooo

1192 DOOOOODO1

ooooooo

dhcp6ed: Renewing failure. <interface> go to REBIND state

ooooooooo
LOG_INFO

oooDOo

IPv6 DHCPOOUOOOOOOODDOOOOOOOO (RENEW)OODOOUOOOOREBINDOOOOOO
agoad

obooooobooa

<interface>
Oooooooo

1193 ODOOOOOO 2

ooooooo

dhcp6cd: Rebinding failure. <interface> go to INIT state

137



oboooooooo
LOG_INFO

oooDOo
IPv6 DHCPOOOODOOOOOOOOOOOODO (REBIND)ODODOOOOOOINITOOOOOOOOO

oboooooooao

<interface>
oooooooo

1194 Ipv60 00 0O000ODO0ODODOOOO

ooooooo

dhcp6ed: Configuration error for I1Pv6 prefix assignnent. <interface>

0oooooooo
LOG_INFO

oooo

lpve0 0000000000000 O0O0O0OOOOOOOCOOOOOOOO

obooobooo

<interface>
oooooooo
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010 OoOOoooboooooo

120 ProxyDNSOOOODOO

1201 DNSOOOOOOOOOOOOOO

ooooooo

proxydns: QNAME [ <type>: <gnane>] from <i paddr> to <renote>

0oooooooo
LOG_INFO

oooDOo

O0o00ooooDNSOOOOOOOODOOOOOOOOODo

DoooooooOo
<type> 00000000

<type> OO oo

A 1
‘NS 2
“ CNAMWE” 5
“  SOA” 6
“ MB” 7
MG 8
“ W 9
“ NULL” 10
“VKS” 11
“ PTR 12
“  HNFO’ 13
“ MNFO’ 14
‘W 15
“OTXT” 16
“ AAAAY 28
“ SRV 33
“ ANY” 255
“ Type[ OO]"
<gname>
goooooooao
<ipaddr>
dooooooiwroooo
<remote>

gobooocoooooooo

1202 0OOO0OOO0OOOOOOOOOO

ooooooo

host address

aut horitative server
canoni cal nane

start of authority zone
mai | box domai n name
mai | group nmenber

mai | renane nane

nul | resource record
wel | known service
domai n nane pointer
host i nformation
mai | box i nformation
mai | routing information
text strings

| P6 Address

Server Sel ection

wi | dcard match

oooo

dress> QNAME [ <name>]

proxydns: ERROR record type <type>, class <class> from <ad-
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ooooooooo
LOG_WARNING

oooDOo
O00000O0typeO classO0 00O DNSOOOOOOOOOOOOOOO

0ooOoooooo
<type> DNSOOOOOODO TypeOOd

<class> DNSOOOOODOO ClassO O

<address>
DNSOOOOOO IPOO OO

<name> DNSOOOOODOODO
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010 OoOOoooboooooo

1.21 SNMPOOOOOO

1211 00O SNMPOOOOODOOOOOOO

ooooooo

snnpd: illegal SNWP agent address

0oooooooo
LOG_INFO

oooDOo

ooooiO0O0OO0O0O0000ooooooooo IrPO0O0OO0OOSNMPOOOOOOOOOOOOOO
go0ooOOoOoODO0OOOoOoOSNMPOOOOOODOOO TRAPOOOOODOOOO IPOOOOOOOOO
oosSNMPOOOOODOOOOOOOOOODOOOOODOOOO

1212 SNMPOODOO

ooooooo

snnpd: authentication failed. from <address> [ <comunity>]

0oooooooo
LOG_INFO

oooo
O00o0oooooosNMPOOOOOO0O0OOOOOODOOOOOOODOOOOOOOO0O0O0O0O0O00O

obooobooo

<address>
SNMPOOOOOOOOOOO IPOOOO

<community>
SNMPOOOOUOODOOODOOOOOO
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1.22 VRRPOOOOOO

1221 VRRPOOOOOO

ooooooo

nsm vrrp group is started. <interface> vrid<vrid>

0oooooooo
LOG_INFO

oooDOo
<interface> O<vrid>000 VRRPO OOOOODOOODOOOOOOOOOOO

obooobooo

<interface>
oooooooo

<vrid> ooooooooo VRID

1222 00O0O0O0OO0OOOOOOOOOOOOOOODOOOO0OO00

ooooooo

nsm vrrp state is changed into the <state> state. <interface> vrid<vrid>

oboooooooo
LOG_INFO

oooa
<interface> O<vrid> 000 VRRPOOO<state> O OO O00OO0OO0OO0O0O0OOOOOOOOODOO

oboooooooao

<interface>
Oooooooo

<vrid> ooooooooo VRID
<state> 0O0OOO0OO
master oooodd

backup OOOOCOOOO
Initialize O OOOO
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010 OoOOoooboooooo

1223 0O0O0OO0ODOOOOODOOODOODOODOOO

ooooooo

nsm vrrp <state> trigger event occurred. <inter-
face> vrid<vrid> No.<trigger_no> interface <target_if>

ooooooooao
LOG_INFO

gooo

<interface>UO<vrid>0O 0O 0O<trigger no>000000000000000000O0O0OO0O0OOOOO
O0<state>0000000O0OO0OO

oboooooooao
<state> 0O0OOO0OO

up goooooooooooboobooobobooboboooboboooooooooon
down goooooooooooboboooooobooobooooboboooobooooon

<interface>
oooooooo

<vrid> ooooooooo VRID

<trigger_no>
opooboooo

<target_if>
gobobobooboooooboboooo

1224 0ODOO0ODOOOOOOODODOOODOOO

ooooooo

nsm vrrp <state> trigger event occurred. <inter-
face> vrid<vrid> No.<trigger_no> route <target_route> <target_if>

0oooooo0oo
LOG_INFO

oooo

<interface> 0 <vrid> O <trigger_ no>0 0000000000000 COOCCOOOOOOO<state>
gooboooobooooo
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gooooobooo
<state> [OOQOOOO
up gooooboboobobobooobobooobooooboboobo
down goooobobobobobooooboboooobooobo

<interface>
Oooooooo

<vrid> Ooooooooo VRID

<trigger_no>
goooooo

<target_route>
goobooooooo

<target_if>
godbobooboboooboboooobobbobobooooo

1225 0O0OOO0OOOOOOOODOOOODOOO

ooooooo

nsm vrrp <state> trigger event occurred. <inter-
face> vrid<vrid> No.<trigger_no> node <target_node> <target_if>

ooooooooao
LOG_INFO

oooDOo

<interface> 0 <vrid> O <trigger no>0 00 000000000000 OO0OOCOOOO0OOOOOOO
<Sstate> OO 0OUOoOOOOODOO

oboooooooao
<state> 0O0OOO0OO
up gooooooboooooooooooboooobooboooooboooobo
down gooobooooooobooboboooobooooboooooooa

<interface>
oooooooo

<vrid> ooooooooo VRID

<trigger_no>
gpoobooo

<target_node>
JodbooooboobooogiIipvdbOoOO

<target_if>
odooooooo ICMPECHOOOOOOOODOOODOODOOO
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010 OoOOoooboooooo

1226 ODOOOOOOODOODO

ooooooo

nsm vrrp master router down detection. <interface> vrid<vrid> [<ad-
dress>] #<code>

ooooooooo
LOG_INFO

ooog
<interface> O<vrid>000 VRRPO OOOUOOOOODUOOOOOOODOOOOOOOOOOOO

oboooooboooao

<interface>
Oooooooo

<vrid> ocooocoooboooboOoOo VRID

<address>
0000000000000 00 1IPO0O OO0 XXXXXXXXX.XXXO

<code> OOOODOOOOO

01 ooooooOooOooooonO VRRP-ADOODO
02 VRRP-ADOOOODOOOD

1227 OO0 VRRP-AD TTLODO

ooooooo

nsm vrrp packet include invalid TTL. from <interface> [<address>]

oboooooooo
LOG_INFO

oooDOo
<interface> 00000000000 TTLO 255000 VRRPOOOOOOOOOODOOOOOOO

oboooooooao

<interface>
oooooooo

<address>
0000 VRRPOODOOOOOO IPOO OOO XXXXXXXXXXXXO
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1228 00O VRRP-ADOOODOODOO

ooooooo

nsm vrrp packet authentication nethod m smatched. from<inter-
face> [ <address>]

ooooooooo
LOG_INFO

ooog
<interface> 000 000000000000 00O0OO00OO VRRPOOOOOOOOOOODOOOODOO

oboooooboooa

<interface>
Oooooooo

<address>
0000 VRRPOOOOOOOO IPOO OOO XXX XXX XXX.XXXO

1229 00O VRRP-ADUODOOOOOO OO

ooooooo

nsm vrrp packet authentication data check failed. from<inter-
face> [ <address>]

oboooooooo
LOG_INFO

oooDOo

<interface> 000 0000000000000 000OOOOOO VRRPOOOOOOODOOODODOO
ooad

oboooooboooo

<interface>
oooooooo

<address>
0000 VRRPOOOOOOOO IPOO OOO XXX XXX XXX.XXXO
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010 OoOOoooboooooo

12210 VRIDOOOO

ooooooo

nsm vrrp <interface> vrid<vrid> is not initialized. this vrid is al-
ready used

ooooooooao
LOG_INFO

gooo

oooboovRIDOOOOOOOOOOOOOOOOOOOOO VRRPOODOODODOOOOOOOOO
goooo

oboooooooa

<interface>
Oooooooo

<vrid> 00oooo VRID

12211 OOOOOOIPOODOOOODOODOOODOOOOOOO

ooooooo

nsm vrrp virtual router |P address out of interface subnet. <inter-
face> vrid<vrid> <address>

ooooooooao
LOG_INFO

ooog

OO0 VRRPOOOOOOOOOOO IPOOOOOOCODOOOODOOOOOOOOOOOOOOOO
o

obooobooo

<interface>
oooooooo

<vrid> 00oooo VRID

<address>
00000 o0o0ooooooo Iwroooo
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12212 ODOO0OOOIPOOODOOOOODOOOOODObOOO

ooooooo

nsm vrrp sane invalid virtual router |P address as real |P ad-
dress was set as backup. <interface> vrid<vrid> <address>

ooooooooao
LOG_INFO

gooo

obooboooooobono VRRPOOOOOOODODOOO IiPOOOODOOOOOOOOOOOIPOODO
000000000000 vVRRPOOOOOOOOOOOOOODOODOODO

oboooooooao

<interface>
Oooooooo

<vrid> 00oooo VRID

<address>
gooooooooOoo00o00ooOooooOo wroo oo
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010 OoOOoooboooooo

123 DO0OO0OODOOOOOO

1231 00OO0OOO0OOOOOOO

ooooooo

schedul ed: action: dial nunmber convert [<dial1l>] to [<dial2>]

schedul ed: [<no>] <config>: dial nunmber [<dial3>] convert

ooooooooo

LOG_INFO

gooo

goobooboooooooboooboooooooooooooon

oboooboOoo
<diall>
<dial2>
<no>

<config>

<dial3>

goboouobooboooboooooooo
goboouobooboooboooooooo
good

gooboooooooooooo

<name>0 000000000 0O0O0OO0O0O0OOO0OOOOOCOOOOOOOOOOO0OO
1D

<n>0000000000000000C0b000oboobDm
wan.<n>.isdn.number.<n>

wan.<n>.isdn.numbersend
remote.<name>.ap.<name>.dial.<n>.number
remote.<name>.ap.<name>.called.number

aaa.<name>.user.<name>.called.number

gooooooo

1232 0O0OOOOOOODO

ooooooo

schedul ed: config size over, convert failed.

oboooooooao

LOG_INFO

oooDOo

gooooooooobooooobooboouoobobOOoO0oOobobobbO0obobooooobOobooboboDOboOooo
oooooooo
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124 DO0O0O0OSTPOOOODOO

1241 0O0O0OO0OOO

ooooooo

protocol : Topol ogy changed [<root>:<priority>]

0oooooooo
LOG_INFO

oooDOo
gooooobbooboobooobOoOoobboOobooboooo

oboooboOoo
<root> oooooooo MACODO OO

<priority>
oooooooooog

1242 00O0O0OOO0OOOOOOO

ooooooo

protocol: STP aging tinmer expired [<root>:<interface>]

oboooooooo
LOG_INFO

oooDOo

0o0o0o0ooooooooooooooooOoOoOoooOOOOOCO BPDUOOOOOODOOOOOOOOO
gooooboobooooboooooboooooooboboooobooog

oboooooboooo
<root> oooooooo MACODO OO

<interface>
goo0obooobooobooooooooooooooooon
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010 OoOOoooboooooo

125 O0O0DO0O0OO0O0OO0OOOO

ooooooo

| ogon: | ogon consol e

0oooooo0oo
LOG_INFO

oooo
gbooooooooboooooobbooooooooon

ooooooo

| ogon: failed | ogon console

0oooooooo
LOG_INFO

oooDOo
gboooouobooboooooboooobooooboooboboOoooboOoOoboooboooo

ooooooo

| ogon: exit console

ooooooooo
LOG_INFO

ooog

000000 exit0 0000000 OOOOconsoleinfo autologout 0 000 00000000 exitO
gbobogooobogoobgooo
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126 telnet0 0 O0DOOOOOOO

ooooooo

tel netd: |ogon telnet from <address>

0oooooo0oo
LOG_INFO

oooo

telnet0 000000000 O0OOOOOOOOOO

obooobooo

<address>
telnet0 0000 OO

ooooooo

telnetd: failed | ogon tel net from <address>

0oooooooo
LOG_INFO

oooo
telnet0 00000 00000000000 O0O0OO0O0O0OOOOCOOOO

obooobooo

<address>
telnet0 0000 OO0

ooooooo

telnetd: exit telnet for <address>

ooooooooo
LOG_INFO

ooog

telnetd exit 00O 0000000000 telnetinfoautologout 0 0 00 00000000 exitOO OO
gbobobgoogoooo
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010 0000000000

goooooooo

<address>
telnet0 0000 OO
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1.27 OO0O0OO0OoOOOoOoO

ooooooo

conctl: fail to initialize MODEM by <reason>

ooooooooo
LOG_WARNING

ooog

O000OO0enable0 0000000000000 OO0O0COOO0OO0OOOOOOOOODODOOODODOO
gobooooooobobooooon

obooobooo

<reason>
ooooo

enable enable
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010 OoOOoooboooooo

128 DOOOOODOOO

1281 OOOOOOODO

ooooooo

<name>:wan <no> | SDN(data) total charge=<val ue>yen totaltime=<time>

0oooooooo
LOG_INFO

oooDOo

gbobobooobboobooooobobboOoOooobooOoOooboOoboobooOoo

oboooboOoo
<name> 0OO0O0OO0OO0OOOO0OOOOOOCOCO

scheduled
Oo0o00ooOooooooooo

telexec telnet0 000000000000
sshexec sshO0OOOOOOOOOOOO
cmdexec 00000000 OOOOOCOOOOO
httpd goboooooboo

<no> wan 00

<value> 0OO0O00O0OOOCOOO

<time> 000000 dddd.hh:mm:ssd 00O

1282 0O0OOOOOOOOOO

ooooooo

<name>: ERROR systemreset busy.

ooooooooao
LOG_ERROR

gooo

goooooooooooooboooboooboOo0ooooboooooboobobbObboooboDbboOooo
obbobouoooooobooooboooobobooooboooo
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obooooboooo
<name> 0O0OOO0OO0OO0OOO0OOOOOOO

scheduled
Oodoooooooooooooooobooo

telexec telnet0 0000000000 0O0OO
sshexec sshOOOOOOOOOOOOOO

1283 ODOOOOOOO

ooooooo

enabl ed: system configuration restarted

0oooooo0oo
LOG_INFO

oooo
gboboooooboooboooooobooo

1284 0ODOOOOOOOOO

ooooooo

sane nessage repeated <nune tines

0oooooo0oo
LOG_INFO

oooo
gboooouoboooboooobooooooooobooobooooooo

oo0ooooooo
<num> gooooooo
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