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Hostnsre 1 Daviselodd SialD Syaten 1P Haalth Raachabily sSmart Canre BFD Up Sinse CPULoad Vamary Utlizatior
CBIOD-TNISAT2X - @ l Jan 01,1670 0900 &M
cper ci1118P 200008341 100.1.49.5 o i) 12 o o 14, 2025 D418 PRt 22144 - 22t
>

cpz2 ciner 300006342 100.1.49.70 1 12 373 ov 07, 2025 122 A - s -0
cPea C1111-8PLTELA 200008343 100.1.45.71 o 1 0z o/ Naw 08, 20123 07:43 P - 18308 — 0%
cped 1SR 100X 46 C1220.08) 300006344 100.1.49.72 2 T 202 343 o 07, 2023 1:22 A 20154 -
cpzs £8300-1N13-4T2X 200006345 100.1.49.73 o L 12 o/ 0c131,2023 0751 P b 10925 -
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2 O bO—S#ERFTOFIREXIZE

@Managed SD-WAN

2.4.2. CPE DiEHFIKREHESR

A > (EEDTEIFK)D Configuration 7'5 Devices ZiEIRL. U TOEEZFRRUET
HEBR1 > b

- S[EHEHT U7z CPE D [Device Status] M [n Sync] (CI@D TOWUSIEETY

¥ [ln Sync] &RRSRVES(L 6.1 BEZSRBULTIIEE0)

= Cisco SD-WAN () Select Res

e Groupy Devices RO

Ecge List

QL §earch v
Change Mode v Upload 'WAN Edpe List  Exgart Bootsirap Configuration  Sync Smart Account  Add PAYG WAN Edges
T R

ToulRaws: 13 O LB
Chassis Numer Tegs Hostname SkzlD  Region D Mods  Device Stalus dssigred Coréig Group dsigred Temolate Devioe Model  DmftMods  Sarisl No/Taken ®
C1111-8P-FGL2605LIYS AddTag ~ 23] 200006341 - vNanage  In Sy - C1111-8P_Defautt05_... C1111-89 Disabled 0283488576760580... U e
C1111-8P-FGL26O5LIVE Add Tag =27 300006342 - vManage  In Sync - C1111-8P_Default05_... C1111-8° Disabled C158617558337185... 1 see
CI1-BPLTELA-FGL2622L200 AddTag - O3 200006343 - vManage I Syme - C1111-8PLTELA_Defa... C1111-8PTELA  Disabled (748784821704 746...
SR 100X-4G-FGL2643LULE AddTag ~ =223 300006344 vManage  In Syae 151100X-46_D6-ite ISR 1100X 4G (... Disabled 0125184390B82853... M see
C8300-1N15-4T2X-D02630M16GQ AddTag ~ CoE5 200006345 - vNanage  Sync Pending - Devi.., - C8300-1N15-4T2X 0.,  C9300-1N15-4... Digabled C50535616511367 1. U vew
C1111-8P-FGL2252114Y AddTap jokil 200000001 - vhanape  Outof Sync - Device.., - C1111-8P_Dafauh05_... C1111-89 Disablad 017850F8 o
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3 Ny OPYITREBAEERUVS

@Managed SD-WAN

INVOFPYIBSHEERUA
AETIEH N IOFPYITDREHEERUAZFERLUET.

3.1. Device Template/Feature Template D1 E—

BRENTERIT O CUVEELKKRIC, £9 Template DIE—HSIBHTUWNEEEET

BUF (& Device Template/Feature Template D 1E—FIBEE /XD FET

1. R > ®D Configuration 75 [ Templates | & 1&1R., € ZH S5 (C[ Device Templates |
DT (CHIDBEZ U T DEHEZ KR

2. JE—U7z0) Template DFIKICEHD -] 15 [Copyl Z=iFER

= Cisco SD-WAN Selact Rasaurce Groups Tormplates -5 &
Search -
Create Temalate
Templats Type Non-Default ool Aowes: 24 5 b
v o Rz e 8y .

C1111-67_Defautt0s 1PSeciS Featun global z Dissaled E
©1111-6°_Defaul0s_CS-lte IPSeciSecura/DS-lke Feature  S11 ksl 1 Disasled Eat

Vi
CH111-57_Defaulds_MAR-E(117) IPSeciSecurafhAR-£L117) Faaure ST111-8F  SDWANEdge glokal 2t Disaaled e

-
C1111-57_Defauds_MAP- Eldyramic) IPSeciSecurefMAR - Eldynamich Faatwe S1111-8°  SDWANEdge global 21 Disaoled
©1111-57_Defaultds_v4 4 20231004 Disa

11157 Defauls_v4_& 20231008 <oy G7171-BP_Defout0S v 4 2023104 c. Festwe D1111-8°  SOWANEdge picbel 22 Disaledt o muse gm
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3 Ny IPYTEMEAEELRLS
@Managed SD-WAN

3. ¥ULHERL T B Template (C [Template Name | 335 KT [Description ] XZ A U.
[Copy!| Z3iER

= Cisco SD-WAN () Select Resouwrce Grouow Templates

Template Copy

#*Template Name/Description{s [[AE—TDF > 7L — F&+yyyymmdd] |
1L Template BMERR SN TULVD C &= HERR

= Cisca SD-WAN s B e

3.2. Policy ®1E—

BUF (& Policy DE—FIEERDET,
1. ERA Z(EEDWEEK)D Configuration H'5 [Policies] Z3#EiR LT DEEZ R

e B
[Lnr vurmm v ]
... .. Y.
o . LIl — r \ i~ r \E
2. JE—UJzL) Policy DAIRIC3HD 1 »5 [Copyl Z&EiR
= Cisco SD-WAN () Select Resource Groups Policies @ o
O searen il
sl R &
o -
Conteal_Sglcy_v3_ 20231004 Contral_Policy_v3_20231004 W Palicy Buildar falea sewan-grder-ml 10052023717 1044085 08 Ot 2023 5:10:44 PM -00 Viewr
Gomml_pricy 33 200 LED Conrl_poly_yl_#0231005_1 80 W Pty Bt tase s 3ra0zTIOEE 31 0t 2003 51007 PM 0
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@Managed SD-WAN

3. FULIER T D Policy (C

4.

&R

= Cisco SD-WAN

3NNV OFPYITREHREERLVE

Policy Copy

Policies

s Hemn

v o 127 eset

[o——

Pescription of the paly

#% Policy Name/Descriptioni® [[AE—FtdR Y & —F+yyyymmdd] |

#FTU UL Policy BMERN SN TS Z &= R

= Cisco SD-WAN

Q Search

() Select Resource Grouaw

AddPolicy  Add Default AAR & GoS.

Name

Descripton

Policies

Lozglized Policy

[Policy Name| &SXKTU* Description] Z AL, [Copyl

{j Gustom Optiors

TowlRowsd L) 30
S

Tise hetivated Uptated By Policy Versien Last Updated
Cerel_Poliey_v3_20231004 Cormrol_Policy_v3_20231004 Ul Policy Buider falss sehvarvorder-mi 1005202371 71946835 05 Orr 2023 5:13:44 P 409 .
Cotral_Policy_v2_ 20231004180 Corol_Policy_v3_20221004_L80 Ul Polcy Buider false tost 10312623T200853410 31 0ot 2023 1 2:07 Py +C3
Gonre_Poliey_v3_L30_test Cormrol_Policy_v3_LBD_test Ul Policy Buider e tast 1108262371 38058176 08 Now 2023 1:40:58 PH 469
Conral_Policy_v2_egp_selewr LBO  Comvol_Palicy_v3_apo_select 130 Ul Policy Buider false et 110820237160730521 08 How 2023 4:07:50 PH 4G9
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3 Ny OPYITREBAEERUVS

@Managed SD-WAN

3.3. NV OF7YvITEIEAE

BEKRBEE THRECKDIERRBENTERIAOIEIHE. ERBREENTETV
R ORRCIEIB T B/z(C. REZITORICKHT /N o7y TZEUSFELE T,
UFEFINARF2TL— IS A=ID)\y I7 v TEIGHETT
1. ERAZ(EEDTEE)D Configuration 75 [Templates ] Zi&EiR.
Device Template Z [-:-] 75 [Copyl Z:#IRL Template Name/Description:%Zz
ABU [Copyl %#i&ER, %Template Name/Description D&l [I—7cDT>FL— k& ]_copy_yymmdd]
—#7 UL Template BMER SN TULNDHHESR
Device Template @ [---] H5 [Export CSV] &3&IRL. /NS A—HD
I\ D77 T %% Ehf,
S>EEFRDPC D [F0>0—R] TAIFIEREND Z =R

X)o7y T Ir4 D& sdwan_backup_yymmdd]
yymmdd : 2034 £ 5 A 16 HDZE& 340516

= Cisco SD-WAN () Selest Rasource Groups Templates = o 0

SOWAN Fdge  gokal

SCWAN Edge  glokal 7 Disatiat o test

SDWAN Edge  giobal z Disagied

SCWAN Edge  global z2 Disavied 0 wsed-

2. ERAZ(EEDBEE)D Configuration H'5 [ Policies | Z31#4R., Policy Z [ --- 15[ Copy |
ZEIRU. RUS—D/)\Y D7 v T ZEf,
—Policy Name/Description3Z AL [Copy] Zi#EiR

= Cisco SD-WAN Select Resource Groupy Palicies.

i
=]

Auicatad « Upaiad 3y
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@ManagedSD-WAN

3.4.

3NNV OFPYITREHREERLVE

NNV OTFYITETHE

BFEFINARFTTL— IS A=BID)\w O T7v TF—F1ErHETT,
ERA (A DRELE)D Configuration 5'5 [Templates] = [Device Templates] Z31#
R,

2ABTHER LI\ O7vTF>TL— bd -] i [Attach Devices | Z iR,

= Cisco SD-WAN ) sulect Resource Groups Templates = @ &

g Ao o o | etore rarmpiates
Q Seard ) N
otal B £
w L ™ Tamsae: e e semanne s
Foara GI111-86  SOWANFdge glcosl 2 Dissiled o e o e I
_Defauos S i PSeoSecurerDS e Featwe G118 SOWANEuge  gloosl 2 Disssied

SOWAN Edye sl 21 Dised
SOWAN Fdge  gical 21 Do o et
SOWANEApz  plosal kS Disabied E e

WA UV CPE ZiBIRU, [—] Z@&ERUARY IR (CHEE,
[Attach| Z3i#iR,

= Cisco SD-WAN () Select Resource Groups Templates =0 &

Attach Devices

Atach device from the list belcsy
Avsllable Devicea Seleeted Devices

Al

Name Device 1P

oREy 100.1 48,59 100.1.8.70

jokit 100,200.0.1
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3NNV OFPYITREHREERLVE

@Managed SD-WAN

3. BLED 7] RHY>ZER,
2ABTEUE Uz csv 7MLz 7v O~ R
SEZERAPCOIFI>2O—RIAILGTINSHZED csv T 7 1)L7Z2ER U R |
ZIEIR
[Upload] Zi#EiR,
FTTDEIE (CRD/Z&(C [Next] Z#EiR.

= Cisco SD-WAN ) Solost kesource Groups Tempiates

Upload CSV File

4. DITOEMET CPE Z#RL., O T Jd%&HN.
RIZE/R TS [Configure Devices| Zi1&EiR,

= Cisco SD-WAN () Select Reanurce Groupe

Uevice Terplee B e
G1111-80_Defauli0s wé.. 4 * -
i

Local Configuratian vs. New Configuration

Templates

Cofgurs e follback Tirar

5. Status H' success, Message H' Done &72> TUWUEO> T+ JEANMNT T .
=Status EEEX T 1 DEEEMNDFET,

= Cisco SD-WAN () Select Resource Groups 200
Puish Feature Template Configuration | @ vzication Suisess Initiated By: mwsed-gm | Tenant CSDINE-15-0001 From:17218.128.190

Total Tase: 1 | Suecese |

O seah v
Totel Rowsz 1 () )

) sws Message Chassis Number Device Macs| Hustrame Sy P Sit2 I “Hanage 1P

> @uemes Dot - Push Fegtuze Templte C... £1111-6P-FGL2603LIVE o on2 106.1.48.70 00006242 21525512
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@Managed SD-WAN

3NNV OFPYITREHREERLVE

6. IE/RA (A DFELE)D Configuration 'S [Policy| Zi&IR

2ABTYERR LIZ/)\wOT77wvTIRUS—D [-+-] iS5 [Activate] Zi&EiR

=/Rv T 7wV TEOBEE T [Activate] Zi1EIR

= Cisco SD-WAN () Select Resaurcs Groupw

Policies

Lacallzed Poiicy

Q. searcn

Add Policy  Add Default AAR & QoS

Hsma Daseription Type Aethstad Updsted 3y Boliey Version

Sonyol_Poiley_y3_20231004 Control_Polisy_v3_20231004 Ul Bolicy Buier tese sdwzn-ordar-mi 100520237 171844885
Cormol_Policy_v3_20231004 180 Ganrol_Policy_v3_20231004_LB0 Ul Policy Bulcer tose test 10312023T200853410
Sonol_Paliey_v3_LBI et Conurel_Poliy_v_LEO_test Ui Balicy Buider e test 1108202371 34058178
Conrol_Poliey_v3_apn_select L8O Gonirol_Poliey_v3_sop_ssiect LBO Ul Poilcy Bulsier fose test 110820237 166750521

7. TEEEENERIBDDT [Configure Devices| %ZiEIR

200

jif Custom Options

Toulfows:d {3 5
Last Uptatee

05 Dot 2023 5:10:44 PY #08

vien
om0 P

Copy
02 Now 2022 1:40:58 PM +09 .
Edit

Delele

08 New 2023 2:07:50 PM +09)

B

= Cisco vManage Select Resource Group Configuration . Templates =@ &
Lace Tarciate Yot
wam903300 - IB

8. TEEEENERITDDT [Confirm Configuration changes on 2 devices| ([CFT W

ZAN. TOKI Z#ER

Configure Devices

Commitsng hese Chnges flect ihe CoMQUALoN 0 2 GICES A8 YOu ST JOu IR 10 IOCHe

=
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3NNV OFPYITREHREERLVE

@Managed SD-WAN

9. Status, Message H' Success &7 TLWNETO> T+ J@EANT T

= Cisco SD-WAN () Seleot Resowce Groue 200
TowRows2 134G
> Satus Hessege Hastname Systen P Site ID whanage 1P
@ Suceess Gony st from device: suctess Suams15010 21525631 000000069 21528503
> @Sueesss Confy status from davice: suctess Swam315030 215255.3.3 100000000 21525513
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4 SRTEFIE

@Managed SD-WAN

MEFIR

ARETIE. Managed SD-WAN DERZRIGREIC. RY ND—DODEBHREERE(CKD TEDRE
ZEMNBE UL FEEURITNERSRVNEED. BEARNMEEFIEZHALET, o3>
MYZUTWVWEITDT, BE(CKHUTTERBTE,

4.1. INSA—HZEE

Template I C Device Specific(CPE &) &E%TE U TWVND/INS A —SDEEFFIEZLBIT
UEY,

CPE [CHESN TN/ SA—HFZEE T BIRCRR—ZLUFaRmLUET .

FLIEEFD NTT REAT I A)L MEHDFT > T L — M TR MNP 7 RLANEE
AJREIR S A= ERDFT

HEHFRICT Device Specific(CPE BDZEE)DEREZIENL TLDIHE. AFIE R
DFIECHRELEEARELIRDFT

-CPEMIPY RLAZEE 3

Managed
SD-WAN
(ex. IP7FRLA:

192.168.0.254/24—)192.168.1.254/24)

- CPEDRA ML ZETE 3%
(ex. RARE: CPE1—CPE2)

CPE ORAME CPE2

CPE1—CPE2

SICPEL SRS R EREET, i
192.168.0.254/24 5192 168.1.254/24 CPE@IP7KRLA  192.168.1.254/24

CPEZIR

v

ISA-SZEE

:>§w‘
EH
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4 FEFIHE

@ManagedSD-WAN

4.1.1. FI\A A—EHEH SHROD CPE ZiEIR CPE j&iR

1. ERAZ(EEDTEE)D Configuration 75 [Devices| ZiEIR UL T DEIHEZ &R
ZE LUz CPE DOAIRICEHSD -] 75 [Change Device value] Z3i#EiR

= Cisco SD-WAN © Select Resource Groupw Devices

O Saarch w
ootstr
o oo
Ghazain Numeer Heatmor e o Geve ned Gontis Gro i ho s
111 1-mra coer -
o oez  cocossae o s
cin cers s
s e g S =
s s o -

412. N\SA—HDREETERT p—

2. ZBUL) CPE OAImICHD [---] M5 [Edit Device Template] %33R

= Cisco SD-WAN ) Select Resource Groups Templates = @

DeviceTemplate | C17111-8P_Delaultdb_va_2_20237004

"
Edit Device Tempiate

4.1.3. IN\SGA—=HDIREE JOSA—HEE

3. UTOBEETEEURVWNSA—SEZZERZ(C [Update] Z3EIRL. [Next] Zi&E
R XEEREONTTEHAT AL MEEOFT> T L — M TEEORERN/SA—4
(& [Pv4 Address] BELT [Hostnamel (CixDZET

<EERD>
Color, Device group, System IP, Site ID (&7 A MENSEE I 2LBENTERRZENID
Blesh. ZEEURVESBFEVWELET
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4 FEFIHE

@Managed SD-WAN

4.1.4. ERIBDIA> T« D DRIEHER 1> 74458 |

4. OB TOEE CEOD CPE Z&#IR, HhEnizd> T+« J=hE:R
( [Config Diff] ZiEiRT D &ENFRRNTIEE)
QB EMR L. [Configure Devices| %&i&EiR
KIS-HTHEE, BENMSTVSAIREMNBOET . TT-WERUFIREERIALES.

= Gisco SD-WAN Select Resource Groups Templatss

4.15. CPEI[CINSA—AZEEZR{ITOIEIA> I« I DER BT

5. Status /' success, Message /' Done &> TWWNIEO> T+ JERADT T
=Status BEEF Clc 1 DIEENNDET,
X Status 7' success EIRSIRMEE. TS —NBARUFIEZHR UREZHLTY
bSA DEMZSFENUET

= (Cisco vManage
A
Push Feature Template Configuration | @ Valdztion Success Initated By: nwse6-gm | Tenant: CSOWNE-09-0000-0001 From: 10.128.26.254
Tolhows: 1 O
U Staws Message {hassis Number Device Model Hostname System P Sie 10 WManage IP

O @ Suwoess Done - Push Feature Template Confl,,  1111-8P-FGL2436LF4Q C1n-gp COPE2 100.1.78.17 200010001 2092552
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4 SRTEFIE

@Managed SD-WAN

4.2. VPN D )L—TJ#DZEE

CPE [CARIBIL—A&EZEL. BBNICONNIENW EREITDENTEETT, FIET
ETBVPNIIL—THIFEmK 4 DERDFET,
c FEDORDES(C VPN J)IL—TZBINUEWEE, RR—LUEEERUET
XVPN II)IL—T 10 (FFT TAI N TERESNTVET
%VPN10-VPN20 [EIDBE (AR E/RDFET

4.2.1. NW 1&Bpsfil

Managed SD- Managed SD-
WAN WAN

CPE1 CPE2 CPEYL/ CPE2

ﬁ VPN VPN
(v > VPN10 10 2

0
" [ ceori/0-3 T cror1/a-7
Vian10: Vlani0: Vlan10: Vlan20:

[Device Template ERRICAHEERD Feature Template]

GE0/1/0-3 | GEO/1/4-7

Vlan10: Vlan20:
192.168.2.0/24 192.168.4.0/24

YER 9% Feature Template | FIE | A&

VPN20 1~3 | VPN20 Ok
SVI20 4~5 | VPN20 ([THD13 SVI DFER:
(BREDHN]

Feature TemplateZz{Fa
U

VPN20 Y

v .
Device Template’z 1t —
| [T Al rOTemplate?, | copy |

A 4
Device TemplatezZ &

A 4
HEUICWCPEA AT
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4 FEFIHE

@ManagedSD-WAN

4.2.2. ENT S VPN HD Feature Template Z{Fh%

Feature Template Z/ERk

VPN20

1. ERA > (EDTEE)D Configuration 75 [Templates | %i#iR
EE_EEBDSI TS [Feature | ZiEIRZ(C [Add Template] %Zi#EIR

Templales

= cisco SD-WAN

aaaaaa

aaaaaaa

«  NTT AEAIVFIHLSADDHE . BUKEENCIIERY -EXEFIALTWSIBEE. EE
INBENTERRZTREENDDFEIT DT, BEEKICT VPN JI—TEBIEERMBLAVED
BFEEVVLFT

« VPN /II—-TZEUWGEE NTT REANEELZBMRBEZIZEEVEY (BRISH)

2. Select Devices @ [C1111-8P] *(CF T wI% (11, [Cisco VPN &R
XA A FT125 [C1111-8PLTELA] (CFT w7y
XI\A L RYAT125 [C8300-1N1S-4T2X] (CFT w7
X = R)LAYA TS5 TISR 1100X 4G (Viptela OS)] (CFT W

= Cisco SD-WAN ) Select Rescunce Grougs Templates

Select Devices

Q et oyaovos ame

Glabal Settings
£1109-2PTEVE
C c1108-1piTs20
Grn-ap
0 C1111-2PLTEER
Cisco Secure Intemet Gateway (SIG) Caco VPR Cisco YPN Interface Ethemet
C1111-8PLTELA
i Meugamare WA Lanl
R
C1111-8PLTEEA
(Cisza VPN Interface GRE Cisco VPN Interface IPsec VPN Intefaca Etherret PP3oE
1 -eprzEan
C1111-8PTELA
1 -BPLTELAR
O enn-spwt PN Inte-face Multlink WPN Interface Sy
WL Momoqeent Wk LN
C1112-8p
OTHER TENFLATES
O criiz-eprsEs
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4 FEFIHE

@ManagedSD-WAN

3. @®Template Name/Description (C [VPN20] ZAH (GREABEIEZHER)
@VPN DfE% Global T 20 (CEE L. [SAVE] %=i&ER

= Ciseo SD-WAN 9 St Smanrn B

4.2.3. BT S VPN D )IL—(CHD(13 SVI D Feature Template

Feature Template Z/ER%
Al

4. FlE1 (TAdd Templatel) ZZEfE#&. Select Devices D [C1111-8P] (CF T W%\
1. TVPN Interface SVI] %Zi&iR

= Cisco SD-WAN () Select Resource Groups Templates =N ORNA]

Festure Template > Add Template

Select Devices

Q Search b
Q, Search by device name

[ C1101-4PLTEPW*

Cisco VPN Interface GRE Cisco VPN Interface IPsec VPN Interface Ethernet PPPoE
[J G1109-2PLTEGB WAN WAN WHAN
O C1109-2PLTEUS
O C1109-2PLTEVZ
0 C1109-4PLTE2P VPN Interface Multilink VPN Interface SVI
. WAN LAN Management WAN LAN
O C1109-4PLTE2PW"
O c1111-4p
OTHER TEMPLATES
O C1111-4PLTEEA
O C1111-4PLTELA
O crinr-apwe Cisco Banner Cisco BGP Gisco DHCP Server

G1111-87 WAN  LAN LAN

O C1111-8PLTEEA

[ C1111-RPI TRFAWS T J 4

31



4 SRTEFIE

@Managed SD-WAN

5. @Template Name/Description (C [SVI20] Z AN
@Shutdown %Z Global T [nol
®VLAN Interface Name % Global T [VIan20]
@IPv4 Address Z [device specific] &i&iR
®TCP MSS % [1412(GRE Di5&)E L < (3 1378(1Psec DIFA)] (CEE
®1&(C [Save] Z&EIR

/

Device specificZBINT R [Ehh ) Hu»

N NFA—REERELTLLED
e (EOEETAANT BEICES LPT < BY £7)
Eac Sonigus 1Pvd Address E

@ — = — Secondary P Address (Maxmum: 4) | @ o

= Device Specific »

/) Fry— 8- | v Enter Key
3 - — 40P e @ vetan :

upn_iF_sui_if_ipvd_prafx.

ZZICh—YNEEDYE, RELET /

4.2.4. NTTEBARFIAIL S Template ZAE—UTEREZLTEEZT
DREDF L L) Device Template & #{i@

Device Template ZJtE—

6. IR > (EEDFEIK)D Configuration 55 [Templates] %&iEiR
EimE 2S5 ThS [Devices Templates] Zi&R
NTT EREAFT I 4)L hdD Template #I1E—3% L. JE—UJz Template D [---] H
5 [Edit] Z#ER
X AE—DFIE(CDULTIE., 3.1 [Device Template/Feature Template] ®IE—%
SRIE=N

N

= Cisco SD-WAN () Select Resaurce Groups Templates =08

Configuration Groups  Feawre Profiles | WREIEREUREIC | Feawrs Temaiztes

QA searen v

Create Template v

maisie Type Non-Default v Toal s 26 L) 4%
Here & Desaration Type... Device Mok Device fole.. Resoure Group Festrs Teplktes Dufthocs  Deoes Attacted  UplamdBy  Le
CI111-6_Defautds PeciSecurs Fealwe O117-BP  SOWANEdpe glotal z Dissbled 3 test 3
G1111-8_Defauds_DS-te PSexiSecursiDS-lte Fatve G180 SOWANEdpe gl ol Dissdled o test _

View
CI111-69_Defautl5_MaP-207P) PSec/Securs/MAP-E17) Felwe O'11-BP  SOWANEpe glosal ol Disssled 1 [T

Copy
G115 Defautd5 Wap-Ziymamic) PSe/Securs/MAP-Eltymamic} Fatwe OB SOWANEdge pinal 2 Disssled o e EnaoleDrafthoce

Altzgn Deviies
juc Feale C1171-8F  SDWANEdpe global o Disabled H nysei- - Change Resource Growp
Export G2V
C1111-8°_Defaultd5 _wd_4_202371004_copy G1111-8P_Defaut05_vée 4 20631004 _c.. Feature C1177-8P SDiWAN Edge  plosal z Disabled o nwse-gm W

C1111-57_Defaultd3 vd_4 20237004 G1111-8P_Defaut03_ve _4 2023t
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4.2.5.

@ManagedSD-WAN

4 FEFIHE

Template ZF7 F Y F

Device Template (CEHM VPN 2 J)L—T B D Feature

Device Template ZZ& &

7. Service VPN #®D [Add VPN] %3&iR

= Cisco SD-WAN

QU search

GRwessisond | pgg

o

[ £387797c-0A"1-Aat-50af-25438 0002561
() 28000sb6~1 407~ A580-D4 -1 2a35008bzs!
() Bcbceo1t-0s32-41d8-0010- 745064309029

[ so7ates-5580-2703-0864-30430801 3088

@ Select hesol

ure:

= Groupw

Configuraion Grovps

Tamalaee Nams

1-5P_202-21_VPNI0_vZ

1-3P_202-22_VPN2O_v2

1-8P_202-23_VPNZ0_v2

1-89_202-25_VPNE3ag_v2

Feature Profies

Templates

Festurs Terplotes

(@ G0 VPN Interface Ethernet
@ VPN Interface SV

SusTempltes

PN Iverface S

PN Iverfacs S

VPN Iverfacs 01

Tota Rowsz s (Y

8. @ [VPN20] Z&RL [—]

@ [Next] Z1ER

ZEIRUARY TR (CFEBE

= Cisco SD-WAN

() Seleet Resource Groups

052fe510-0085-4585-0121-0a363612050

GCraate VPN Tamsiats

Add VPN
Select ons or mors Ssrvies VPN 1o atid:
Avatabls VPN Templatss
Q sesrh v
B Template Name:

©1117-3P_202-29_VPNAD_v2

Templates
@ seecvee
[ select all @ Sslersd VPN Tamolaiss
Q sserch
o

B5088454-0420-Acf2-b23a-77301 Baedss

| “l fnee

v

Template Name

VP20

1 Itams Seiacted

[ Select &t
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9. @O&fl VPN Interface SVI] %R
@VPN Interface SVI O )LF > H\5 SVI20 %R
® [Add] Z=iER

= Cisco SD-WAN () Select Resaurce Groups Templates = 0
Add VPN
@ SslectvPNs @ Selsct Sub-Templates
Inciude sub-lemplates to attach to ALL selected servics UPNS: ®
Additional Cisco VPN Templates
VPN Interface S¥I Svizo B @ SubTemplales +

@ Gisco IGMP

@ Gisco Multicast

@ CiscoPIM

() CiscoBGP

@ Gisco OSPF

(3 Cisco BSPFY3

(&) Cisco VPN Interface Ethernat

@ Gisca VPN Interface IPszc

@ EGRe

@) VPN Interfaca MulliLink Gartraller

@ ) VPN Interfaca SVI

Back Add Cancal

&

10. OVPN DYEIlEN/zC & =R
@ [Update| %3&iR
XVPN J)L—T% 3 DL LEBIBEITFIE 1~9 DIEEZEX TERDIELTLIZEE0)

= Cisco SD-WAN () Selest Resourse Groups Templates =

Configurstion Graups  Festure Profiles

Festurs Templstas

Service VPN

Q. Search v

ORowsSslesEd  Acd vPN

S Ie]
Totel fows: 5 £

P — ]

Additional Termplates

Global Template * CINBPLI07- 1 Gl Settingsv2 v ()
Cisco Bannor Choose... -
Cisco SHMP Choose... -
TeustSec Chaose... -
@
CLI Adet-0n Tempiate GI-6P_301-41_Gl_sedOn_Tempis .

el
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Sy F

SELZL CPE ATAYF

4.2.6. YEREUT= Device Template & CPE [C 7

1. $72(CYERL U T2 Device Template @ [---] H'5 [Attach devices] &i&iR

= Cisco SD-WAN () Select Resourcs Groups Templates

i
@
@

Coaliguration GraLpe  Featurs Profilss Faawre Tomolates

Q. searcn W

Create Template +

Temgplate Type Non-Default v TatalRowm 24 (5 4G
Hame = Deseripticn Type .. Device Mads.. Device Rols .. Resource Graup Feawre Temalatss Oralt odle Davices Artached Undlaed By L
C1911-8P_Defautits IPSac/Sacure Featue C1111-8F  SDWANEdge giobal 22 Disabled 0 test E'
C1111-6P_Default0s DS-ite 1PSac/Socure/DS-te Fealure  C1111-8P SDWAN Edge  global 21 Disabled 0 test Fdit

View
G1711-BP_Defat0s_MAP-E(1IP) IPSac/Sacure/MAP-E{11P) Feature  G1111-8P SDWAN Edge  plabal 21 Disabled 1 test Delete

Copy
C1111-6P_Default05_MAP- £ {dynamic) IPSac/Sacure/MAP-E{dynamic) Feature  C1111-8P SDWAN Edge  global 21 Disabled o test Enazole Draft Mode
C1711-67_Default0S_v4_e_20231004 ©1171-8P_Defaull05_ve_d_20231004 Fealue C1711-8°  SDWANEdge global 22 Disablod 2 b

Export OSV
G1111-6P_Defauit0s_v4_a_20231004_copy G1171-8P_Defautd5_ve_¢ 20231004 c... Featwre GI711-8°  SDWANEdpe  plabal 72 Disablad 0 rwse6-gm o e

12. OEALZL) CPE &IEIRL, [—=1 Z&RUARY IR (CEE)
@ [Attach] &R

= Cisco SD-WAN

Select Resource Groups Templates

ili
@
@

Attach Devices

AMttach device from the list belove 1 ltems Selected
tvailable Devices () select All Selacted Davices () select All

Al Q, Search W Al v

Dovice P Dovico [P

100.1,49.69 100.1,48.70

100.200.0.1

Cancel
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@Managed SD-WAN

13. ZEUJzL) CPE DAIR(ICHD [---1 Hh5 [Edit Device Template| Z31&EiR

= CiscovManage () Select Resource Groupv Configuration * Templates =00

Devee Terplste | C1111-8P_Defaut02_v2_8_20211217

Q Search V
ToaRows:! T L
§.. Chassls Number SystemlP Hostname VLAN ID{gl010,vian) VLAN ID{gi011._vian] VLAN IDigi012_vian) VLAN 1D(gi013 _vlan) VLAN ID(gi014_vian) VLAN ID(gi015.vian) VLAN 1D{gl016..vian) VLAN 1D(gl017.v
C1111-BP-FGL2436LFAQ 10017617 CPE2 ) 10 10 10 0 € 0 il E

Edit Device Template

14. @& IF [CANE 9 D VPN ZEE
(FECEIE (X GEO/1/0-3 7Z 10, GEQ/1/4-7 % 20 (C5%TE UTZIHR)
@VPN20 (CEEETD IP 7 RLAZEAD
® [Update] Zi#IRU. Next] ZiEiR
5E: Color, Device group, System IP, Site ID (&5 JA4)L MENSZEE I B EBENT
ZIRLIRRDBNNHDIeD. BEEURWVWRDOBFENLNZUET

Update Device Template

o,

Variable List {Hover over each feid for more information)

VLAN IDIgi010_viar) 10
VLAN D{gi011_vien)
VLAN Dig012_wtan)
VLAN D(g013_vien)
VLAN D(g014_vien) E
VLAN ID1g015_vion) )

VLAN D(g016_vian) 20

VLA DIg017.ven) 2
dns_primary_ipvE 2604108 710123
s _secondery._ o6 200418710123
1Pv8 Adcressisvd0_put_scdress) 10401 254728
1Pva Adaresssvi30_iput_sciross) 10201254728
| Pt Arassisvizo._ipvs _odress) 10201284728 |
1P Addrassio10_ipé_ociress) 921882254124
Color(gi000_cosor) peivate!
Hostame(systom_host_name) ve2

Dewice Groupsisystem_device_oroups)
System Pisystem_system_ip) 100.1.78.47

Ste Disystem_sted) 200010001
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15. O FOBEME C CPE Z#IRL. D> T« D&M
(Config Diff Zi#IR9 D L ENDFR RN AIEETY)
QB ZMER L. [Configure Devices| #i#iR
XTS—NTRHEE. REMNRD CLIABRENSHDFT. TS—ABKRUFIEZHE
Bl E(AESCN

= Cisco SD-WAN () Select Resource Groupy.

Templates O]
Uevice Tamplats Total -
s e -
CH11-8P DefoutOs_vt.. | 4| Lo Sido By S DIl
otal 7cc-'--cc-£‘lf\ n vs. New Configuration
L
e .
Configura Davica Rollbsck Timer \g |
24

16. Status /1 success, Message H' Done &73> TUWWNIED > T+ J#EEAMNT T
X Status BEEF CTIC 1 DIEEHNMNDET
X% Status /¥ success EIRSIRMEE. TS —NBARUFIEZHR URBZHLTY
bSA DEMZSFENUET

= Cisco vManage Select Resource Groupw - 5

Push Feature Template Configuration | @ Valdation Success Initiated By: nwse6-gm | Tenant: CSDWNE-09-0000-0001 From: 10.128.26.254

TolRows: 1 3

O Staws Message hassis Number Device Model Hostname System IP Site 1D VManage IP

® @ Success Done - Push Feature Template Confi 1111-8P-FGL2436LF4Q C1111-8P CPE2 100.1.78.17 200010001 209.255.1.2
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4.3. A7 4 YD )— NDETE

RETA VI — bOFEFIRZBITUET .
CPE T8B(C L3 ZREZENDD. Bl NW I A M EBENRERIGE(SRR—ZLUBED
FlRzRELET .

4.3.1. NW Bnkil

L3EBEONWEI R (172.16.1.0/24) CPE2DiEEADIEE 95

Managed SD-
WAN

N
CPE1(c172.16.1.0/2458M AT vl —
hEESTEIHTE TCPE26H172.16.1.0/240

BISZBEFEIBcs. CPE2(ICAST1vT
I—FOEEEAETT

CPE1(2172.16.1.0/2458D
A7) —NEsRTELET

|
CPE1 CPE2
.254 192.168.2.0/24
192.168.1.0/24
.253
L3FE

172.16.1.0/24

[Device Template YRk (CAE & 72D Feature Template]

YERk% 9 dFeature Template | FIlIAE &
static_route 1~7 AAT4vII— S TER
(EXTEDRN]
Feature TemplateZ{ER%
| Static_Route |

Device Ten;plate’;:lﬁ—
| [T Al rOTemplatess | copy |

Y
Device TemplatezZ &

= IECPEAT AT
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4 SRTEFIE

4.3.2. AR5 +4 Y )L— A Feature Template Z{EBK

Feature Template Z/ERK

1. ERA > (EDEK)D Configuration 75 [Templates ] Zi&EIR
BE_EEDS T hS [Feature Templates| Zi&EiR
[Add Template] &3i&iR

= Cisco SD-WAN

@ Search

Empiats Type

£8300-1N1S-4T2X_203-7... 8300

CEI00-1N15-T2X_20%

CR300-1N15-4T2X_203-

£R20D-1N1S-4T2X_207-5.. £9200

CEI00-IN1S-4T2X_206-1... 8300

CE300-1NIS-1T2X_30

€300~ IN1S-4T2X_303-1... 300

1SR1100X-4G_203-51_VIF_.

cuz00-

8300~

cB3a0-

Name Deseription Type

ISR1100X-4G_202-22_UPN... ISR1100K-4G_202-22_WPN... Gise PN

TH1S-4T2X_203-7.. Dlsco WPN Imerface Cnernat

1H15-aT2X_202- Cisco ¥oN Imterizes Emermat

ANIS-4T2K_202-5.s  Gition WPN Imsrfacs st

TN1S-4T2X_202-5..  Ciseo WPN Inaracs Emarmar

TH1$-4T2X_206-1... VAN Edge cEdge Cellular In.

IN1S-4T2K_201-A0 CLI Tamplats

ISR1100X-4G_202-11_VPN... ISR1100K-46_202-11_WPN... Ciseo WPN

TH1$-4T2X_303-1...  Cellular Comraller

SR11DGN-48_ 20223 VPN, Cisco VON

ISR17100X-4G_202-25_UPN... ISR1100K-4G_202-25_WPN... Cisco ¥PN

Cisca VPN Interface Bner

Configumtion Groups

Device Model

SR 1100X 4G (Gisen 08}

£6300- 1N15-2T2%

300~ 1M1 5-012K

CB300-1M15-4T2X

£9700-1N1S-2T2X

£8300-1N15-4T2X

CBI00-1N15-4T2X

SR 1100X 4G (Gisco 08}

£0300- IN15-2T2X

51 100X 46 (Gzco 05}

SR 100X 4G (Gisco 05}

SR 1100X 4G (Cis

Feature Profiles

Device Templatea

5

Templates

Deviee Templates

Resource Group Devicas Attached
it 1
global 1
global 2
plobal 2
plob 2
global 2
global 1
globl 1
global z
slobal 1
global a
global 1

Total Rowe: 115 £

Iodated

Updated By L

Proviger-sevan-orserm 05 0812023 2:23:19 P4 ees

1:30:50 P 41 e

wan-oroer-ml 05 Oet 20

Providsr.

wan-Grosr-mi 00 D01 2023 126 P 1 s

Providar Aoroer-ml 09 0ot 2023 8516:27 PR

Providar-cewan-orser-ml 04 0212023 B17H9 P41 ses

05 Oe1 20

wan-orosr-mi 05 Dzt 2023 1330 PR ses

Providar

Provider-sewan-orser-ml 05 061 2027 2:24:51 PR 41 o

05 0212023 1:38:41 P #1 o

Proviger

05 B2t 2023 2:25:40 PR+

Providarsevan-orser-ml 05 Oct 2023 2:96:12 PRI+«

wan-crder-ml 05 01 2022 11:10:26 AN ses

MiEZ (L TC1111-8P) (CF T wo%Z L. [Cisco VPN] Zi#iR
XA TI1D CPENFKET DHE(E [C1M11-8PLTELA] (CFT v
XI\AIL> RIAT125 [C8300-1N1S-4T2X] (CFTw

X = RJLIA TS5 TISR 1100X 4G (Viptela OS)] (CFT v

= Cisco SD-WAN

Fesiure Terplate » Add Temolte

Select Devices

Q Semrch by devica rama
C1109-2PLTEVZ

£1109-4PLTEZP

1109-42LTEZPNS

(7} Select Resource Groups

e

Templates

Configuration Groups  Festure rofiss  Davice Tempiates

Gloal Settings

Gisco Secure Internet Gateway (SIG)

OTHER TEMPLATES

N

Cisco VPN Interface GRE

AN

VPN Interface Multiink

AN LAN

Gisco VPN

Cisco VPN Interface Ethernat

Mansgement  WAN  LAN

Cisco VPN Interface IPsac

W

VPN Interface SV

Momsgemant  WAN  LAN

VPN Interface Ethernet PRROE

WAN
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2. ®Template Name/Description (C [static_route| Z A7
@VPN DfEZ% Global T 10 (CZSE  Xstatic route ZBIN L=V VPN EHSZ 5

= Cisco SD-WAN () Select Resource Groups Templates = 6 0
| (3) Enhonce EGMP Keying can orly e turned an in YPNO X
Featre Template > Add Templata > Cisco VPN

Descriptio seadle_routa
Baslz Configuration DNS. Advartise OMP 1Pud Route 1P Routa Service Service Route GAE Route IPSEG Route HAT Route Leak

Narm; °
Enhance ECMP Keying @~ on o
OMP Adrin Distance [Pvd @~
DMP Admin Distencs IPv6 o

3. @ [New Advertise OMP] %i#iR
@Protocol [CDULVT Global T [Static] %ZiEiR

® [Add] Z#iR

= Cisco SD-WAN (7} Select Resowrce Groupw Templates

| (i) oMP can be configured ny on sanvice WPNS X

Festure Te

4 Templsle 5 Cisco VPN

O [owraver o

@ I Frotcol @ e -

Route Policy @~

©)

Add Gancel

Optional Pratac Routz Palicy #etion

No data available
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@Managed SD-WAN

4. @ [New IPv4 Route] Zi#EiR
@Prefix (& [Device Specific] ZEIRL. ZB#%Z AT D(*Sample TIFZEE (S
vpn_next_hop_ip_addrss 0 ELTHNFET, )
®Gateway (& [Next hop] %&iEiR
@ [Add Next Hop] %Zi#EiR

= Cisco SD-WAN () Select Resource Grouss Templates

i riice VP

©

5. OTFREEMNFRRESNDDT. [Add Next Hop] Zi#EiR
@Address (& [Device Specific
® [Add] Z:&iR

Next Hop

Next Hop

X RAAT AW I — NEEEERTET DIBE. 4,5 DFIEESBL. BREEEZ TEDIR
UTCTLKESVWBIZ (S 4 (CEEBHBDEEHZDEREZZ X vpn_next_hop_ip_addrss_1 73 &)
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[;3%] VCPE T(Z10.0.0.0/8. 172.16.0.0/12. 192.168.0.0/16 #B/ELET., FSAR— 7KL
ANDBIEDTZHICT TAIL MIL— (0.0.0.0/0)EXBES D ETSAA— M7 RLABEHEERDO>
S22 NV F T VCPE AlICIL—F« I ENTEREED DBENTE R zs, EHIL— hERE LI
B4 10.0.0.0/8. 172.16.0.0/12, 192.168.0.0/16 LDEVH IRy R R (#) : 10.0.0.0/9.
10.128.0.0/9 %) TDIL—F+« S IRENBETT,

6. OTFEEENANRRINDDT. [Addl ZiER
Q@E&IC. [Savel ZiEIR

= Cisco SD-WAN @ Select Resource Groupe Templaies

- IPvi ROLTE

) Mari a3 Optional Row )

4.3.3. NTTERBAFIAILD Template ZIAE—UTHEZTER T

2 RiED#F L L\ Device Template & #E{i Device Template &1t

7. ENRA > (EEDREIE)D Configuration /5 [Templates| %Zi&iR
BE_ L&D ThS [Device Templates| Z3&iR
NTT EREAFT I A )L hD Template ZI1E—U. JE—UTJZ Template D [---1 h'5
[Edit] Z#ER

= Cisco SD-WAN () Salect Resource Groups Templates =6 o

Feature Tempiates

Q. searcn Y

Create Template

Tempiate Type Mon-Default w Total Rows: 26 1)
nnnnnnnnn Ty o rs Tam: 11 Osvices Attachsd

£1111-8R Defautds Feature GI111-8®  SOWANEdge  globs 22 Disabled o

S1111-6P Defautds DOS-fte Festure GIT11-8°  SOVWAMEdgs  globs 2 Disabled o

S1911-BP_DefautDs_Map-£(117) Featre GI711-8°  SOWANEdge  globs 2 Disabled 1

G1111-BP_DefautDs_Nap-Eidynamic) Festure G1711-8°  SOWANEdge  globa 2 Disabled o

511 11-8P_DefauitDs_wi,_& 20231006 G1111-6P_Cofaus_ve_4 20237004 Feature GI111-8P  SOWANEdge  ploba 22 Disabled

511 11-BR_Defautds_w_&_20231004_copy 1111-6F_Cofauh05_ve_4 20237004 c.. Feature GI111-8°  SDWANEdge  globa 22 Disabled o
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4.3.4. Device Template (CRXAHF o v DI )b— MHD Feature

Template ZF7 F Y F

8. Service VPN #d [Add VPN] %3&iR

Device Template 2Z %

= Cisco SD-WAN (7 Select Resource Crovgw Templates =0 0
Canfiguration Groupe: Fastara Profilas Device Tamplstes Festura Templatas
550 VP Intarface Ethernat h
Q, ssarch v
Tommousa (3
om Torpiste Name SubTamplates
[0 6387197c-cA- £a-90at- 45250022501 111-8P_202-21 W10 v2 VPN inertace $U1
[) 280coebE-14d7-480-0olc- 1 adSbdibast £1111-8P_202-22 ¥MN20 2 PN inertace 311
[ Geockitf-0e32-¢ 108-0010-71606¢200c20 £1911-8P_262-23_WPN20_v2 VPN Incertace SU1
[ ao7d3185-554d-47b3-bE6A-3bl3dEb 1 3068 C1111-8P_202-26_vPNROOD_v2
. N S Ry -
9. @ I[staticroute] ZEIRL [—] @FEIRLERY IR (CHEH
@ [Next] Z1ER
= Cisco SD-WAN () Select Resource Groups Templates o n
Add VPN X
@ Sslsct VAR
Select one or mors Servics PN 1 sdd: * ems Selactad
Availzble VBN Templates. O Select Al Selected VBN Templates ] select Al

D

Q Search ird O Search 7
[ Template Mame 10 Jomglate Name,

053feefo-0085-45e5-01e1-Oe58l3e1 2050 €1111-8P_202-24_WPNAQ_v2 | £9332628-6004- 41002660~ 30560760 Tae stave_raue

E5082254-0420- 4cM2-0332- 7730 1 Geesd5S vPNZ0

Greate VPN Template | | Gancel
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10. [Add] Z&EiR

= Cisco SD-WAN () Select Resource Groups Templates e a
Add VPN %
© SsiectvPs @ Seioct Suo-Tmpietss
Include sub-templates to attach 10 ALL selected service VPNs:

Additional Cisco VPN Templales
Gsca lEMP
Gisco Multicast
Gisca PIM
Gisca BGP
Gisca OSPF

(%) Cisco OSPFV3

%) Gisca VPN Inferface Ethermet

() Gsza VPN Imarfacs IPsac

@ EIGRP

(&) VPN Interface MultiLink Gontraller

(@ VPN Interface SV

Back Cancal
SENIEN T & EHER
11. OVPN MENEeNC &z
@ [Update| %Z3#EiR
Cisco SD-WAN ource Groups Ternplates =0 8
Configuration Groups. Feature Profiles Feature Termplates
Rt By _UBraUR_ise0_uea_ste_mm v PR A e G

() Cisco WPN Interfaca Ethernet
@) VPN Interface S¥i

Service VP

Q. Search A

0 Rows Slsctad Add VPN

Tow Aovess £
(mRL Templats Name Sub-Templates.
[ ®©387197¢-call-Aala-90a1-454260b325¢ 1 ©£1111-89_202-21_VPN10_v2 VPN Insitacs Su - B
[ 28000606-1467-4580-94fc- 133350a8Kas0 ©1111-8P_202-22_VPN20_v2 VPN Insitacs S
[[] Beooiblf-0e3z-41d8-8019-F06d398ces C1111-8P_202-23_VPN30_v2 VPN Inverface SV e

Global Template * C1111-67_107-11_Slobal_Settings vZ =

Cisco Banner

Gancel
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4.3.5. {EBRLUT= Device Template & CPE [CP &Y F
SRTE UL CPE A7AYF

12. T2 ICYERR U Tz Template @ [-+-] H'5S [Attach Devices| %i#EiR

= Cisco SD-WAN () Select Resource CGroups Templates @ £

Configuration Groups  Featurs Profilss Fasturs Templatss

Q searcn A

Create Template

Templste Type Mon-Default Totairowsiza L7 4B
Nome Deseriprion Ty .. Deviee Mode... Devies Role . Resource Group Feamure Templates Oratt Made Devices Artached pdoted By L
C1111-BP _Defaultds 1PSec/Sacure Feature  C1111-8° SDWAN Cdge  global zz Disabled o test 06 ene I
G1111-8P_DefaultD5_DS-lite 1PSec/Secure/DS-lite. Feature  G1111-8P SCWAN Edge  plobal 21 Disabled 1)
CIT1-8_Dofaulls_WAR-E(1F) 1PSucSacure/MAR-E(1IF) Faalore C1111-89  SCWAN Edge  glokal 2 Disabled 1
G1111-6P_Defaultds, <) Feature  G1111-8P SCWAN Edge  glokal 21 Disabled o
C1111-6P_DefaulD5_ud_d_20731004 GT111-68P_Defacl05_vé_4 70231004 Femturs C1111-87  SCWAN Edge  plobal 22 Disabled 2
Export CSV
C1111-6F_Defaultdb_w4_4_20231004_copy C1111-8F_Default05_v4_4_20231004_c... Feature C11711-8P SOWAN Edge  global 2z Disabled o nwsel-gm 0 eee
03 —_
13. OBALZL CPE Z#IRU, [—] & RUARY DX (CEE
@ [Attach] Z3&R
= Cisco SD-WAN () Select Rasource Groups Templates =@ £

Attach Devices

Autach device from the list below 1ltems Selested
Avallasle Devices [ Select Al [ select Al

All Q Search Y @ All Q Ssearch Y

Device P D Name Device IP

100.1.49.68 CPEZ 100.1.49.70

100.200.0.1
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14. ZE U=V CPE DAIRICHD -] 15 [Edit Device Template | %Z3EIR
% Status 1" success EIRSRVEE. TS —ABSNUOFIEZHER UBEZH LT

bSA DERMEHFENUET

= Cisco SD-WAN

Q. Search

... Chassis Number

@ ©1111-BP-FGLZEOSLIVE

() select Resource Groups

Device Tamplats | 671171-8P_Defaultds_va_a_20231004

System [P Hostname

10014870 GPEZ w

MLAN D(git10_vlan)

VLAN Bl _visn)

]

Templates

VLN ID(gi012_viar] VLAM ID(@i012 _vian)

3 "

WLAN D(git14_vlan)

w

VLAN Bl _vian)

"

il
@
i)

v

Total Rowes: 1§ L

VLAN 1D(

o f -]
Edit Device Template

15. @FESE NW Z A S(ex. 172.16.1.0/24)
QIR hkw T AH(ex. 192.168.1.253)
® lUpdate] Z&EIRU. [Next] Z1ER

7E: Color, Device group, System IP, Site ID (5 T A )L MENSEE I B EBENTER
<RBBNNDSGDIzD. BEURBWVWKSBFEWNWNEUET
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Davica 1P Davica 1P

100.1,49.68 00.1.49.70

100.200.0.1
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10. ZE UJz0L) CPE DAIRICHD [--] 15 [Edit Device Template ] Z3EiR

Device Template
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| C1111-8P_Defaultos

_20220304_noPPPOE_DHCP_copy

Q search
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=
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11. @lInterface Name(vpn_if_name_DHCP_Helper)(C [VIan10] ZASH

= Cisco SD-WAN

@Update %R
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UpAELE UEVICE 18TIPIEE
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12. O FOBEME T CPE &i&ERUL. OI> T« J%&HH(Config Diff Zi#IRT D EEDR
ENANEILE)
QANBZMER L. [Configure Devices] %&iEiR
XTS—MTDHEE. HENRD CLWDEREMN DD F T TS—ABKAUFIEZHE
FoFEVET

= Cisco SD-WAN Select Resource Groups Templates

Tomal

Confrgure Devics Rallaack Tirmr

13. Status 1" success, Message H' Done &732> TULWNUEXTO> T+ J@EANT T
X% Status /' success EIRXSIRVMEE. TS —HRBNARUFIEZHER URRIZEH LT
NSADEMZHFENUET

= Cisco SD-WAN () Seleet Resource Grouge 200

Push Feature Template Ceniguration | § 2l detion Succsss Initiated By. nwseG-gm | Tenant: CSDWNE-15-0001 From: 172,18.126.190

Total Task: 1| Sucose : 1

Q Search %
Total Rows: | Cj 'ﬁ\

7 Status Messape Chessis Number Devize Model Hastrame System [P Site Wilenage P

? OQJE:ESS Dlong - Push Feature Template €., C1111-8P-FaL26I5L3VE £1171-8P [£23 100,1,49.70 300006342 215,235.1.2

63



@Managed SD-WAN

4.6.

4 SRTEFIE

DNS UL —MDESH7E

DNS U L —DsRETEZFBTUET .
CPE A DNS UL —15&, RR—ZBBOFIaEEHmLET.

4.6.1. NW Bnkfl

-CPEINDNSUL—#HTFEL. SEIRIGATEFCPELIZDNSH— /)WL THTFID

DNSH -/

Managed SD-
WAN

CPE1(CDNSYUL —%3%F 95 ]

h

CPE1

.254

192.168.1.0/24

1

N A Ll HEIHAKFCPELE
BEFRImAR %DNS&;\“&M;&E% ]

[Device Template YER%(C A E & 72D Feature Template]

YER% 9 % Feature Template | FIE A&
DNS_Relay 1~3 DNS UL —5%EA

Feature Temglate’&{’ﬁﬁﬁ

Device Template’&:lﬁ—
| [ JAlFOTemplate?®; | copy |

Device Template"&?%'t%
T UTEVCPEATAYF
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4.6.2. DNS UL —J Feature Template Z{Ef RSNk LGR

1. ERA (A DHELE)D Configuration 5'5 [Templates| %i#iR
EE_EEBDSF TS [Feature| ZiEIR
[Add Template] &3i&iR

nnnnnn

£2300° 1H15 8T2X 203 6. CI300 WIS 4T2X 2035 04 Oer 2023 81

i 04 0ez0z3E

‘‘‘‘‘‘‘

wwwww

globs

((((((

rrrrr

2. #fER(C [C1111-8P] (CF T wo%Z AN, [CliAdd-On Template] %Z3&EiR
XA TT1D CPENFKET DHEE(E [C1111-8PLTELA] (CFT VD
XI\A L RYAT125 [C8300-1N1S-4T2X] (CFT w7
X = R)LAYA TS5 TISR 1100X 4G (Viptela OS)] (CFT W
XNTT BEART J4)L MEHED Cli Add-On Template '35 & (& T I AL MME
£t Cli Add-On Template Z JE— LT ZEL)

= Cisco SD-WAN Temolates

ERRRP Y . .....

Cisca BGR Cisco DHCP Server

Cistn IGMP Cizce Logging Cisca Mulicast

1177 -£PLTEER

Csco 05 Clsce DSV 500 P!
s Lan
Cisco SNMP 1 Aoa-Cn Temolate BGRP
Ln

Prois
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3. @Template Name/Description ([C [DNS_Relay] A7
QUTDLSIC61TZAT
Q@ [Save] Zi&EIR
XDNS D7 RLAGLEEZEEL TS ZEL)

= Cisco SD-WAN () Select Resource Groups Templates

Configuration Groups  Featwrs Profies  Deviee Temolass

Temolie > Ol Add-0n Template

C1111-6P

system
vbond {{vbond_fqdn}} port 12346
ip name-server vrf 10 8.8.8.8

—— ip domain lookup vrf 10 source-interface vlian10
— ip dns server
interface GigabitEthernet0/0/0
no ipv6 address dhcp

ipv6 nd ra suppress all

Ganzel

14, XBIFEO>2 T4 DHTERFCUTDEE FHESIBRNKDICHFELILET ., EE
IRBENTEIRIRD. CPE BN E LIRBDRIEEMENSH D FE T,
system
vbond {{vbond_fqdn}} port 12346
no ipv6 address dhcp

ipv6 nd ra suppress all
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4.6.3. NTTERBAFIAILD Template ZIAE—UTHEZTELX T

S REDF L LY Device Template & ¥ Device Template 1 —

4. FERAZ(EEDEE)D Configuration 75 [Templates| Z3iEiR
BEE_EZBDS T HS [Device Templates| ZiEiR
NTT EEEHAT I AJL bD Template #IE—U. OE—UJz Template D [++-1 h'5
[Edit] 73R
X Template D1 E—DFIE(L P10 SR

= Cisco SD-WAN 7 Select Resource Groups Templates

4.6.4. Device Template [C DNS B —)\H® Feature Template &7

Device Template ZZ &
5. @®Additional Templates #® CLI Add-On Templates & FIIE 1~3 TYERK L= [DNS
Relay] NEE
@ [Update] Zi#EiR

= Cisco SD-WAN () salsct Rescurce Groups Templates oo

Additional Templates

Globel Template = S1171-6R_107-11_Global Sewngs 2+
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@ManagedSD-WAN

4.6.5. 4EB%UT= Device Template & CPE [C 7Y F
HELIZLY CPE ATAYF
6. HilzlCERUI==>L— b [--] h'5 [Attach Devices] ZiEiR

= Cisco SD-WAN {) Select Resource Groups Templates

i
@

Configuraven Graups  Fsaturs Profies Feature Templzss

Q. search W

Create Temolate v

Template Type Non-Defaut + Tolal Rows: 28 43 k3
[T Deseripron Typs . Dewioe Made.. Device Role .. REssurte Graup Feature Tempiates Drat: vace Devices artachess Ustamasy  Le
o1 [C— Ceatire DINT-EP SOWANEdge  gioos 2 a v st
S117-6P_Dotaull05_D5-lto IFSeafSecuGs-lo Fwatire SUNT-6F SOWANEdge  glooa @ Disatsed 0 st FOT

View
C117-BP_Detanl| 05_MAP-E(7 1P) IBSecrSecure/MAP-EL115) eatire GI1-8P SOWANEdge  goaa E Disatsied 1 st Delets

copy
11176t i IMAS=Etdynanmic) Satire STINT-6F SOWANEdge  giooa @ Disabedd ] tost Enavie Draft bode

“Altzoh Devices
C1117-6P_etaull05_ud_s_20231004 G158 _olaul05_ve_t 20231008 Featea G11-BP SOWANEdge  goua 2 Disatsadt 2 vascti- s
1117 BP_Cofaul|05_d_t_20231004_copy C1111-58_Dofau05_vé_4 2029100 G.., Fealure CU11-80 SOWANEdge  gon i Disabod 0 - i -

7. O@EAUMEUCPE Z3&IRU, =] &BRUARY O (CEE)
@ [Attach] &3&iR

= Cisco SD-WAN () Seleet Resour

Templates

i
Q
€

Attach Devices

Anach device from the list Delow 1 kems Selected
Available Devices D Select All Selected Devices :] Select All
- Q Seach A\ - Q Search ks

Device P Device 1P

100.1.49.69 100.7.48.70
100.200.0.1
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8. [Next] %R

4 SRTEFIE

= Cisco vManage

C1111-8P_Default02_v2_8_20211217

5. Chassis Numbar Sysem P Hostname

1111-8P-FGL2ABBLEAQ 0017817 CPE2

Configuration - Templates = ¢

Tots! Rows: 1

VLAN 1D(g1010_visn) VLAN ID(gi01 1 _visn) VLAN 1D{gi012_vian} VLAN 10{gi013_vian) VLAN D(gi014_visn) VLAN ID(gi015_wvian) VLAN 1D{gr016_wvian) VLAN ID(gi017_v

Edit Device Template

9. OLUTOEMET CPE &i#IRU. > 7« %71 (Config Diff Z3&IR I D EENDER

HVETE

QB %=HER L. [Configure Devices| % i#EiR
XTS—NTDHE HENBROD TLIHRMNDDFT. TS—KHNERUFIEZHE

ERLUTTR=0

= Cisco SD-WAN

pevice Template Total
©1111-8P_Defaulto5_ud.

TTTTI P TOLZR0SIITS
Rower100.1 48 63

Templates =0 a

Side By Side Dift
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10. Status H' success, Message $* Done &7 TUOWNUETO> T« JEANT T
X% Status ZEFTI(C 1 NEEHNNDET
X Status /' success EIRSIRAVNMEE. TS —HNERUFIEZH#EZ URRZHSLTY
NS DOERMZEHSFENLET

= Cisco SD-WAN ) Select Resowrce Groupw ERNORNA]

Push Feature Template Configuration | @ Valdeien Suceess Intiated B nwseh-gn | Tenant: CSDWNE-15-0001 From: 17218128190

Total Task: 1| Suceess : 1

O search v
TowRows 1 4

» Staws Message Chassis Humber Devics Whatal Hesmame System Ske D Hsnage P

> @Suoosss Dens - Push Featura Template C... C1111-89-FAL2G0SLIE cI1-gp ooe2 100.1.4370 300005242 215.255.1.2
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4 SRTEFIE

12— NTLALDIFPI b
(BTDA 25—y MBEZXER)

Hl2 CPE WS TDA>F—Ry MBEEZNRETDIHFEDA>F—Ry NILAT
70 RRECDVWTHEBMTULET,

4.7.1. NW 1&Bpsfl

-CPE1-CPE2RIOHASRIBIESZ0]6EL 3 D
-CPE1HDSETHA A~y MB{SZ T RELA ARy FILAIFPI IS

Managed SD-
WAN

CPEllcA>A—5vbITLAIF I
DHETFEZELEFT

192.168.1.0/24

192.168.2.0/24

[Device Template YER% (CIHE & 7D Feature Template DERK]

{ERk 9 % Feature Template Fig Fi&
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[Device Template M E—]

FE 22353
22 Device 7> 7L — by Ty
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FliE

H
B
i

[Device Template \®D Feature Template MD;E ]

{ER% 93 Feature Template g &
GE000 24-30 WAN A>49—J1—AZER
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Managed SD-WAN

4.7.2. WAN - >4 —2J 1 —2XH Feature Template Z{ER%

1. ERA(EDEIE)D Configuration 1'5 [Templates| Zi&EiR
EE_LED5 ThS [Feature] %R Feature Template Z{F5k
[Add Template] &3i&iR =

= Cisco SD-WAN ( Select Resource Growps Templates = @
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2. HFEZ(E TC1111-8P] (CTFTw % AN, [Cisco VPN Interface Ethernet] %Z3&R

= Cisco SD-WAN Select Resource Groupy Templates

ConfguraionGraups  FeatuProfies  DevieeTemplarss (Rt

Globa! Settings

©1109-2PTEVE

£1109-4pCTEP

£1109-4PLTE2PW® e

ci-ap

C1111-4pCTEEA

Giso Secura Internat Galeway (516] Cisco VPN Giseo VPN Interfac Ethernat
O C1111-4PTELA
wan Mansgement  WAN  LAN
1111 -4p
s
1111 -2PLTEEA
Giszo VPN Interfaca GRE Gisco VPN Interfaca IPsec WPN Interface Ethermat PPRoE
1111 -8PLTEEAW* T T e
G1111-8PLTELA
1111 -SPUTELAW®
crn-sput VRN Intarface Mukilink PN Intarface 511
JTTTr, wWAN LN Marogament AN LAN
cinzeee

OTHER TEMPLATES
O ©1112-8PLTEEA

XA TI1D CPENFKET DHE(E [C1M11-8PLTELA] (CFT v
X)\AIL> RFAT125 [C8300-1N1S-4T2X] (CFTwvo
X = RILFAT125 TISR 1100X 4G (Viptela OS)] (CFT v
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(b>xxU >0 )LD GRE DIFA)

®Template Name/Description (C [GE000] & AJJ

@Shutdown %Z Global T [No/, Interface Name % Global T [ GigabitEthernet0/0/0 ]
ATV T hS [GigabitEthernet0/ | %23&1R# [0/0] ZF AL UL 2O U w
)

QIPv6 %Z [Dynamic] AN

@Tunnel Interface Z Global T [On] &AS

®Color %Z Global T [public-internet] & A7

®Maximum Control Connections % Global T [0] &AJ

@vManage Connection Preference Z Global T [1] &AR

®GRE % Global T [On] &AN

©GRE Preference Z Global T [100] &AS

@®IPsec & Global T [Off] AN

Ex1&(C [Save] Z&EiR

%IPv6 @ [Dynamic] &7 (& [Static] ([CULIRWT LK ZE W\, w439 [Dynamic] (C72D
TWBZ EZMEFREVET . [ERBRBENTERIRAD, CPE N E £/85H]
BN B DFET,

Advanced Options % 7 U v 74 3 & LITD ANIERAET
shEd

@ o fom | oo |
@ = ]
i) | e @ on o on |
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@ManagedSD-WAN

(b>xxU>2070 VD IPsec DIBS)

®Template Name/Description (C [GE000] & AJJ

@Shutdown %Z Global T No, Interface Name % Global T [ GigabitEthernet0/0/0 ]
" AFINTILSI T h S [GigabitEthernet0/ ] Zi&3R%# [0/0] ZEF AN URNE IV W
)

QIPv6 %Z [Dynamic] AN

@Tunnel Interface Z Global T [On] &ASD

®Color %Z Global T [public-internet] & A7

®Maximum Control Connections % Global T 0] &AJ

@vManage Connection Preference Z Global T [1] &AD

®IPsec Preference Z Global T [100] &AJD

Ex1&(C [Save] Z&EiR

XIPv6 @ [Dynamic] %7 (& [Static] (CULIRWT K ZE0LY, w49 [Dynamic] (C7&D
TWBZ EZHERREAVE T, [ERREENTERIAD . CPE N E £/8d 0]
AREMENHDFET,

nnnnn

nnnnn

&~
i
o

Advanced Options % U v 7§ % & LT ARERA RS
ENET
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4.7.3. PPPoE 8 Feature Template Z{EH% Featur"ﬁ’ﬁ

3. ENRAZ(EDHER)D Configuration 75 [Templates | Zi#iR%&. EE_EEPDS TH
5 [Feature] %3&iR
[Add Template] &3i&iR
HAEZ (L TC1111-8P] (CF T w2 AN, [VPN Interface Ethernet PPPoE | % i%iR
XAFAT LD CPENFKET DIHFE(E [C1111-8PLTELA] (CFT VD
XI\A L2 RYAT125 [C8300-1N1S-4T2X] (CF T w7
X = R)LIA TS5 TISR 1100X 4G (Viptela OS)] (CFT v

)

4. @OTemplate Name/Description (C [PPPoE] Z AN

@Shutdown %z Global T [Nol &AN

(Ethernet Interface Name % Global T [GigabitEthernet0/0/0(FA )] EAS
@Dialer Pool Member % Global T [100] & AR

®PPP Authentication Protocol Z Global T [CHAP] &ASD

®CHAP Hostname/CHAP Password %Z [ Device Specific] & A7

@NAT % Global T [Onl &AS

®TCP MSS %Z Global T [1414] &AN

© [Save] Z#EiR
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@Managed SD-WAN

47.4. A29—2Y RNITLAOFPD NBIY> R Feature Template

ZVER%

5. ZFIE 1 (CBID Feature Template & $TARAERR

HEfEZ (X [C1111-8P) (CF T w % AN, [CliAdd-On Template ] 7Z3&1R
X1 T LD CPENKETDHEEIE [C1111-8PLTELA] (CFT v
XI\A L RYAT125 [C8300-1N1S-4T2X] (CFT w7

X = R)LYAT125 TISR 1100X 4G (Viptela OS)| (CFT w2

= Cisco SD-WAN

S G G
S

il O Templee

prones Tuetsn

6. @OTemplate Template Name/Description /\ [CLI_LBO] Z A
@CLI CONFIGURATION (CLIFZ A
® [Savel| Z&EIR

= Cisco SD-WAN

Templates B
P —— - = X
cuten
i
CLI add templats poorted with | E1 1 d. pl make su device supports commands before using in CLI template

L Search  (x) Croate Variable @ EncryptTyped [ Seiectafic

o
2
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[(GRE DIZEDIN > K]

system
vbond {{vbond_fqdn}} port 12346

interface Tunnel1
no shutdown
ip unnumbered GigabitEthernet0/0/0
no ip redirects
ipv6 unnumbered GigabitEthernet0/0/0
no ipv6 redirects
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan

exit

interface Dialer100

ip mtu 1454

ip tcp adjust-mss 1414
exit

interface GigabitEthernet0/0/0
no ipv6 address dhcp
ipv6 nd ra suppress all
no ip nat outside

exit

sdwan
interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre preference 100 weight 1
no border
color {{gi000_color}} restrict
no last-resort-circuit
no low-bandwidth-link
max-control-connections 2
no vbond-as-stun-server
vmanage-connection-preference 8

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https

no allow-service snmp

ip name-server {{dns_primary_ipv6}} {{dns_secondary_ipv6}}

XUUTOFREHESBRNELDICHRENLE T, EERRBENTELRLED, CPE N

WNEERDEEMENSDFT,

system

vbond {{vbond_fqdn}} port 12346
no ipv6 address dhcp

ipv6 nd ra suppress all
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[IPsec DIFEDIN > R]

system
vbond {{vbond_fqdn}} port 12346
ip name-server {{dns_primary_ipv6}} {{dns_secondary_ipv6}}
interface Tunnell
no shutdown
ip unnumbered GigabitEthernet0/0/0
no ip redirects
ipv6 unnumbered GigabitEthernet0/0/0
no ipv6 redirects
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan
exit

interface Dialer100

ip mtu 1454

ip tcp adjust-mss 1414
exit

interface GigabitEthernet0/0/0
no ipv6 address dhcp
ipv6 nd ra suppress all
no ip nat outside

exit

sdwan
interface GigabitEthernet0/0/0
tunnel-interface

encapsulation ipsec preference 100 weight 1
no border
color {{gi000_color}} restrict
no last-resort-circuit
no low-bandwidth-link
max-control-connections 2
no vbond-as-stun-server
vmanage-connection-preference 8

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https

no allow-service snmp

XUUTOFREHESBRNELDICHRENLE T, EERRBENTELRLED, CPE N

WNEERDEEMENSDFT,

system

vbond {{vbond_fqdn}} port 12346
no ipv6 address dhcp

ipv6 nd ra suppress all
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475 A>H—FRY NITLAOF7O NAEFIVFTARUS—%4F

2 20T (RS — &R
7. A (I DE)D Configuration 5V5 [Security | Z3&IR

BIE_LEBD [Custom Options] 75 [Lists| ZiEiR
8. EMIAZ1—d [Zones] Zi#EIRL. [New Zone List| ZiER
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9. @®Zone List Name /\ [VPNO] = A1
@Add VPN (C 0] &= A
® [Add] Z&EiR

Q[ |-

10. @ [New Zone List] %i&iR
@Zone List Name /\ [VPN10] &= A}
®Add VPN (C [10] Z A
XVPN ZEN U TWBIFE(FEIMULZ VPN HESEAN
XtF171>2F—3v b BULIEFOORIRT bZEBRUIAHUTWDIEE.
VPN &= 9999 EREIETAN

(Ex. VPN20 ZiBNILTz%E: 110,201 &AT.

VPN20 ZiBhl+F+a1 71 >5F—FRv &

or JOXRT hEADIZE ¢ [10,20,9999] &EAA. )
@ [Add] Zi#iR

: @

Zone List Name:
..... @
y VPNIO
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11. Z=RA (A DELE)D Configuration 5'5 [Security | %R
[Add Security Policy | %Z3&iR

n
o

= Cisco vManage () Select Resource Group~ Configuration - Security

111 Custom Options

1"

No policies added, add your first security and/or unified policy

12. [Custom] Z#ERU. [Proceed] %=i&EiR

Add Security Policy
Choose a scenario thet fits your use-case. Click Proceed to continue building your desired policies.

ujcll Compliance
oo Application Firewall | Intrusion Prevention | TLS/SSL Decryption

oMl Guest Access
=2 Appiication Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access
Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL

Decryption

ol Direct Internet Access
(Wl Aopiication Firewsll | Intrusion Prevention | URL Fitering | Advanced Maware Protection | DNS Securit |

TLS/SSL Decryption

= ion Quality of i e
[€=F 7.5/550 Decryption
Custom
Build your ala carte policy by combining a variety of security policy blocks
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13. TAdd Firewall Policy| Z1#fRU. [Create New] %Z3iEiR

= Cisco vManage R Sroupe Configuration - Security
®F
Cre: n the:
14. [Apply Zone-Pairs| Z3i#iR
= Cisco vManage elect R - Configuration - Security
0 Rules

No data available

4 ,
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15. @ [Source Zonel (C [VPN10] %3&iR
@ [Destination Zone] (C [VPNO] %Zi#EiR

® [Save] %ZiEIR

Apply Zone-Pair(s)

@

Zone- P

e Zoe-pi
@lg_.._m. o+ |4|_....MM o I ®

16. [Add Rule] &3&iR

= Cisco vManage () Select Resource Group~ Configuration * Security = ® &
Ada Firewai Poiicy
-
Sources Apply Zone-Pairs Destinations b
veNIo —_— _— PN
0 Rules
arme: Descrioton
Q Searct v
AGd Rule/Rule et Rule
i — e s
Ordar Hame Rule Sets Retion Log Sowce Date Prefic  Source Port Destination Dats Prefix  Destiastion Port  Protacol Appiication List To Diop
No data available
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17. DAction Z [lnspect] (CEE
@ [Protocol] %Z3#IRUL. [Enter Protocol] (C
%1,6,17 OREIEFEAIANR—X

® [Save] %ZiEIR
@ [Save] %ZiEIR

16171 ZAH

= CiscovManage () Select Resource Group=

Configuration - Security

New Firewall Rule

‘Sesect Protoca Lists! Protocol Names
rotocol Lists
((((((((( mes

18. @Name B KU Description (C [FW_Policy] ZAS
@ [Save Firewall Policy] #i#iR

= Cisco vManage () Select Resource Group~= Configuration - Security = @
Az Frowan Poicy =
Sources Apply Zone-Pairs Destinations
ven10 - - Ve
1 Rules.
I oo i Oomin [ e
Q Seach v
Add Rule/Rule Set Rule ..
Detast Acton DIOP & TowiRows: 0
© onoer ‘Name Ruse Sets. Action ‘Source Data Prefix. ‘Source Port ‘Destination Data Prefix  Destination Port Appiication List To Drop.
Rule A kapect Aay Any Aoy
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19. QIREULERUS —NH D &=
@ [Next] Z=iER

@
20. OFRTEURUS - D Z & &R
@ [Next] Z3#R(FIE 21 DEIEZET Next Z 6 [BLEIR UFElT D)
(1.) — 1
@
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21. @Security Policy Name & KT Security Policy Description (& [FW] Z AT
@ [Save Policy| #%3&iR

= CGisco vManage v - Configuration - Security

Bypass firewall policy and allow all Intemet traffic toffrom VPN 0

@

Preview ‘Save Policy

4.7.6. NTTERBARFIAI D Template ZAE—UTHEZTELX T

2 Ai&DF UL\ Device Template & %{i Device Template %1t —

22. IERA (A DFEIE)D Configuration 5'5 [Templates| %i#EiR
B _EEPDSF TS [Devices] %R
NTT EREAFT I AJL hD Template ZI1E—U. JE—UJz Template D [---] h'5
[Edit] Z3ER

= Cisco SD-WAN ) Sslect Resource Groups Templates @ &

Configurstion Graups  Fezmre Profilss

S| Fecturs Tempiztes

1 Search

Create Template

Templats Tyge Non-Default TotalRows 2t [ &

Name & Deseription Type.. Devics Mock... Devics Rals ... Resourcs Group Featurs Tampiatss Orat: Moce Dewces Actached Updatso By L

C1111-8P_Defauld5_DS-lite |IPSec/SecuraiDE-lite Feature  G1111-8° EDWAN Edge  plobal 2 Disabled o test
View

©7171-85_Defaultos_ MAP-E(117) 1PSac/SecuraiMAR-E(11R) Feature CTT11-82  SDWANEdpe global 7 Disabled test | Delete
Copy

©1111-88_Default0s_ MAP-E{dynamic) PSec/SecuraiMAP-E{dynamic) Feature C1711-82  SDWANEdpe plobal 7 Disabled a

C1111-8F_DefauldS_v4_&_20231004 C1111-8P_DefaultD5_wé_4_20231004 Feature  C1111-87° EDWAN Edge  plobal 2 Disablad 2

©1111-85_Defauh0s_v4_¢_20237004_copy C1111-6P_Defaultd5_we_4_20231004_¢... Feature C1117-82 SDWAN Edge  plobal 2z Disablad o
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4.7.7. Device Template [C1>HF—RY NI LAO9F7 IO NBD

Feature Template Z7 %Y F

Device Template 2Z %

23. @Cisco VPN Interface Ethernet (C [GE000| %ZiEiR
@ TVPN Interface Ethernet PPPoE ] Z3&iR
®VPN Interface Ethernet PPPoE (C [PPPoE| Z3&iR
@CLI Add-On Template (C [CLI_LBO] %#i&iR
®Security Policy (C [FW] Zi#iR
® [Update| Z&EiR

Cisco SD-WAN

Sonfigurstion Grewps P

Transport & Management VPN

Additiznal Cisco VPN 0 Templates

)| P |
- -

@[ v = |

@)I Socarly Poicy e I
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4.7.8.

YEB% U 7= Device Template Z& CPE [C P& W F
sTELTZLY CPE ATAYF

24. FIE 1~23 TYERK LTz Template D [---] K5 [Attach devices] Zi&EiR

= Cisco SD-WAN (7) Selsct Resource Groups Templates

Q. searcn 4

i
-

[©
o

Create Template

Tamplate Typs Non-Defaull Tl Rows 24 B
Name Deseription TYpe .. Deviee Moce... Devies Role .. RESaurce Group Feanre Tanplars Dreft vade Devicas antached vpdmesmy Lt
C1111-57_Defauit0s |PSec/Secure Feature  C1711-8P SDWAN Edge  ploal 2z Disaliled 0 tast

C1111-57_Default0s DS-lite |PSec/Secure/DS-ite Feature  C1111-8F SDWAN Edge  gloal 21 Disaliled o tast
C1111-67_Defaut0s_MAP-E(1IP) |PSec/SecuraiMAP-E( 1P} Feature  C1111-8P SDWAN Edge  plosal 21 Disabled 1 tast
C1111-5°_Dataa05_WMAP-Etdyn 1PSacSecuralitAP-Eldynamic) Featrs CI111-8°  SDWANEdge  plosal 2 Disabled o test
O1111-87_Defw105_vi_s_20231004 ©11711-85_Dofaulds_va_e 20231006 Featwe GI111-8  SDWANEde  plosal 2 Disabied 2 riwso-
C1111-65_Defaut05_vd_d_20231004_capy ©1111-87_DefaultD5_va_s_20231004_c... Featurs C1111-8P SDWAN Fdge  ploal 2 Disabled 9 rwse6-gm o e

25. OEA UV CPE &R L, =] Z@ERUARY O X (CEH
@ [Attach] &R

= Cisco SD-WAN () Select Resource Groups Templates

Attach Devices
Attach device from the list balow 11tems Selected

Avalatia Devices ) select Al Salacted Devices [] select Al

v @ = =
Devics P D Name Dovice IP
100.1.49.69 |nDEz 100.1.49.70

100.200.01

Q search
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26. ZE L=\ CPE OAIRICHSD [---] H5 [Edit Device Template | Zi#EiR

= Cisco SD-WAN () Select Resource Groupe Templates =0 O
Device Tempiste | ©11711-8P_Default05_va_d_20231004
QU search W
TowlRows: 1 F 4
5. Ghassis Numbar Systam P Hostname VLAN ID{gio 10_visn) VLAN ID{gi0 11 _vian) VLAN Bigini2_vian) YLAN ID(gI0n3_vian) VLAN ID(gions_visn) VLAN ID{gio15_visn) VLAN IDlg
@ C1111-BP-FGL260SLIVE 100.1.49.70 CPEZ " w n 0 " 1° "
Edit Davice Template

27. Ddns_primary_ipv6/dns_secondary_ipv6 (C [2404:1a8:7f01:a::3/2404:1a8:7f01:b::3
& AH]
XPFEAATLD 7HlsmdBE (& [2001:a71f:5f01::a/2001:a7ff:5f01:1::a] Z AN
@gi000_color (C lprivate1] (REALD 7HLLDZE)Z AN
XABEARTY LR DBE(E Tgreen] Z A
®CHAP Hostname KU CHAP Password DfE%Z A
@ [Update] Z&ERU. [Next] Z1#ER

= Cisco SD-WAN [} Select Resource Groups
upaale vevice 1eniplae

Templates

Variable List (Hover cver esch Aeld for more informstian]
VLA g i visn)

VLAN ID[gi015_vlan)

WLAN I{gi0 16 _viar) 0

20mazmsmize
200 AFRS0IT

DO 15 VB I S Ts-wssL D

200 mR0N0E

5ar24
se20

68225020

CHAP Hostname (sepae_del_chsp_hesinams] saagecn el

CHAP Pazswordlpppoe_0sl_ehap_auth_Sassword)

Hostrarrnisyster_beet_narme) orez

mmmmmmmm pilsyelerm_deuice_groups) wast

Syztem P zyztem_syetomLip)

Site IDeyeterr_site i) 300006242

3E: Color, Device group, System IP, Site ID (&5 T A4)L MENSZEE T B EBENT
SRRLIRDENN G DD, BEURVWKDBFEWNWZULERT
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28. OLATFDEIE T CPE ZiER U, > T J7% /1 (Config Diff Z:#IRT D L ENFR

HYeIgE)

QB EMR L. [Configure Devices| %&i&EiR

XTS—NTDHE. sRENR
G AE SN

DTCTWBAREMN S D F T TS —NENRUFIEZHE

= Cisco SD-WAN ) Select Resource Groupe

Uevice Templee Total
G1111-8P_Defauhd5 vé.. 4

Devics list (Totel: 2 éavices]

Local Configuration vs. New Configuration

TTITT 3P TGLIGULEVS
Rauter 19014263

igure Devica Rallosck Time,

Templates

29. Status 1" success, Message /' Done &7 TULWNIETO> T« JEANT T
X Status 1" success ERSRAVNEES. TS —ASKUFIEEHER UBRZSL\TY

hSA DREEHFBANUKT

= Cisco SD-WAN

[) Select Resource Groups

Push Feature Template Configuration | @ Yalidton Suceess

Tatal Task: 1| Success + 1

Q Szae
Sty Messoge Choss's Kumber
>y @Sumess Do - Push Feeture Tamplate B.., C1111-6P-FGL2B0SLIVE

Device Model

£1111-8P

Hestrame

coe2

Sy P

100.1.£8.70

[ORA]
- U a

Initiated By: nwse-gm | Tenant; CSDWNE-15-0001 From: 172.18.128.190

i
Towl Pows: 1 ) 45
Stz D iMarage

300006242 21525512
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47.9. A29—3Y NI LAO7D SBBERYS—Z/ER

‘ BISN)S —1ERK
30. ERA > (A DTEIEK)D Configuration 'S [Polices] %Zi#EiR

BIE &P [Custom Options] M5 [Lists] %R

n
2]
@

Configuration - Policies

31. @ [Color] Z&iR
@ [New Color List] %Z3&iR
®Color List Name (& [LBO] ZAS
@Select Color (& lpublic-internet] Z:%7E
® [Add] Z&#ER

Pelicies
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32. @ [lSite] %=i#iR
@ [New Site List] %Zi&iR
3 Site List Name (& [LBO_Site] Z= AN
@Add Site (1> —xw NIJ L4077 93 CPE D Site IDXZFEE
(EHERE T DIEE(E, TXUD)
® [Add] #&&R
X Site ID DIEERF5 AL 5.1 ERSHE ;

isco SD-WAN ) Select Resource Groupe Policies

fect o s type o1 the Ief v start cresting your qreups of inerest

o

s o

oo
weme  emnes Ferersnes upsaes

e

— i _vCPE 8 s ordarm

PRt St VCPE Azt sdvran-arder
NGRS Sy ihwan o ot
St Esm - s cet
S _Faze atornn o i oot
Ste_East e o s Gt 2
Ste_Fazr_Spo - i et 202 a0

33. @ [VPN| #%=i%iR
@ [New VPN List] Zi#EiR
®VPN List Name (& [LBO_VPN]| %%7E
@Add VPN (F1 > =3y 8T L1277 935 VPN BHESZRIE
(BEERTEIDHEE(E [,] TXEIDX)
® [Add] #&&IR
XVPN HS(FEAMN(C 10 Z5%E. VPN ZEBI L TLWDIBEFBINULEE VPN HS%E
WE(CIEU THRE

= Cisco SD-WAN ) Select Rescurce Groupe VBN

Contrsized Paicy > Defina Lsts

Select 5 st ype an the left nd sa cresting your proussof interest

Hame Entries Reforerce Coent Updaiec By Last Updztec Ation
0

3l VPN _List 13, 20, 30, 40, 9993 ] sowan-oder-rl 05 Oct 2023 &:03:28 PM +09 Edali

Praferad Color Group Local WPX 513 3 scican-tdes-ml 05 Ot 2023 £:07:43 PM 408 af
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34. (NTT RAFRBDT T A )L bRV S —hRRETNDI5S)
ERA > (EEDRELL)D Configuration 55 [Polices] %&i&EiR
[] MBS NTTEREAT IAIMRUS—ZIE—
JE—ULlARUS—@ [---] h5 TEdit] Zi#EiR

= Cisco SD-WAN () Gelect Resource Grouze Policies

Losalized Folicy

34. (NTT RBFRMHDT T A )L bR S—hRRETNRVNES)
ERA > (EEDRELL)D Configuration 55 [Polices] %&i&EiR
[Add Policy ] %3i&iR
ADEHEMNEFRESNDETAEBET [Next] Z1EIR
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35. (NTT RAFRRMBDT T A )L MRV S —hRRETNDI5S)
OEmE_EEPD [Traffic Rules] %#i&EiR
QEETER®D [Traffic Data| ZiEiR
(3Add Policy 75 [Create New| ZiEiR

= Cisco SD-WAN Select Resourca Groupy Policies

I
]

izdPoley > EdR Paliy Ll/

Poliey Amolieation  Topoiouy |IRETIENE

(N
Choses aab and add T s under tJLZ}:'at e

Application Awarz Routng | Trafic Data | Chlowd

Q. Search

i Poicy ] [Create a date palicy)

Typs Deserption oo Refaranos Gount Undatsd By

Secure_intemat_fccess_vCPE_Dote Po.. @ Deta Secure_Intarnet_Access vCPE_Data_Po.. imported & sdwan-grder-mi

TotslRows: | (3

Last Udite

5 Oot 2025 £:10:46 PM 409

35. (NTT RAFRHDFT T A )L bR S—hRRENRVNES)
OBEEFEPD [Traffic Datal Zi&EiR
@Add Policy 'S5 [Create New| Z3&EiR
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36. @ [Sequence type| Zi&EiR
@ [Custom]| Z#EiR

= Cisco SD-WAN ) Select Rescurce Gravaw Policies = o &

Add Data Policy

) Aopston Faen

M —
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37. @ [Sequence Rule] %Zi#EiR
@Match FJh'5 [Destination Port] %3i&iR
®Destination Port (C [67-68] Z%7E
XFJIE 37-38 (& CPE THA >4 —3%wv I L2077 ~& DHCP H— ) \D#kgE =

3358 (CRERFIRE/RDFT, CPE T DHCP Y —/\ZHH UIRWES (3 &1
UTCIEWCREESD D XA

= Cisco SD-WAN Select Resource Groupe

38. MActions ¥ J%&3i&RL [Accept] (CFTVIEAND
@ [Save Match And Action| %3i%iR

%I 37-38 (& CPE THA>5—%v I LA2072 ~& DHCP Y — ) \Diee = 4
A9 3BEICHERFIEE/EDZET, CPE T DHCP H—/\EFAURWEE (TAE
UCIBEWCHIEED D XBA

Palicies
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39. @ [Sequence Typel 75 [Custom| Zi#EiR
@ [Sequence Rule] Zi&EiR
®Match F#Jh'5 [Destination Data Prefix] %Zi#iR
@Destination IP Prefix (C2 CPE DT X > &N U I A NEFETE
(Ex. 193.168.1.0/24,193.168.2.0/24,193.168.3.0/24 D 3 P2 DIFE(F 193.168.0.0/16

CECEK)
Policies
©) 3
=] )
4 A7 A ONS ApplicationList ~ ONS  DECR ot Lames o o Bort (@ >
40. DActions ¥ J7z3&IRL [Accept] ZF T WD
@ [Save Match And Action] % i&iR
= Cisco SD-WAN Falicies
. B cwor , @
e P -(_)DUD < pscH S— Locil TLOG  Prefarred Gof wa) (Lea ext Hop | Policsr | Redicect P
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41. @ [Sequence Typel M5 [Custom] ZEIR
@ [Sequence Rule] %3&iR
®Match #7H5 [Destination Data Prefix| %R
@Destination IP Prefix (C 0.0.0.0/0 & :&7E

= Cisco SD-WAN Select Rescurce Broups Policies

« = ) ) (5 =55 = G .
oo v oo |
42. DActions 5 J % i&1R

@ Protocol (& [IPv4]. [Accept]l ZFT v

® [NAT VPN] %Z3&iR

@NAT VPN ID A 0] (12D TWLWBZ &E=ER

® [Save Match And Action| %3&iR
= ®| o .
AE
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43. WName H KU Description (& [LBO_Rule] ZAH
@FE 37-42 TYERL L TZ)L—)LD Name %Z [---] H'5 Rename Zi&EIR L. 37-38 (&
[DHCP] ,39-42 (& [Default] (CUFR—LA
XBIUZRIDIL—ILDNZDHBETST—(CIRADET
® [Save Data Policy] %Zi#&iR

= Cisco vManage ' t Re : - Configuration - Policies

O oo |
‘\3/

44. (NTTRBFRHDFT T A I FRY S —DHRRETNBI5S)
OEmE_LEPDITHS [Policy Application] %Z3&EiR
QEEPEPDI TS [Traffic Datal Zi&EIR

[ I

T
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44, (NTT RBFRRHEDFT T A I bR S —hRRRSNRVNES)
LFEET [Next] ZiER
TEECBEREITDDT., FEPDSYTHS [Traffic Datal ZiER
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45. DPolicy Name 3 KU Policy Description (& [LBO_Policy] %Z& A /7
@ [New Site List and VPN List] %i&iR
@Select Site List (C [LBO_Site] Z&E
@Select VPN List (C [LBO_VPN] ZiETE
® [Add] Z&EiR
® [Save Policy| 73R
XBE(CRU S —M3BIHE(C(E [Save Policy Changes |

= Cisco SD-WAN O Sslsct Rssaurcs Grovpe Palicis

4.7.10. LBO #E#5HIPRESTE

Rt

LBOZE R HIPRZEETE
X ANEB(E2E8MULEDCPE (CTO—RILTLAD7 I hEREL. =5(C NTT REARH
DT T AL S ROSHER SN TWBRBEICHERFIEERXDET., T TA4J)L RO

SHMER SN TUVVRWMZEDFIBIC DWTIFRREAPFDEE S /XD F T,

46. R > (/£ DTEEK)D Configuration 'S [Policies] %Zi#iR
B 3B [Custom Options] H'5 [Topology] %R

‘ i Custem Options v

) CenvralgedtPolicy [} Localzed Policy

Sontaized Folioy TR oL Poley £ Polcy

Lsts Lists
" Topology Forwarding C'ass/QoS
U Saaren
Trefi: Policy Aecess Conrol Lss
Route Policy

Agd Poliey  Acd Defeult AAR & QoS

TolRous ¢ ) i

Hame Deseription Type Betivared Updated By Poligy Version Last Updated

Cantrol_Poicy_v3_20231004 Cantral_Paicy_v3_20251004 Ul Palicy Bullder false stwan-orger-ml 10052023T171944%83 (15 Ot 2023 5:1%:44 PM <08
Cartrol_Polisy_v3_20231004_LBD Gontrol_Prlicy_v3_20251004_L30 Ul Palicy Builder false et 10312022 200852410 41 Oct 2023 8:10:07 P <08
Cantrol_Policy_v3_LBOtest Cantral_Policy_v3_LBO_test Ul Palicy Bullder false st 11082023T 13405178 8 v 2023 1:40:55 PM 409
Cartrol_Podicy_v3_spp_selact_LB0 Cantral_Poicy_v3_app_se'act (B0 Ul Palicy Bullder true st 11082023T180750321 {1 Now 2023 4:07:50 PM 408
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47. NTTEHAT I AJL ~D Topology D [-+-1 15 [copyl &iEIR

X Topology_East, Topology West N\S51AFE D MROZEH NTT REAIRHEDT T A4

JLN BROZ(CIRDFET,

BEERESNTLONNE, BITOREETDDTETHEERDET.

= Cisco SD-WAN () Select Resaurce Groupe

Cemraized 3cley > Topobgy

Specify your retwark tapology

Topology VPN Membersiip

Q. Search

Add Topology v

Name Tipe Desoration Mote.
Topology_n_2 Custon Cantl Topalogy_inv2

Topalogy OPE 12 Custom Contral Topology CPE 12

Topology_Eaet 13 Custon Contl Topology_East 13

Topatogy_East_Spoke_3 Custom Cantrl Topology_East_Spnke_ 13

Topology Wz v3 Custon Contl Topology_Wes: v

Topology_Wes: Spoke_y3 Custom Cntl Topolegy_Wes: Spoke i3

Toplogy_Mable_v2 Custom Control Topology_Matile_v2

48. [Policy Name] & [Description] (CEED&BIEFRAZANITS

Policies

Referawe Count Ungated By

4 sewan-oder-mi
4 sewan-order-ml
4 sewan-order-ml
4 sowan-ardar-ml
+ scuan-oder-m
4 seuan-orger-mil
+ sewan-oder-ml

X TEEBS5HE [Topology East v3 copyl ERDET

Policy Copy

Policy Name:

Tepology_East_v3_copy

Description

Topology_East_v3_copy

et

1
@
o

7)j Custom Dptions v

TowlRows: 7 O

Last Updated

05 Oct 2023 &:13:03 PM +0%

06 Oct 2023 4:15:53 PM 408

05 Oct 2023 ¢:26:28 PM 409

06 Oct 2023 :37:35 PM 408

05 0ct 2023 4:49:03 P 408

06 Oct 2023 5:03:27 PM 408

05 0ct 2023 5:14:21 PM +0%
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49. JE— U7z Topology MA#H®D [---] M5 [Edit] %Zi&ER

= Cisco vManage

Centralized

Specify your network topology

@ Select Resource Groupv

olicy > Topology

Topology VPN Membership

Q search

Add Topology v

Name

Topology_In_v2

Topology_vCPE_v2

Topology_East_v3

Topology_East_Spoke_v3

Topology_West_v3

Topology_West_Spoke_v3

Topology_Mobile_v2

Type

Custom Control

Custom Control

Custom Control

Custom Control

Custom Control

Custom Control

Custom Control

Configuration - Policies

Description Mode Reference Count Updated By
Topology_In_v2 - 2 sdwan-order-ml
Topology_vCPE_v2 - 2 sdwan-order-ml
Topology_East_v3 - 2 sdwan-order-ml
Topology_East_Spoke_v3  -- 2 sdwan-order-ml
Topology_West_v3 - 2 sdwan-order-ml
Topology_West_Spoke_v3 -~ 2 sdwan-order-ml
Topology_Mobile_v2 - 2z sdwan-order-ml

50. &£#d [TLOC] %&i#RU. [Sequence Rule] Zi#EiR

= Cisco vManage

() Select Resource Groupw

Centralized Policy > Topology > Edit Custom Control Policy
Name Topology_East_v3
Description Topology_East_v3

@ Sequence Type

, Drag & drop to reorder

B oo
@ Sequence Rule | Dragand drop to re-arrange rules

a = Match Conditions
I i o : | Site List
= Site >
T rome
B .
E .
e = Match Conditions
Site Lis
Site >
o

Preview

Configuration - Policies

Site_vCPE

Site_East

Save Control Policy

Actions

Accept

Actions

Accept

Cancel

=0 0

Custom Options +

Y

Total Rows: 7

Last Updated

17 Jan 2022 3:26:51 PM . «ee

17 Jan 2022 3:28:28 PM . «

17 Jan 2022 3:32:51 PM || see

View
17 Jan 2022 %

Copy

17 Jan 2022

17 Jan 2022 3:36:28 PM . see

17 Jan 2022 3:40:21 PM . see

TLOC

@ g

SN
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51. @ [Match] 57 7%iER
@ [Color List] 57 7%i#iR
O®FIIE 32 (CTYER LTz TLBOJ M Color List Zi&EiR
@ TActions] [CT. Reject ' [Enabled] T EZiERT B,
XF JA)L NTIX Enabled Dfesh. REDEE(IAETT
® [Save Match And Actions] % i&EiR

n TLOoC .
T (oo T e e L@LI D o
@ = r

@ =wm

P _,
@A UM EEZ —FE LD Sequence (CRSvJ& ROV
@ [Save Control Policy| %Z3&iR

P -
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52. IR > (A DTEIEK)D Configuration 'S [Policies] %i#iR
FE 45 (CTHEREHD Policy DAERED [---] M5 [Edit] Z#ER

= Cisco vManage

Q. search

Add Policy

Name

Control_Policy_v3_2022...

Control_Policy_v3_2022...

Description

Control_Policy_v3_2022...

Control_Policy_v3_2022...

() Select Resource Groupw

Type

Ul Policy Builder

Ul Policy Builder

53. @ [Topology] 57 %R

@FE 51 TERR LTz RO E—7xd (-] iS5

= Cisco vManage

’ >

Specify your netwerk topology

Topology

Q. search

Add Topology v

Name

Topology_in_v2

Topology_vCPE_v2

Topology_East_v3

Topology_East_Spoke_v3

Topology_West_v3

Topology_West_Spoke_v3

Topology_Mobile_vz

VPN Membership

Configuration - Policies

Centralized Policy Localized Policy

Activated

true

false

Configuration -

Palicy Applicatian

In_v2

VCPE_v2

East_v3

Type Description
@ Custom Control Topology
Topology
@ Custom Control Topology
@ Custom Control Topology

@ Gustom Control Topology
@ Custom Control

@ Custom Control Topology

Topalogy_

East_Spoke_v3

West_v3

Wast_Spoke_v3

Mabile_v2

Mode.

mported

imported

imparted

imported

imported

imponed

imported

@

logy

Policies

Traffic Rules

Referance Count

2

[ proview | Save policy Ghanges

Updated By

sdwan-order-ml

nwseb-gm

sdwan-order-m

sawan-order-m

sdwan-order-ml

sdwan-order-ml

sdwan-order-m

sawan-orger-mi

sdwan-order-ml

Updated By

. ™
Total Rows: 2 (3 {6}

Palicy Version Last Updated

01172022T154353140 17 Jan 2022 3:43:53 PM. ss
02012022T114439372 10 Feb 2022 11:09:44 P. E

View

Preview

Copy

Delete

Activate

[Detach] %Z3&iR

Total Rows: 7

Last Updated

17 Jan 2022 39881 BAL oo
View

Copy

17 Jan 2022 3

17 Jan 2022 3:32:51 PM

17 Jan 2022 3:33:53 PM . »ee

17 Jan 2022 3:35:41 PM . +es

17 Jan 2022 3:36:28 PM . «ee

17 Jan 2022 3:40:21 PM . =ss

107



4 FEFIHE

@Managed SD-WAN

54. [Add Topology! — [lmport Existing Topology | Zi&iR

Cisco vManage () Select Resource Groupw Configuration - Policies

ii
€]
[

Centralized Policy > Edit Policy
Policy Application RE e Traffic Rules
Specify your network topology

Topology VPN Membership

Q search Y

Hub-and-Spoke
Mesh
Custom Control (Route & TLOC)

. s
Total Rows: 6 (5%

Description Mode Reference Count Updated By Last Updated

| Import Existing Topology | B
‘Topology_In_v2 ‘@  Custom Control Topology_In_v2 imported 2 sdwan-order-ml| 17 Jan 2022 3:26:51 PM . see
Topology_vCPE_v2 @ Custom Control Topology_vCPE_v2 imported 2 sdwan-order-m| 17 Jan 2022 3:28:28 PM . see
Topology_East_Spoke_v3 @ Custom Control Topology_East_Spoke_v3 imported 2 sdwan-order-m| 17 Jan 2022 3:33:53 PM . see
Topology_West_v3 @ Custom Control Topology_West_v3 imported 2 sdwan-order-m| 17 Jan 2022 3:35:41 PM . see
Topology_West_Spoke_v3 @ Custom Control Topology_West_Spoke_v3  imported 2 ‘sdwan-order-ml| 17 Jan 2022 3:36:28 PM . «se
Topology_Mobile_v2 @ Custom Control Topology_Moabile_v2 imported 2 sdwan-order-ml| 17 Jan 2022 3:40:21 PM . eee

Save Policy Changes Cancel

55. @ [Custom Control(Route and TLOC)] %3i&iR
@FIIE 51 THERL LTz bRO>%&&IR
® llmport] Z#EiR

Import Existing Topology

@

() Hub Ana Spoke () Mesh |o Gustom Gontrol ( Route and TLOG) |

Folicy Type

Policy : | Topology_Esst_v3_copy

Cancel
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56. @ [Policy Application] %7 %3&1iR
@ [Topology] 57 %iEiR
®FIIE 55 T Import LTz MROZ D% i8R
@ [New Site List] Zi&iR

(®Outbound Site List [C & FROZ (XIS LT SiteList Z= AT

X & MROZICHIG LTz SiteList (ZIATD@ED T
Topology_East:Site_East_Center
Topology_West:Site_West_Center

® [Add] Z#ER

= Cisco vManage ) Select Resource Groupw Gonfiguration - Policies = @ <
Traffic Data Cflowd
onT
o Sita L Act
S GECTTETT
. .
57. [Save Policy Changes| %Zi&iR

= Cisco vManage () Select Resource Groupw Configuration - Policies = ® O

Centralized Policy >  Edit Policy

Traffic Rules

Policy Application [ERCECIEEN

Add policies to sites and VPNs

Policy Name Control_Policy_v3_20220117

Policy Description Control_Policy_v3_20220117

Topology Application-Aware Routing Traffic Data Cflowd
Topology_East_v3_copy
) New Site List
Direction Site List
out Site_East_Center

Topology_In_v2

) New Site List

CUSTOM CONTROL

Action

28

CUSTOM CONTROL

Save Policy Changes I Cancel

109



@Managed SD-WAN

4 FEFIHE

4.7.11. IRUS—DBEZE

58. FIE 57 FTTHYERRKLIZ/RUS—D [+ h'5 [Activate] Zi#EiR
=1BREDORY T 77V TEE T [Activate] &3iEIR

= Cisco SD-WAN () Select Resource Groups

O Search

Add Peley  Acd Default ABR & Qo3

flame Desaription
Control_Policy_v3_20231004 Control_Policy_v3_2023100¢
Control_Palicy_v3_20231008_L 30 Contral_Policy_v3_z023100¢_LEO
Control_Palicy_v3_LED_test Control_Palicy_v_LBO_ st
Contral_Policy_v3_app_selert_LB0 Contro_Policy_v3_spp_select LBO

Policies

fIf Custom Cptions ‘

) Leosized Policy

Towl Rows: 4 (3 4G

Trpe Aotivared Updated By Policy Version Last Upeated

Ul Policy Builder false ‘sclvran-order-mi 10052023T171944985 143 Oct 2023 51344 PM 409
Ul Policy Builder falsz test 10312023T200853410 41 (et 2023 B10:07 PM 409
Ul Pajicy Builder false test NIDE20Z3TI3406817E 18 Now 2023 1:40:58 PM 00
Ul Policy Buider true test 1I0E2023TIENTS0521 18 Now 2023 4:07:50 P «08

[]

Viewr
Preview
Copy
et
Delste

&

59. FECEIEN\EE T DD T [Configure Devices| %ZiEiR

= Cisco vManage

i
H
] |

Cenfiguration . Templates

Fease st & Bivce rom e Beves it

Configure Devices

60. TECEIE/N\EF I DMDT [Confirm Configuration changes on 2 devices| (CFT w7

Z AN, TOK] Z&EIR

Configure Devices

OmTEg these Changes Mect e ConfGUrBtn on 2 GRvCes A 1 S you e 10 Teceed”
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61. Status H' success, Message 1' Done &7 TUOWNUETO> T« JEANT T
=Status BEEX CTIC 1 DEEEMNNDET

= Cisco SD-WAN (] SelectResaurss Gronpe

Pushimat Polcy | Va daion Suceess

Tota Tsk. 2| Sueeess: 2

U Searet

) Siats Wessage
0 Suceess Canfy sttus fram device: surcess
@ Success Canfy sstus rom device: success

Hostrame

e

swomBland

Systam [P

232531

252613

niated By: norsebgr | Tenart; CSOWNE-15-0001 From: 17208128190

& TENL
Toal b2 &5 &

Steld VianzgelP
10000000 kAR
10060000 5251
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4.8.
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12— NTLALDIFPI b

(PITUIRTE

)

BEURBEZNRET DA IRy NI LADT7D MEEICDVWTRTULET,

4.8.1. NW Bnkl

-CPE1-CPE2EDHL = BBIEZ olacd 35

-CPEINSHIED P TUFEOA >3~ MlEEA S92 b T LA TINS5
-CPE2BL T OSIEEMIFE 7 LS DA A — 2y NBEET D

Managed SD-
WAN

CPE1(cA >4~ zuhjbfbyob
(PIMETE)DETELES

CPE1

192.168.1.0/24

CPE2
|

SI

CPE2ASIEEI DT I )L
- hDRTEE S BB
DET(4.3BE2R)

o

[Device Template {ER% (CIAEE & 72D Feature Template]

{ERk 9 % Feature Template Fig Fi&

GEOO0O 1~2 WAN 1 >49—-J1—-AREA
PPPOE 3~4 PPPOE %7 F

CLI_LBO 5~6 IN>RETERA

FW 7~21 TFIUT(HTER
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RU 2 — i BS (C B A List XU Topology]

YER I List WEERDIER FIE FAi&

LBO Color 31 TLAI7INBIERLO N IV ZBAC T
$® Color DIETE

LBO_App TLAIT7IREE W) 32~33 TV —-SAABEDID

LBO_Site_App Site ID 34 TLAH7INEES CPE DIBTE

%5.1 B2SE(CHER

LBO_VPN_App VPN &S 35 TLAI7IREES VPN DISE
VPN JIL—T# 1 Oi5&:10
VPN JIL—F# 1 ®1841:10,20,30,40

LBO_Rule_App - 36~42 HlRhEERIL -
LBO_Policy_App LBO_Site_App 43~44 RS —3&TER
LBO_VPN_App
LBO_Rule

(ZT4)L b MROZOIE— & LBO IR hRO S OFFARIERK]

JE-LrzRO> FIE &

Topology_East_v3_copy 45-47 FMRAS DI\ O T YT EFRIER

[LBO #=#5&&IR RO AD Color-List OsE ]

B9 Color-List FIg A&

LBO 48-50 LBO o HIR

[FRU=— LBO #ZE#HIR RO DE])

BRI MO FiE &

Topology_East_v3_copy 51-56 LBO #fi iR
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(EXTE D]
v
T2 — NEVERK BERYS —&VERK
Feature TemplateZ /R (FRERTIERR) BER)>—&EAT 27 U NEVERL
-EEEE&

BIEN)> —ZBR T 5SiteU R MeERk

TR — & VER

VPNUX MERL (GEFE 9 3VPN%ZIETE =S,
SiE) ﬁ{nm %Y 3Color R NEERS,
FirewallRU>—{ER% BEAS —&EATEVPNUR MEERR

| VPNUZ hDiEiR | | tE1UF1)L—ILOEN |

| BERUS 2T~ |
 (NTTHIREOT IAL MRS —HHs5a) |

[77A)L +DRUS—]_copy_App
1

NS4V DL —IER/ = — 4o > R —ILARRK

Device Templatez1tf—
(NTTERDOT IAN > T —MZEELRLY)

[7 77 kD Template ]_copy

Device TemplatezZ &

GEERBZERI 57T —MERL)

BERU>—(CSiteUR . VPNUR bzIEA
LBO_Policy_App

v

LBOfZ#eHFRZE%E

E |‘_fn'ﬁ|:|§7&:| E.,_ ) E
I (NTTEIZEOT A MNROSHH2I8E) !

[ZIAILFDRROSE]_copy

~RO(ZColorUZ haiER

LBO
¥ ¥
EHTEURWVCPEAYAYF (CPEAIREH AS) - Activate
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48.2. A>2H—3Y NTLAOF7I NPT VIRE)DERR

A=y NI LAOF DO~ (FPTUVT—2 3 4B%E) 2SHEOBIE. 7TUT—
S 3 BEDHBIN TEITEEAT ERD NN D IEHOU T EBELSIZE0,
@OCPE TOA >4 —3wv b LA 070 MEGOMICENHR (T YE) NS 125 —
RV MDIEGNEIEETH D ENVETT,

@CPE Tl(& LAN fIND NAT #EEN IRV ENS. EFHLENS 1 25—y MADIE
FEDIR (L CPE DARIC NAT JL—IHMETY,

QOEMMEMSA > =R "MIEHR T DIZHDR I T+ v I)L— NMIBERICTHRE
NETY,

(#H5E]

. BEULEFZIVT—>3>%#E 9 DeHD CPE DA E LT, SO%RFv (7
TV —> 3> #plnednT—4) iAo DFEINAY—EANCF 1 7R TEH
IHH—E XDz, Cisco M SIRMEEND S I RF v A EIBAICEE SN T BN
(CIFEFENFELA. D2 CPE DT 7 AILEFIDRICT vV IF— hENxET,
CPE QI 7 AIVEHFFA 2D (FRTEARTFPTY ., STRF#BIxs D7 T
—32ECPETILAO70 MY, EFHLEBHTODA > —RY MERT
BIELET,

. 7=y hME 7TV —2 3> %#HHI T DEHICHREBIRBERNT —F(C
SFENRVIIEREMENG D STRFr THBITERVNEENSDET ., DD,
7 —=ARNTY MIBIDA >F—FRY hOREIETRIET DHENHDFET .

N, I.I0IZEEITDEHICE 7oK —/DIP 7 RLUAIBECKDAHF—RY
NILADOT7 I NEEMBETY ., £fo. HEZD IP 7 RLURAIGEEDAEEEN DD
726, RSS HEFTHHMIC IP 7 RL RAEEIBEREZE T DHEAZTBEI DL
HBHULFET,
(23)
https://docs.microsoft.com/ja-jp/microsoft-365/enterprise/microsoft-365-ip-web-
service?view=0365-worldwide

L I7=AN\Iy N/ P THETEX RIS OiE(E
RIS
@NA SLOFMT= Internet
T - LANG OEKIBURIEHTO
et CPE 1>5 1y M

Internet aged SD-WAN

JEELET T k

(Office365/WindowsFy 75— %) 0ii{s I | HsRSEE PE
55—y NILADTI N I !
(PJVIEHE) HiE

115



4 FEFIHE

@ManagedSD-WAN

4.8.3. A2H—3Y NI LAOF7D SRBBERYS—ZER

ISR —1ERY

Fi 29 FTIF 4.7 FELHBICRDFT . (4.7 FZ2SRANTY)

30. ERA > (A DTEIEK)D Configuration 75 [Polices] %Zi#EiR
- EIE L&D [Custom Options] M5 [Lists] Zi#EiR

Cisco vManage elect Res Group= Configuration - Policies

(@ Centralized Policy 5 Localized Policy

CLi Policy

e Activated Poi oa  LastUpdsted
Gantrol_F ontrol_P Policy Bu . rder-mi T a
o UlPoicyBulder  twe 7 Do 2021 5:39:49 AM +09

31. @ [Color] Z&iR
@ [New Color List] %Z3&iR
®Color List Name (& [LBO] Zi&TE
@Select Color (& lpublic-internet] Z:%7E
® [Add] ZE#ER

= Cisco SD-WAN () Select Resaurze Groups Palicies

Cenraliz Foly 5 Dafine Lists
{lj Custom Options

Selec a lst type on the left and start eveating your groups of nterest

Application

) —

Community Colar List blame”

N

Palicer

Select Color*
public-internet X

@

App Probe Ciass Aekd Cancal
SLA Class

noe lame Encros aafarncs Goun Updatad By Last Updared Action

vl West green 5 sdwan-order-ml 05 Oct 2023 115115 A 409 Ak}

Region

Esst pirvate] 5 sdwsn-order-ml 05 Ot 2003 11:50:56 A0 409 7 ofi
Preferned Golor Graup

Matile pivate? ] stwan-oer-ml 05 Oct 2003 11:51:31 A0 408 /ol

L8O public-intemet + stusn-orter-ml 05 Oct 2003 11:51:43 414 403 il
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32. EmEASID [Application] %iEiR
[New Application List] %R

= Cisco SD

#pplication
Soler
om munity
Data Pref i
Bolicer
wrefix

#pp Prote Olass

SLAClass

Aegion

sroferrad Calor Gravs

WAN

Defing Lts

e on the feft and start craaing your groups of inte

Application List  Cust

Name

BEAL_TIME_SPPS.

Gongle_ipps

AP _Sovanger

APF_BULK_DATH

Microsnft_Apos

NIGEO_GONF

WEB_TOOLS_APP

M35

micrsst_uptst

Win_updsta

ect Resource Groy

Applications  Claud

p-latn,

bing, hockeyapp,

e, betps, sshell

s-office-565

me-update

coversd

iabisar-im, netst, raync

Reference Coun

o

Upgated By

syatem

satem

opatem

spatem

spstem

test

test

Last Updared

03 Dct 2023 6:17:51 P +02

24 00t 2023 1:64:05 P +00

03 Oct 2023 6:17:51 P +00

03 Oct 2023 6:17:510 P +08

03 Det 2023 §:17:52 P +08

03 Det 2023 §:17:52 P =08

03 et 2023 6:17:52 PM <08

08 Nov 2023 2:48:02 PM +09

08 Nov 2023 2:50:00 PM +09

08 Nov 2023 4:05:30 PM +00

Adiion
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33. MApplication List Name (C [LBO_Appl Z A
@Applications DIFZEEIRL. TLA0F7 I RSEZWITURASD
Add ZiEIR

= Cisco vManage elect Resource Group= Configuration - Policies

= Cisco vManage ) Select Resource Group~ Configuration - Policies

nnnnnnn
Policer

© Application O Application Family

(BEFIE) 8EZELLUTMS RBEDTTUYUX SOERR A EZU T (CRBLET

@ FTIA)LNTHEIET S NTT_Microsoft_Apps & 1E —

NTT_Microsoft_Apos bing, hockeyapp, ive._hoim hme_oni.. 0 sdwer-orter-mi 30 Nov 2021 10:47:59 AM +0

@ List Name NU X bD&ZEIZEEEH L. [Copyl ZiEIR

Copy Application List

List Name
NTT_Microsoft_Apps_copy

118



@ManagedSD-WAN

® Application List BBz =R L. Edit(R X —0) 20 Uw o

4 FEFIHE

@ ZE\FZEOIYUwIU. [Windows Update |

ZBIU. [Savel Zi#EiR

1

x
4

Application List

Application List Name

NTT_Microsoft_Apps_copy

© Application (O Application Family

Sedect Application

Bina_x hackevaoo (not sunoorted) %

Application®[H
DEEZ Y v o

Lync Control x Lync Video x Outlook Web Service x Microsoft Update x

Windows

D Windows Live Messenger File Transfer

Microsoft Windows Azure

[:] Microsoft Windows Store

iive hotmall (not subported)

nc (not suoocorted)  x hmc onll
>

Cancel

Windows Update x

>

@ Wwindows Update
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(BBEZEIH) RIBICLOTIL Application List RRMR X QWEBRIFLE T DRIEEEN B D E
DT, UTFICREUBROHZESHLUET .

Application List

Applcation List Mame

NTT _Microsoft_Apps

O Application () Application Family

Select Applcation

CDEFRNREEULETE. BOZERMOTMECEENTZEDNEEZ TI)ZUATDR
SCOUYIFTRZET. BIEESN TS Application (FHEFZNEIEET T,

Application List

WTT_Macronaf_ Ao
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34. @ [Site] #ZiEIR
@ [New Site List] %Zi&iR

3 Site List Name (& [LBO_Site_ App] AN
@Add Site (31> —23wv I LA2DO7 K9S CPE D Site IDX %

(BEERE T 2553, TXLD)
® [Add] Zi#EiR
X Site ID DIEERTTE(L 5.1 EZ2EHR

= Cisco vManage Select ot sroupw Configuration - Policies

uuuuu

35. QAEAZ1—m5 [VPN] Z&EIR

@ [New VPN List] %Zi&iR
®VPN List Name /\ [LBO_VPN_Appl ZA7J
@Add VPN (31> =Ry b LAD7 D hF D VPN BHEZHE
(EHERET DHEAE [,] TEEIDX)
® [Add] Z#ER
X VPN &S (FEARR(C 10 ZFHIE. VPN ZIENM U TLDIZEFEMUTZ VPN 5%
WME(CIS U THRE

= Cisco vManage D Select R rce ( - Configuration - Policies 3

o
@«
(l)l v ;'r\ I all_VPN_List 20’2' O
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36. (NTT RAFRRMBDT T A )L bRV S —hRRETNDI5S)
ERA > (FEDMEIE)D Configuration 7'5 [Polices] Zi&EiR

[] MBNTTEHAT AL MNRUS—ZIE—
dE—URUS—d [--] h'5 TEdit] Zi&ER

= Cisco SD-WAN

L Saarch
Acd Policy  Add Default ARR & 0oS
Ham
Control_Palicy_v3_2023100.
|_Palicy B

Cantral_Palicy_v3_app select LBO

Deseription

Contiol_Policy_v3_20231

Contral_Policy_v3_20231004 L8O

Cantral_Palicy_v3_az;

p_select|

Policies

(PSRN L ocalied Policy

tivated Updated By
slse duan
slse £

Total Rows: 4 3 0%

Folicy Version Last Updated

05 Oct 2023 5:19:44 PM +09

Oct 2025 8:10:07 PM +09

View
Sl fhok 04 Pravisw

Cop
8 low 2973 144038 PH 00

Dalete

110220237 160750521

08 Nov 2023 4:07:30 FM +09
Activate

36. (NTT RARERHEDT T AL FRYU S —DBRFETNIRNES)
ERA > (EEDREL)D Configuration 55 [Polices] %&iEiR

[Add Policy | #3&iR

ADEHNFRRENDETHEEET [Next] Z#ER(2 [@)
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37. (NTT RAFRBDT T A )L bRV S —hRRETNDI5S)
OEmE_EEPD [Traffic Rules] %#i&EiR
QEETER®D [Traffic Data| ZiEiR
(3Add Policy 75 [Create New| ZiEiR

- 1
i | H Q
HA : g
i H N L
IS M f

@

37. (NTT RBFRMHDT T A )L bR S—hRRETNRNES)
OEmEAERD [Traffic Datal ZiEiR
@Add Policy 75 [Create New| ZiEiR

s e mwoseowe
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38. @ [Sequence type| Zi&EiR
@ [Custom]| Z#EiR

Add Data Policy

39. @ [Sequence Rule] %#i&iR

@Match Zh'5 [Application/Application Family List] %33R
® [LBO_Appl ZANH

= CiscovManage () Select Resource Group= Configuration - Policies = @ &
~
Ad Data Poliey
MNarme
Descrpton
H o) o
® Sequence Type -
@ Sequence Rule|  ovap and rop 0 re-armange rles
= 2 s
| protocal | v < TSR] Ons ApplicationList | DNS  DSCP Packetlength  PLP  Protocol  Source DataPreflx  SowcePort  Destination Data Prefix »
£ cusom H
ekl Aot Match Conditions: Actions
@ AplcationiApplication Famiy List A Oop Enabied
180_App x
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40. @ [Actions| 57 7%ER
@Protocol (& TIPv4]. [Accept] %Zi&EIR
® [NAT VPN] %3&iR
@NAT VPN ID AY [0 (I TWLWBC ExiER
® [Save Match And Action| %Z3&iR

= Cisco vManage elect R . Configuration * Policies

Add Data Policy

n Custom
Sequence Rule  Drag and drop to fe-arrange rles @

1, Drag & drop to reorder Match ‘Actions.
» @ | rolocol | 1PV O Accept] O Drop 4 Counter  DSCP  ForwardingClass  Local TLOC  Cflowd  Log  NaT Pool | (ETSALGM Nexttop  Policer  RedirectONS  Servke  AppQoEQy P
1+ Custom S -
Match Conitions Actions
bied
LBO_App x

| | ‘Save Match And Actions. |

41. ODefault Action Z#2Jw
QRN —DZFR U CiREEEZH <
®Accept Z0 1w
@ [Save Match And Action| %Z3&iR

= Cisco vManage R - Configuration - Policies

Default Action

©
(I
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42. WName H KU Description (& [LBO_Rule_Appl Z AN
@ [Save Data Policy] %Zi#&iR

@

43. (NTTRBFRHDFT T A I FRYU S —hRFRENDI5S)
BmE_ L&D Th S [Policy Application | %Z3&iR
BIETERDAS T H S [Traffic Datal &iEIR

EZRETETE
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43. (NTT RBFRRHEDFT T A I bR S —hRRRSNRVES)
LFEET [Next] ZiER
TEECBEREITDDT., FEPDSYTHS [Traffic Datal ZiER

4l
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44. DPolicy Name 3 XU Policy Description (& [LBO_Policy Appl Z AT
@ [New Site List and VPN List] %i&iR
®Select Site List (C [LBO_Site_ Appl Z%7E
@Select VPN List (C [LBO_VPN_Appl Z:&7E
® [Add] Z&EiR
® [Save Policy| 73R
XBE(CRU S —M3BIHE(C(E [Save Policy Changes |

= Cisco vManage F - Configuration - Policies
o @c L] ]
@
@ |
© From Service () From Tunnel () All
=N
‘\g'/
—
@
I3
(5)
B)
8
- _——
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4.8.4. LBO E#xHIPRESE T

XARER(F 28U LD CPE (CTCO—HILI L A7 haHEL. =5 NTT EHAR
HDOFTITAIL S MROSHER SN TWLWBRIGEEDFIEERDET, T IAJL N RO
MERR SN TULVRUVEESDFIBIC DLW TIIRARUEDEE E MR D ET,

45. FERA > (A DEIEK)D Configuration 'S [Policies] %i#iR
BIE_EEBD [Custom Options] 75 [Topology ] %R

‘ i Custom Opdans v

{4 CentraedPoley [} Localzed Poliy

P R L Losalized Policy (L Policy CU Policy

Lsts Lists
~ Topolgy Forwarding CassfJo8
U Seareh
Tref: Policy Ariess Covl Lists
Route Policy

Acd Pelicy  Acd Defeult AR & QoS

ToalRovs 4 ) \'Ltd

lame Deserplian Tiee Aativeted Upcated By Poliey Yersian Last Updated

Cartra_Poley 13_20200¢ Cantrol_Peficy_v 2061004 U Palicy Buider fase stuan-orcerl 1000237179445 5 0ot 2023 51944 PA 08
Cortral_Palicy_v3_20231004 LED Contral_Palicy_v3_20231004_LB0 Ul Palicy Builder false st 103120237 200855410 31 Oct 2025 8:10:07 P <08
Cortral_Palicy_v3_LBO: test Contral_Palcy_v3_LBO_test Ul Pglicy Builder felse st 11082023 134056178 18 Now 2023 1:0:55 PM +09
Cortral_Policy_v3_apo_select_ (B0 Contral_Policy_v3_app_se'sct LBG Ul Policy Builder e et 0B0ZET 1450521 18 Now 2028 4:07:50 P +08

46. NTTERHEAFT I AJL hdD Topology @ [---] h'5 [copyl %Zi#EiR
X Topology East,Topology West 'SiAZE 3 MROZEN NTT REARIREDT T 4
JLN RO (TN ZET,

= Cisco SD-WAN Select Rescurca Graupy Palicies

Cemrakoed Paiicy ) Tapology

I m Opton
Speify your network taoology
Togology VPN Membersnip
a Vs
) Search v
Acd Topology
Totsl Raws: 7 5 48
Hane e Deserptian Made Refarence Count Updatod 3y Last Updated
Topalogy_n_v2 Cusam Control Topalogy_n_v2 = 4 sdwan-order-7i 03 0ct 2023 £:13:03 PM 409
Topalogy_VCPEv2 Custom Contol Topology_VCPE_v2 - ¢ adwan-order-ml 05 Oct 2023 &:15:55 PI 400
Tapology_Eest v Custom Contol Topogy_East v3 - ‘ stwan-order-ml 05 0ct 2003 :25:28 PHA 409 E
Viey
Edit
Topslogy_West 13 Custom Cortrol Topslogy_West 13 - 4 shwan-order-ml 05 0ct 2003 4903 PHA 409

Custom Contol Topology_West_Spoke_¢3 - 4 swan-order-ml 05 0ct 2023 30327 PHA 409
Topalogy_Mobile_v2 Custom Contol Topaiogy_Mobie_v2 - . stwsn-order-m 05 0ct 2023 5:1:21 PHA 409

129



4 FEFIHE

@Managed SD-WAN

47. [Policy Namel & [Description] (CERDERIEBEANDT S
B TEEESE [Topology East v3 copyl E/xDZET

Policy Copy

Policy Name

Topology_East_v3_copy

Description

Topology_East_v3_copy

ceneel

48. JE— U7z Topology M&E#H®D [---] iS5 [Edit] Zi&EIR

= Cisco vManage () Select Resource Groupw Configuration - Policies = ® D

{lf Custom Options +

Centralized Palicy > Topology

Specify your network topology

Topology VPN Membership

Q search Y

Add Topology v

Total Rows: 7 (7 48%

Name Type Description Mode Reference Count Updated By Last Updated
Topology_in_v2 CGustom Control Topology_n_v2 - 2 sdwan-order-ml 17 Jan 2022 3:26:51 PM . s+
Topology_vCPE_v2 Custom Control Topology_vCPE_v2 - 2 sdwan-order-ml 17 Jan 2022 3:28:28 PM . «ee
Topology_East_v3 Custom Control Topology_East_v3 - 2 sdwan-order-ml 17 Jan 2022 3:32:51 PM | ees
View
Topology_East_Spoke_v3  Custom Control Topology_East_Spoke_v3 == 2 sdwan-order-ml 17 Jan 2022 7 .
opy

Topology_West_v3 Custom Control Topology_West_v3 - 2 sdwan-order-ml 17 Jan 2022
Topology_West_Spoke_v3 Custom Control Topology_West_Spoke_v3 - 2 sdwan-order-ml 17 Jan 2022 3:36:28 PM . «es
Topology_Mobile_v2 Custom Control Topology_Mobile_v2 - 2 sdwan-order-ml 17 Jan 2022 3:40:21 PM . +ss
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49. £#ad [TLOC] Z3#EIRUL. [Sequence Rule] %&i&EiR

= Cisco vManage

@ Select Resource Groupw Configuration - Policies

Centralized Policy » Topology » Edit Custom Control Policy
Name Topology_East_v3
Description Topology_East_v3

) Sequence Type

T¢ Drag & drop to reorder

IE'; TLOC : |

+ Route

Default Action

Preview

Drag and drop to re-arrange rules

0 = Match Conditions

Site List: Site_vCPE

Site ID:

o = Match Conditions

Site List Site_East

Site ID:

Save Control Policy

Cancel

Actions

Accept

Actions

Accept

i
@
=]

TLOC

[a]

=0

[a]

Eh
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50. @ [Match] 57 %iEiR
@ [Color List] 57 7%i#iR
O@FIE 31 (CTYER LTz TLBOJ M Color List Zi&EiR
@ TActions] [CT. Reject ' [Enabled] T EZiERT B,
XF JA)L NTIX Enabled Dfcsh. REDEE(IAETY
® [Save Match And Actions] % i&EiR

= Cisco vManage © Select Resource Group= Configuration - Policies = & o
t Cu
oros 3
sosr
[ B o e
: @ =
Carriar Gotor List | I3 Groupld  OMPTag O or  Preference oc
I oc =
@
™M tion [rction
c ]
(€)] o

o = M h Con Actions
© | = moten Gonartions Actions
@A UERTEZ—Z LD Sequence (CRSwvJ& ROV
@ [Save Control Policy| %3&iR
e e e otarmon - ot oo
I ?
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51. R > (A DTEIEK)D Configuration 'S [Policies] %i#EiR
FE 44 (CTHEREHD Policy DAERRD [---]1 M5 [Edit] Z#ER

= Cisco SD-WAN () Select Resource Groups Policies - A n

fIf Custem Optiong

L Search

=]

Acod Policy  Add Default AAR & QoS

ToalRows: 4 [ 408

Name Deserption Type Aotivated Updated By Policy ersion Last Upéated

Cartral_Poli Contrl_Palicy_v3_20231004 U Policy Buikder felse stwan-urder-ml 10652023717 1944085 05 0ct 2023 51344 PH 41
Cortral_Poi Contrl_Palicy_v3_20231004_LBO U Palicy Buikter false test 10312023T200853410 311 0ct 2023 6 107 P 409
Cantra_Pai Contal_Palicy_v3_LBO_test U Palicy Buiiger felse test RTINS 0 N 2023 1:80:58 PH 02
Cantral_Poli Contrl_Palicy_v3_app.select_LBO U Palicy Buikder e test 11BB2023T160750521 08 N 2023 407:50 PM 408

Actiiets
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52. @ [Topologyl &7 %&i&EiR
@FE 50 TRk Uiz bROZ0OE—7xd -] h'5S [Detach] &i&ER

= Cisco vManage Group= Configuration - Policies = @ L

Specify your network topology

Topology VPN Membership

Q. search

Add Topology v

Total Rows: 7

tame Type Deseription Made. Reference Count Updated By Last Updated

Topology_in_v2 @ Custom Control Topology_In_v2 imported 2 sdwan-order-mi 17 Jan 2022 32881 008 —ee
View

Tapology_vCPE_v2 @ Custom Control Topology_vCPE_v2 imported 2 sdwan-order-mi Copy

Topology_East_v3 @ Custom Control Topology._East_v3 imported 2 sdwan-order-mi

Topology_East_Spoke_v3 @ Custom Control Topology_East_Spoke_v3  imported 2 sawan-order-mi 17 Jan 2022 3:3BIPM . wee
Topology_West_v3 @ Custom Control Topology_West_va imported 2 sdwan-order-mi 17 Jan 2022 3:35:41 PM . +es
Topology_West_Spoke_v3 @ Custom Control Topology_West_Spoke_v3  imported 2 sdwan-order-mi 17 Jan 2
Topology_Mobile_v2 @ Custom Gontrol Topology_Mobile_v2 imported 2 sdwan-order-mi 17 Jan 2022 3:40:21 PM . =es

[ Preview | save policy Changes Cancel

53. [Add Topology! — [Import Existing Topology| Z:&iR

= Cisco vManage () Select Resource Group= Configuration - Policies

Centralized Policy >  Edit Policy
Policy Application ERCELIEEVEM Traffic Rules
Specify your network topology
Topology VPN Membership

Q. search Y

Add Topology v

Hub-and-Spoke -
Total R . 6
Mesh olalons SARC,

Custom Control (Route & TLOC)

Description Mode Reference Count Updated By Last Updated
| Import Existing Tapology |

Topology_In_v2 [ ustom Control Topology_In_v2 imported 2 sdwan-order-m| 17 Jan 2022 3:26:51 PM . eee
Topology_vCPE_v2 @ Custom Control Topology_vCPE_v2 imported 2 sdwan-order-m| 17 Jan 2022 3:28:28 PM . «se
Topology_East_Spoke_v3 @ Custom Control Topology_East_Spoke_v3  imported 2 sdwan-order-mi 17 Jan 2022 3:33:53 PM . eee
Topology_West_v3 @ Custom Control Topology_West_v3 imported 2 sdwan-order-ml 17 Jan 2022 3:35:41 PM . eee
Topology_West_Spoke_v3 @ Custom Control Topology_West_Spoke_v3  imported 2 sdwan-order-ml 17 Jan 2022 3:36:28 PM . eee

ogy_Mobile_v2 @ Custom Control Topology_Mobile_v2 imported 2 sdwan-order-ml 17 Jan 2022 3:40:21 PM . eee
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54. @ [Custom Control(Route and TLOC)] iR
@FIIE 50 THERL LTz bRO>%Z&&IR
® llmport] Z3#EiR

Import Existing Topology

licy Tyme O Hub Ana Spoke

@ [——
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55. @ [Policy Application] %% 3&1iR
@ [Topology] 57 %iEiR
Q®FIIE 54 T Import LTz MROZ D% IR
@ [New Site List] Zi&iR

(®Outbound Site List [C & FROZ (XIS LT SiteList Z= AT

% & MROSICHIG U SiteList (FUTFO@DTY
Topology_East:Site_East_Center
Topology_West:Site_West_Center

® [Add] Z:&EiR

56. [Save Policy Changes| %Zi#&iR

= Cisco vManage () Select Resource Groupw Configuration - Policies

licy > Edit Policy

LLEPELTULEN  Topology  Traffic Rules

Add policies to sites and VPNs
Policy Name Control_Policy_v3_20220117

Policy Description Control_Palicy_v3_20220117

Topology Application-Aware Routing Traffic Data Cflowd

Tol gy_East_v3_cor

Ny Site L
Direction s Action
out Site_East_Center )

Topology_In_v2

Save Policy Changes I Cance

CUSTOM CONTROL

CUSTOM CONTROL
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4.8.5. RUS—DBERE

57. FlE 56 FTTHERLUIEARIS —D [--] H'5 [Activate] ZiEiR
=SFEIREORY T 7V TEME T [Activate] Zi#EIR

= Cisco SD-WAN () Select Resource Groups Policies.

=08

it Custom Opions

N Localied Policy
Q. search

Add Policy  Add Dsfault AAR & QeS8

Toalbews: ¢ [ &)

Kame Dassiption Typa Aotivass

Updatos By Poliay Varsion Last Updatas

Gontrol_Poliey_vi_20231004 Control_Poliey_vi_20231004 W Poficy Bulder filse ‘stuean-avder-m 10032023 171944865 05 Dt 2025 5:19:44 PH 499 D

Control_Palicy_v3_20231004 LBO Control_Palicy_v3_20231004_ LBG W Foiicy Builder felse s 105120237 200853410 31 0ct 2023 BNDT PH 109 Vieit
Previeve

Cortrol_Poliey_s_LB0test Control_Poliey_v3_LB0: test U Poficy Builder false test 0820237 124058176 6 Hov 2023 1:40:58 PM <03 Copy
Edit

Control_Policy_v3_sop_select LB Gontrol_Palicy_v3_son_select LA0 U Folicy Builder tee test M0B2029T 160750521 08 Ny 2023 4:67:50 PM <03 Delee

Activate

58. TECEIEN\BFE I BDT [Configure Devices| %&iEiR

= Cisco vManage

Configuration . Templates

Leice Tampiate Totsl
Swsm903300 - 2

P

mocasersio

"

Piosss seiect & Oevice o e Gevee st

Cortgure Divice Romack Trme:

59. FECEIEAN\BFE I DD T [Confirm Configuration changes on 2 devices] (CF T W
AN, TOK] %Z3&IiR

Configure Devices

Commsng tse cranges aflect e ConGAON 00 2 ORCes e

18 Contem contigurann changes on 2 Gevoms.
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60. Status 1" success, Message 1' Done &7 TUWWNUETO> T« JEANT T
=Status BEEX CTIC 1 DEEEMNNDET

= Clsco WManage

Push vSmart Polcy | @ Vaision cces by wsehgn | Tensat CSOMNE-OSOM00001 Fomet02iiasd
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4.8.6. J20F>Y—)\FIAKBOBER

PIUEETA>Y—RY NI LAOT7I R=EFAL. 425 —FRy MalTDOHA

TOFHSDEEC(HRRCTOFHENRENRELIRDFT,

1. [RE—RNAZ21—HEEIUYIL. [BEERIIYIU. Ry ND—DEA 25—
Sy NEEIR

Windows Di&E

@ FIMD-JEA2F-39b @ @) REE

(1 mwHL O =
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2. [FOFNZOVUYIU. A2F—RY RTLAT7 T MHERD URL ZFREL. &

=
@ ah Er i
(s ] #o-vone
:t:—:t{'ﬂ'-lvl— g_n@h_®
.
FET0FY tybT7v7
-4y IR Wi-Fi ERICTOFY Y-/(-2#EVZT. ZhoDREL. VPN
EBRLCERINIEA.
70%Y Y-/-&55
'@
T7ELA -k

ROIVMITHEEZT VAT OFY Y-/(-2ELET. IVMERYISIL
32330V () 2ELZXT.

[] 0-5b 1Vb5x9M) OFFLAIBTOFY $-/(-2EDEN

RE
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4.8.7. PITVBEA>H—RY NI LA D7D NOWERS

PIIEEDA 2=y NI LATT7 I DS T+« v ORI DFIRIIUTD

WBDTY,

1. ERAZ(EDuEE)N S Monitor—Devices 2 1ER

Cisco SD-WAN

Overview
Devices

| Configuration
Tunnels

 Tools Applications
¥ Maintenance SEIY
VPN
Logs

Geography

SD-AVC Cloud Connector

2. 2 UT=L) CPE %2R

= Cisco SD-WAN () Select Resource Groupw @ Al Sites

Overden

Devices

Device Group All ~

Devices (12)

Q Search Table
Hostnama Davics Model Sita 1D Systam 1B Hsalth
CRABO-TNIS-AT2X 100.1.49.73 =]
100.1.48.70

| cres

! cPE1 c1111-ap 200006341 100.1.49.69 o
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3. Interface &i&iR
= Cisco SD-WAN Select
Devices > Interface
Selkect Device CPE2 | 100.1 .4
Chart Optlan|
SAIE Applications
I Interface 333k kbps
Tracker
, 200k kbps
4. Interface Name @ Dialer (CFT v O&E AN, S5 IICTRT T« v INENTULD
C & hERR
= Cisco vManage Monitor . Network
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4.9. A=Y NT LA D7D NERTEDEIRS &

A=Y NI LADOT7 D NEEZRBRUIEWES. UBOFIEEERELET., £HL
mDA A=Y NI LA DT I NEEZRELUET . RUS—(CA>F—Rv NI
1070 SUSDIEEN A D TULBIHBE(IL [@detachl, 1> —3wY cILA07D
DFHDIHE(T [@deactivate] ZEEUE T,
XPPPoE DT> L — hDBIRIITEERBAN., 15—y NTLADTT7 T LD
REMRBRNEIRET T,
KX TERRPRIZ DIERR (X 4.8.2 2D 4 DFIRICT. Dialer (CF T v I% AN,
DS TICTRS T4 v IRNRNTURWC &= HERRELNET,

12— NI LATT7 O NRTERBBRLEZO)

R —CA2F-RYNTLATT7TI

LISDBEN ATLEH i
@detach (2deactivate
(AR)>—n—EBZHIBR) (FRU—CEHIBR)

49.1. OQRUS—[CA>H—RY RITLAIF7D MAARDEED

AD TWBIBSDEERTT i (detach)

1. ERA(EDWEEHS Configuration—Policies Z3#1R
Cisco SD-WAN

~ Monitor Devices

| TLS/SSL Proxy

Network Design

% Tools
Templates

0% Maintenance

Security
Network Hierarchy
Unified Communications

Cloud onRamp for |aaS
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F N
I

sSEFIR

2. FEBRUIZVLVRU S ——Edit &i&iR

— Gisco SD-WAN

g

Bolicies.

3. Policy Application M Traffic Rules ([CBECERENAD TR &R T D

= Cisco SD-WAN

Centiazed Py 5 Edt Poly

Chzase a taband aod Trefic rules under the selectzd type

Applicetion Aware Routing

Q. Searcn

Addd Policy v (Crestz a deta paliey]

Hama Tipe

LBO_PPPoE © [Datn

Szcure_Intemat Accass VCPE Data Po.. © Data

() Select Resource Groupy

Policies

Policy Application  Tepology -

Dieserigtion lode Refarenca Count
LED_PPPaE impartzd 2
Sezure Intemet_bezass vOPE Data Pa.. impored 4

(KBEDA > TWHWESEdeactivateDFIBEERL £ 7)

Updatas 3y

stwsn-onder-ml

4. Traffic Rules—f2BR U7z \/RU > ——Detach Zi&iR9 3

= Cisco SD-WAN

|*) Selact Resourse Groupy

Centraized Policy > EdRPolioy

Chone & s i Trfic e s theselecte ype

Application Aware Routing  Traffic Data  Clowd

0 Search

Adei Poliey v [Creste a data palcy)

Tlame Tyoe

LED_PPPoE @ Dats

Secura_Jntemet_Acoess vCPE Data Po.. @ Dats

Policies

Poliey Application  Tapelogy MEIDLIE

Deseziption Wode Reference Count
LBO_PPPoE Impated 2
Secure_|remet_Access vOPE Data Po.. impwted 4

Updated By

test

stwan-orger-ml

Tealbows2 L 40

<
Last Updzred
31 Oct 2023 T:44: 23 PM + 08
View
05 Oct 2025 1048 PH +0%
Copy
Detach
a [
[ORA]
iv)
f

ToalRow 2 ) .g‘,

Last Updated

3002t 2023 7:44:23 P +09

(6 Oat 2023 4:10:45 P +00
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5. Activate—>Save Policy Changes Zi#iR9 D

= Cisco SD-WAN {) Select Resaurse Grousy Palicies

Activate Policy

Py will be asplind o t1e reachzble devices:
21320833, 2152831

6. Status 1" success, Message 7' Done &73> TULWNIET> T o JEAN T
=Status ZE X TIC 1 DIEEMNDET

= (Cisco SD-WAN () Select Resource Groupe

208
- ¥
LEE RS
> Stas Message Hastname System P Stte I whkanage 1P
> @ %ucess Confy staus from device: success Ewsm315010 215.235.3.1 1000000000 215.265.1.3
Y @Suxes Cong status fom tevice: succsss Swsm315030 21525533 7000000000 2152513
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49.2. QIRUS—[CA>H—RY NTLADIF DI hDHHADTL

DB DR E(deactivate)

XOTL—0770 NEEDFRTZE(detach)DFIE 3 T, RENEN O EZRIRETDF
IET9)

1. ERAZ(EDTEEHS Configuration—Policies % &R
Cisco SD-WAN

Monitor Devices
TLS/SSL Proxy

Network Design

Templates

¢ Maintenance

Security
Network Hierarchy
Unified Gommunications

Cloud onRamp for [aaS

2. fEBRUTZLVRU S ——Deactivate ZiER9 D

= Cisco SD-WAN () Select Resource Grouor Palicies

1f Custom Jpons

EUGIIEIT  Localined Paliey

0 Search

Acid Policy  Add Default AAR & Qo3

e A
ol Rows: ¢ 150G

Hlame Dascription Trpe Hotivated v Updated 8y Palicy Version Last Updated

Cantrol_Foiicy 3 LBO_tmst Contra_Palicy_v3 LBO test Ul Palicy Builder tue test V108202371 540581 78 08 Now 2083 1:8%56 M 41

Contral_Pelcy_v3_20231004 Contra_Palicy_v_20251004 Ul Palicy Builder false sdwan-order-m 10052023717 1944963 03 Oct 2023 31946 M o090 Viewt
Preview

Cantrol_Peiey v 202391004_LB0 Contra_Palicy_y3 20231004 80 Ul Palicy Builder [ est TBNEAT20EATD 41 Ot 9923 6:10:07 PM 408 Copy
Edt

Controd_Pulicy_v3_app_select (B0 Contrel_Policy_v3_app_select_LBO Ul Palicy Builder false test N0BEBATIRNS05E1 08 Nov 2083 4:07:50 P 409 Delete
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3. Deactivate ZiEIRI D

= Cisco SD-WAN () Selsct Resource Groupw

Policies EORN 4]

Deactivate Policy

Folizy wil be emoved from the following vSmart.
21523045, 215.258.31

Weld you like Ly remave peliey from reechadls ySmats?

4. Status 1" success, Message ' Done &73> TULWNIET> T« JEAN T
=Status ZE X TIC 1 DIEEMNDET

= Cisco SD-WAN () Select Resource Groupy o

PushvSmart Policy | @ Valitatan Succese Initizted By: nwrsefi~gm | Tenant: CSDWNE-15-0001 From: 17218128180

Total Task: 2 | Surcess: 2
O Searen ¥
Tomlfows 2 48
v S Wessage Kostname System 1P Steln WianzgelP
v @ Success Confg stetas from device: sucress swEmd1son 21525531 1000000000 2325503
[15- how- 023 10155219 35T vemart polcy-peadtivate
9 J5T] pevice is online
2 351] wotified device to pall
2 351] Device has pulled the configuration
[25-hou- 23 18256221 35T] cafig s2atus fren device: suceess
v @ S5ucczss Canfig status from device: suceess Ssm3IS030 215.2953.3 10060000 REVEAR
[25-hou- 2223 18:36215 35T] wwrt policy-deact fuate
20 151) Natified device 1o pell
0 151) Device has pulled the configunaticn
[15- How- 2823 1956221 J5T) Confiig status fron devices success
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4.10. VLAN O9&E|

CPE (#8220 VLAN Z&ERTE U TEENW I A MERTEUEWEE RR—ZLIED
FlezEmUET

(3¢4.10 VLAN DE|(ERE— VPN JIL—TTEIA M3 FETBIZHDFIEERDE
9, 7OTAYURXKET VLAN B@E{EZ AR &I DFINEFIRRLAE Cies LET . )

4.10.1. NW 8nk 1

[ CPE1llcvlanl 1% ELET ’

-CPE10vlan10/vlan11£CPE2Dvian10Mi@{E% olged 9% BB (AL FROVIanhT T4 CIETELES
T

Managed TN T j;z)bbﬂﬂifﬁwlan
SD-WAN
10/20/30/40
CPE1 S

GE0/1/0-3 I GEO0/1/4-7 GEO0/1/0-7

Vlan10: lan11:
192.168.1.0/24 192.168.2.0/24

Vlan10:
192.168.3.0/24

[Device Template YER% (C A E & 72D Feature Template]

{ER% 9% Feature Template | FlE B&
VLAN11 1~3 VLAN :Ef0A SVI
(BXEDIRN]

Feature TemEIate’&f’FBE

Device Teﬁplate’&:lﬁ—

Y
Device TemplatezZ &

e LTELCPEAT YT
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4.10.2. iBhN VLAN F Feature Template Z{EB% Feat%w Z{FPk

1. ERA(EDEIE)D Configuration 1'5 [Templates| Zi&EiR
EE_EEBDSI TS [Feature| ZiEIRE(C [Add Template| ZiEiR

= Cisco SD-WAN Select Resource Group Ternplates =
Comigurian Grouss Fasturs Srofles Gnvis Tammaee
Swsort
Yot o 115 &
D " - -

A S 1o s e %) e R
COIGD 1415 ATEX 203 7., CRI0 NI ATZ200 7. G UPH Misifacs Gu200-1hs AT2X w 5002020 13050 P i1 wer
e e

ul

e
- e
onaa aie
= u5) siotat
s S DmGEEmaE o aea
s 00 R wioeal o 5002020 2326512 P 1 wee
VR IOTX-AR F03-5T W L. S 1G-S 20351 . Clsa VP e Smer (69 100K 4G (Baca 38 5 anea 5 O 2023 11510226 A

2. Select Devices @ [C1111-8P] (CF T wI%Z L1, [VPN Interface SVI] %Z3&iR
XA TTD CPENEET DHE(E [C1M11-8PLTELA] (CFT v
XI\AIL> RYAT125 [C8300-1N1S-4T2X] (CFTw
X = R)LYAT125 TISR 1100X 4G (Viptela OS)| (CFT w2

= Cisco SD-WAN () Select Resource Groups Templates

Configuration Groups  Feature Profilas  Device Tamplates (e Ru= e

Feature Template > Add Template

Select Devices

Q, Search by device name

0O C1101-4PLTEPW*

Gisco VPN Interface GRE Gisco VPN Interface IPsec VPN Interface Ethernet PPPoE
O c1100-2PLTEGB WAN WAN WAN
O ©1109-2PLTEUS
O C1100-2PLTEVZ
O C1109-4PLTEZP VPN Interface Multilink VPN Interface SVI
i WAN  LAN Management  WAN  LAN
O C1100-4PLTE2PWY
0O ci111-4p
OTHER TEMPLATES
O C1111-4PLTEEA
0O C1111-4PLTELA
L crnt-apwr Cisco Banner Cisco BGP Gisco DHCP Server

C1111-80 WAN  LAN LaN

0O C1111-BPLTEEA

M C1111-RPI TRRAWS M
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3. ®Template Name/Description N\ [VLAN11] & AN
(@Shutdown %Z Global T [no] , VLAN Interface Name Z Global T [Vlan11] &A
A
®IPv4 Address % [device specific] &i&EiR
@TCP MSS %Z [1412(GRE DIFE)HE L K& 1378(IPsec DIFHR)] (CEE
Ex1&(C [Save] Z&EiR

= Cisco SD-WAN () Sslect Resource Groupw Templates

Confiowration Grouns  Featura Prafiies  Davica Templates  (RGilt

Lo crinep
| T e VLA
A
S [ VLAY

Basic Configuration AcL VRRP AR Advancad

Device specificZZEiRT3EEZHhHh Y BT A —24

@ ERELTAEL

VAN e LML (ROEETANTIBELENLPT LW ET, )

) |Pvd Acioress ’T‘
- Sacandary P Address (Mezimum: 4) | @ aova
I Devics Spaefic » p——"
DHES Helper © Defauit wpn_f_svi_i_ipud_prefix
3 | [
TTEn-ynEEDY. WRLET S

@ | — ® 1'
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4.10.3. NTT RBAF I AJL D Template ZIAE—UTHEZTELZ T

S HiED# UL\ Device Template & #E{ Device Template %1t —

4. FENRA > (EDMEL)D Configuration 75 [Templates| Zi&EIR
B LI TS [Devices] %iEIR
NTT EREAFT I AJL hD Template ZI1E—U. JE—UJz Template D [---1 h'5
[Edit] %R

= Cisco SD-WAN () Selext Rescurca Groupe Policies = e 0

f1p Custom Options

Gantralized Poliey EEELELLEAILY

=]

Q Seaich

AdePolicy  Add Default 448 & QoS

e O 2
wiliors 4 3 {3

Aetivated Updatss By Policy Yersian Last Upeated

Contral Poley 3 20241004 Conmol ol 3 20231004 U Palicy Bulker e sewsr-arter-ml 10052023717 1904965 5 Oct 2023 5144 B 00
View
Control_ ol _i3_20231004_LBO Control_ ol _i3_2031004_LBO Ul Policy Bule ol fest T0E1ZITAE 10 NOoLHBEDTB | o
Copy
Control_Policy_+3_LBO test Conrol_Policy_+3_LBO_test Ul Paliy Bullde false test T0R202TI4058176 8 Nor 2023 1:40:98 M 409
Delate
Contol Polcy i3 app_sskct LB Contrl Policy_vdopp_seeet LED Ul Paley Bk tue st MG LTI L,

4.10.4. Device Template (CIE# VLAN F 0D o e o
IV F

5. - Service VPNH®D [---] 5 [Edit] &=i&iR
X VPN WMEXHD DIHE(E. vian ZBIIUTZUL\IIEROD VPN %8R
VPNAEHERE SN T L B HBE,

EROIZTF T v 7 & AN,
EOVPNICVLANZ BT 2 M EIRT 5

Senvice VPN

g —
o
Temslata flama TET T
[Ep— — E'

SI111-8P_202-22_VPN20_2 Y9N Interfaca S

111189 _202-23 VPNI0_v2 NPN Interfoce S
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6.

4 SRTEFIE

OEmEAD [+VPN Interface SVI| Zi&iR

VPN Interface SVI DIFNEBINEN DD T, [VLAN11] Zi#ER
® [Save] Z#EIR

@ [Update| Z#EiR

Edit VPN - C1111-8P_202-21_VPN10_v1
. Additional Cisco VPN Templates
VPN Interface SVI C1111-8P_208-21_VIF_SVIIO_GRE V2 ~ Sub-Templates
D Cisco IGMP
. Cisco Multicast
(2> I VPN Interface SVI VLANT1 -8 I Sub-Templates ~ % Cisco PIM
- ?) Cisco BGP
Cisco OSPF
D Cisco OSPFV3
% Cisco VPN Interface Ethernet

Cisco VPN Interface IPsac
EIGRP
VPN Interface MultiLink Controller

e
) ==

®

1

152



@ManagedSD-WAN

4 FEFIHE

4.10.5. ¥ER% U 7= Device Template & CPE [CP AWV F

RELURZL CPE ATAYF

7. ¥A1Z(CHERR UTZ Template @ [---] H'5 [Attach devices] Zi&iR

= Cisco SD-WAN

O search
Create Template
armplats Type Non-Defaull +

Kame =

G1111-8P_Default0s.
G1111-8P_DefaullDs_DS-lite
C1111-8P_DefauD5_MAS-EL11P)
C1111-8P_Defaultds_MAS-Eldyramic)

G1111-8P_DefaultDs_vd_a_20237004

O Selec
( select R

e Groups

Configuration Broups

Deswription

1PSac/Secure

|PSec/Securs/DS- It

|P8acsSecure/MAP-F(1IP}

1PSac/Secure/MAP-Eldynamic)

G1111-8°_DefaultDs_vd_a_2023100¢

G1111-8P_DefaullD3_vé_a_2023100¢_cooy G1111-87_DefaullD5 v4_4_2023100¢_c

Tyoe e

Faaturs

Feature

Feature

Faature

Faaturs

Feature

Devics Mods..

G1111-67
GI111-67
Gi111-87
G1111-87
G1111-67
GI111-67

Feanrs Profiies

Templates

Davice Aale ...

SDWAN Edge

SDVAN Edpe

SDWAN Edpe

SDWAN Edge

SDWAN Edge

SDWAN Edpe

Resource Group

glosal

gloaal

okl

a

iokzal

@

gloaal

Feature Templates

Feawre Templzws

3

Total Rows: 24 £ 88

Dralt Mocs Devices Anachad Updatwe By L
Gwbled 0 - o e I
Disabled 0 test Ed't
View
Disablad 1 test Delete
Copy
Disablad 0 test Ensivie Draft Mode
Disabled 2 mwse- | Onange RESOUPCE Group
Expart 05V
Disabled 0 6 gm 0w

8. OEAUUCPE Z&EIRL, =] &EIRUARY O XICHEE)

@ TlAttach] #=iEiR

= Cisco SD-WAN

‘(‘) Selsct Resource Groups

Attach Devices

Attach device from the list below
Available Devices

Q, Search

Device IP
100.7.48.68

100.200.0.1

[ select All

W

Templates

@
L]

Selected Devices

Al

Name

iii
€]
@

1 ltems Selected
[ select All

Q. Search v

Device IP

I CPEZ

100.1.49.70
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9. ZEUJZL)CPE DAIKICHSD [---] M5 [Edit Device Template| Zi#ER

= Cisco SD-WAN ) Select Resource Groupe Templates -
DeviceTemplate | ©1171-8P_Defaultds_va_4_20231004
Q, Search v
Total Rows: 1
5. Ghassis Numbsr Syatem P Hostname VLAN IG(i010_vian) VLAN ID(2i0N_vian) YLAN ID{@i012_vian) WLAN ID(@it13_vian) VLAN IGlni01e_vian) VLAN ID(0i05_vian) WYLAN 1D
© C1111-8P-FGL2605LIVE 100.1.48.70 CPE2 1w m " 10 0 0

10. @IF (CEINDHTSD VLAN DfE%Z A (ex. Gi010-013: 10, Gi014-017: 11 Z A1)
@B UTE vian @ IP 7 KL% A (ex. 192.168.1.254/24)
® [Update| Zi#RL. [Next] ZiER
> Color, Device group, System IP, Site ID (&7 I AL MENSEE T D EBENTE
IRLIRDENN B DIED. BEURVKDBFELWNZUET

Variable List (Hover aver each fiald for more infarmation)

Status.

Chassis Number

in_complete

C1111-BF-FGL2GDSLIVE

System IP 100.1.48.70
Hostname CPE2
VLAN ID{@iD10_vlan) 10
VLAN ID{gi011_vlan) 10
VLAN ID{giD12_wlan) 10
(D VLAN ID{giD13_wlan) 10
VLAN ID{gi014_wian) 1
VLAN ID{gi015_vlan) 11
VLAN ID{giD16_wlan) 11
WLAN ID{giD17_wlan) 11

dns_primany_ipve
dns_secondary_ipué
whond_fadn
ntp_server1

ntp_sener2

2001:27M5101:a

2001:a7®51011 8

wbond15vsdwan cast flets-west jp

2001:a7M0102:2

2001:a7M0102:0

(2) I 1Pya Address{svi3D_ipva_address)

10.30.1.254/24

Address Pool{dhcp_sddress_pool_vpn3c)

Generate Password

10.30.1.0/24

®

Canecel

154



4 SRTEFIE

@Managed SD-WAN

11. QLT OEME T CPE Zi#IR L. 1> T« 2% H/3(Config Diff &Zi#IR 9 D EED TR
AV EIEE)
QB EMR L. [Configure Devices| %&i&EiR
XITS—HTDHE. HEMNRODTVDAREEN D DFET . TS —NERUVFIEZHE
FOFEVET

= Cisco SD-WAN () Select Resource Groupe Templates

[ ous ene ade By Sie DIt o

Local Configuration vs. New Cunfiguration

100,
1
00006342

TTTTT AP FGL2605L3VS

vay enable

SDWE-15
CaDWE-15-0001

Cance

12. Status 5" success, Message H' Done &7 TUOWNIED > T+ J#EEAMNT T
X% Status /¥ success E/RSRAVMGE. TS —HNERUFIEZH#EZ UREZSLTY
bSA DEMZSFENUET

= Cisco SD-WAN () Select Resource Groupy - & N

SRRV
Push Feature Template Configuration | @ Vaidation Success Inttiated By: nwseb-gm | Tenant: CSDWNE-15-0001 From:172.18.128.190

Total Task: 1| Suceess + 1

Q. Search v
Tota Rows: 1 £ 4%

> Ststus Iessage Chassis Numbe! Device Madel Hostname System P Site ID vManage IP

> @ Suceess Dane - Pugh Feawre Templae C.. C1111-8P-FGL2G05LIVE C1111-8p (2253 100.1.48.70 300006342 215.255.1.2
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411. NTUVODOSORDORY NID—DCIANE
BEAEMY BBONREFIEISD RF—MIDTA1D
OX%2 MFIAS)

O35 RS =D TAoO0XORT MIRAKC/ITUY 00570 RAWS F)D NW ZZ
BAEMUZWEE, RR—DLUIEOFIEZRELET .

4.11.1. NW #&p%f5l

! D59 KRR(AWSE) 1
D397 - MNIox4
70X b
Managed SD-
WAN
CPE
HBERIHE
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4.11.2. V59 K NW DZEE

1. ERA(EDHEIE)D Configuration H'5 [Policies| %Zi&iR
B4 _ED [Custom Options| 75 [Centralized Policy| @ [Lists] Zi&iR

| Custom Options

) CentraimedPolicy [, Localzed Policy

Localized Policy CLI Policy CLI Poliey
et

; Topology Forwarding Class{0o5
O Gearen
Traffic Policy Acess Conol Lists
Route Policy

Add Policy  Add Default A4R & QoS

)

Total Rows: ¢ (5 5k

Hame Deseription Type Agrivared Updated By Paliey Version Last Updated

Cortrol_Poicy_y3_20231004 Control_Palicy_y3_2023100¢ 0 Policy Bulcer false sthwzn-order-mi 1005023T17104£085 05 Oct 2023 51944 PM 408 w
Contiol_Policy_v3_20231004_LBO Cantrol_Palicy_v3_2023100¢_LBO Ul Policy Buler false test 103120237 200853410 31 0ct 2063 B:10k07 PM 409
Control_Policy_v3_LBO_fest Control_Policy_v3_LBO test Ul Policy Bulder false tmst 0820231 34058178 06 Now 2023 1:40:55 PM 119
Control_Policy_v3_app_select LBO Cantrol_Palicy_v3_app_sslect B0 Ul Palicy Builder tue et NDB20ZETIG0750521 08 Nov 2023 4:07:50 PM +09

2. ERA(EDEE)NS [Data Prefix] ZiEiR
[Data_Prefix_Cloud_Servicel @ [R>XY—72] Z&iER

= Cisco vManage - Configuration . Policies

Entrie: nternet Protoca! Reference Coum Undated By Last Updated Actior
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3. [DataPrefix] DEZZEELUFET
XNW ZEMT BHEE I, XD TEEGEE

Data Prefix List

Data Prafix List Nama

Data Prefix

(EB#EAID: 172.31.1.0/24h5172.31.2.0/24NEET3I5E]
172.31.2.0/24E AR (BHFOADITHIBR)

(EC#f@: 172.31.1.0/24(CHINZT172.31.2.0/24ZENT 315E]
172.31.2.0/24,172.31.2.0/24L A1 (,XED)

4. TEBEENSEEITDDT [Activate] ZiEIR

Activate Policy

Poicy will D8 ppied 10 the reschable Gsvces.
203255.3.1, 20325533
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5. TFEEEEN\EBIBDT [Configure Devices| %&i&EIR

= CiscovManage () Select Resource Groupw Configuration . Templates = Ia}
Uevice Tempiate Totsl
swsmg03300 -2
Device list (Total: 1 devices)
Filter[Search
Shaediae-led-4142-bdbE-
8365645303

H

Piease se4Ct 5 0evios rom he device list

Configure Device Rollback Timer

TECEEANER I BDDT [Confirm Configuration changes on 2 devices| (CFT w7
AN, TOK] %Z3&IiR

o

Configure Devices

Committing these changes affect the configuration on 2 Gevices. A yOu SUfe yOu Want 10 roceed?

e

I 8 Contrm configuration changes on 2 devices. I
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7.

4 SRTEFIE

Status ' [success] ([CRADTEBETTY

= CiscowM

Push CLI Template Configuration | @

Inftiated By: nwse6-gm | Tenant: CSOWNE-03-0001 From: 10.128.26.254

8. ERAZ(AEDMEIE)D Configuration 7*5 [Policies] Zi&EiR
[ Custom Options] 75 [Centralized Policy] @

BEA LD

[Lists] Zi#iR

O Saaren

Add Policy  Adi

Hame

Control_Policy_v3_20231004

Control_Policy_v3_20231004_LBO

Control_Poicy_v3_LBO_test

Control_Policy_v3_app_select LBO

efault AAR & QoS

Deseription

Gantral_Palicy_v3,

Cantral_Palicy_v3_20231004_LBO

Control_Palicy_v3_ LBO_test

Cantrol_Palicy_v3_app_sslect B0

ype

Ul Palicy Bullder

Ul Policy Bulder

Ul Policy Bulger

Ul Palicy Builder

Gentialized Policy ECE LS

Aotivated

false

tuz

Updated By

stwan-prdar-ml

test

test

fest

Policy Version

10052023T171944985

10312023T200853410

108202371340

0BZ023T160750521

19 Custom Options }

) Centralzed Poiicy £} Localzed Polcy

el CLI Poliey

Lists
Topology Forwarding Class{005
Traffic Policy Acess Conol Lists
Route Policy

~ r
oel Rows: ¢ [ {0b

Last Upgated
05 Oct 2023 5:19:44 PM 408 "
31 Oct 2023 8:1:07 PM 409 "

06 Nov 2023 &

7:50 P 9 "

160




4 FEFIHE

@Managed SD-WAN

9. ARA(EDMEH)NS [Prefix] ZiER
[Topology_Prefix_OuterNetwork] D [R>~X—27| %Zi#EiR

= Cisco SD-WAN () Select Resource Group« Policies O = @

7)f Custom Options v

lized Policy > Define Lists

Select a st type on the left and start creating your groups of interest

Application
@ New Prefix List
Community
Name: Entries Intemet Pratacol Reference Count Updated By Last Updated Action
Data Prefix
Topology_Prefix_Private 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16 1Pt 6  sdwen-order el 05 0ct 2023 11:52:44 AM ST # 0T
Policer
Prefix Topology_Prefix_OuterNetwork  10.128.180.0/29 1Pvd B sdwan-order-ml 05 Oct 2023 11:53:01 AMJST ¢ 08
Topology_Prefix_Defaut 0.0.0.0/0 P4 6 sawan-order-mi 050ct 2023 115314 AMUST < BE

10. [Add Prefix] OfEZZEUET
XNW ZENT BHEE I, XD TEEGEE

= Cisco SD-WAN () Select Resource Group= Policies O = 08

Prefix List

Prefix List Name*

Topology_Prefix_QuterNetwork

(oM@ 172.31.1.0/24h'5172.31.2.0/24NEE T 3i55]
10.128.180.0/29,172.31.2.0/24¢ AF3(,XHID)
%10.128.180.0/290" 7 JA) P TANDEN TV IBE QNI KT
%172.31.1.0/24%172.31.2.0/24N\EE

(EC&f5@: 172.31.1.0/24(CHNZT172.31.2.0/24%EMT 315E]
10.128.180.0/29, 172.31.1.0/24,172.31.2.0/24¢ A 7(,XH00)
%10.128.180.0/290" 7 JA)I P TANZN TV IBE QNI KT
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11. TEEEABE I BDDT [Activate] ZiEIR

12. TEEEENEBE I DDT [Configure Devices] Zi#EiR

Activate Policy

Polcy wil De 8ppked 10 the eschatie Gevees
203255.3.1, 203.255.33

= CiscovManage () Select Resource Groupw

Usvice Tempiate Total
Swsm903300 - 2

Device list (Totat: 1 devices)

FiterSearch

8aedhae-Oled-4142-bdkE-
183065615303

Configurs Davics Rolback Timer

Configuration . Templates

Piease se4Ct 5 0evios rom he device list
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13. TEEEIEANER I DDT [Confirm Configuration changes on 2 devices] (CF T w7
Z AL [OK] Z3#ER

Configure Devices

Commiting these changes aflect the Confguration n 2 Gevices. Ve yOu Sure you wank 10 proceed?

| 8 Contem configuration changes on 2 devices. |

14. Status 1" [success] (CIRD/EBTTTY

= Cisco vManage () Select Resource Groupw

Push CLI Template Configuration | @ Vaicaston Suscess

Total Task: 2 | Seccess : 2

Q Searcn
TosRows:2 3 &
O] stwtus Message Chassis Nomber Device Mode! Hostname System 1P Site 1D WMansge 1P
O] @success Contig status from Gevice: success 68309820 Ofed 4342-b0B8 f83c.  vSmant SAAMI03I00 20025533 1000000000 20325511
O @ Ssuccess Contig status from Cevice: success  90aedfof-c6e8-4136 2260 065CH.. vSman Swam903100 20025531 1000000000 20325811
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4.12.

4.12.1. v

4 SRTEFIE

HAA4T 1. 94T I TNAT ZYvSa>E%&E 10 AlC
ZHEI BIEDE

AT 1
S g FETILANMEBERIGE., IR—ZLIBOFIEZEMRUET .

S EFIH

AT I IIEERED NAT w3 >80 16,000 &/ > TLET,

<3 >ZEBERD Feature >’ L — MOYERL

10 htzwy

= (Cisco SD-WAN

Q. search

Name.

ISR1100X-4G_202-22_YPN...

(£B8300-1N18-4T2X_203-

C8300-1N15-4T2X_203-5...

C8300-1N15-4T2X_203-5...

C8300-1N15-4T2X_203-5..0

£8300-1

08300-1N1§-4T2X_307 410

[3R1100X-4G_202-11_YPN...

£8300-1N18-4T2X_303-1...

ISR1100X-4G_202-23_YPN...

5R1100X-4G._202-25_VPN...

N18-4T2X_206-1...

_203-51_VF_...

ERA > (EDFELE)D Configuration 7'5 [Templates| %R
B _EEPDSI TS [Feature! %Zi&EIR
[Add Template] %Z3&EiR

() Select Resource Groupw

Deseription

ISR1100X-4G_202-22_VPN...

C8300-1N15-4T2X_203-7

C8300-1N15-4T2X_203-5...

CB300-1N15-4T2X_203-5...

C8300-1N15-4T2X_203°5..0

C8300-1N15-4T2X_206-1...

C8300-1N15-4T2X_31

ISR1100X-4G_202-11_¥PN...

C8300-IN15-4T2X_31

ISR1100X-4G_202-23_¥PN...

ISR1100X-4G_202-25_¥PN...

18R1100X-4G_203-5

Type

Cisco VAN

Cisen VPN Interface Emernet

Cigco VPN Interface Efemet

Ciseo VPN Interface Erernet

Cisco VPN Interface Etnemnet

WAN Edge cEdge Cellular In...

CL Template

Cisco VPN

Celular Cantroller

Cisco VPN

Cisco VPN

Cison VPN Interface Emermet

Configuration Groups

Device Madel

13R 100X 4G (Cisc

8300-1M18-4T2X

G8300-1N1S-4T2X

CE300-IN1S-4T2X

C8300-1N15-4T2X

300-1N13-4T2K

G3300-1N15-4T2K

1SR 1100X 4G (Cisco 08}

300-1M18-4T2X

SR 1100% 4G (Cisco 03]

1SR 100X 46 (Cisco 08}

3R 1100% 46 (Cisco 08}

Templates

Feature Profiles

Device Templatas

Device Templates

Resource Group Davices Attached

plodal

glooal 1
global 2
global 2
plobal 2
glooal 2
glodal

global 1
global 2
plobal 1
[E] 0
glooal 1

Updated By

Provider-sdwan-order-ml

Provider-sdwan-order-ml

Provider-sdwan-orcer-ml

Provider-sdwan-order-ml

Provicler-sciwan-order-mi

Provider-sawan-order-ml

Provider-stiwanrorder-ml

Provider-sdwan-order-ml

Provider-sdwarr-order-ml

Provider-sdwan-order-ml

Provider-sdwan-oreer-ml

Provider-sawan-order-ml

Total Rows: 115 [

Last Updated

05 062 2023 22319 PN 41 see

05 062 2023 1:30:50 PN 41 es

04 0c1 2023 812,26 PN+ oee

04 Qe 2023 81537 PN 41 oee

04 0612023 81719 PV 1 was

05 0612023 13010 PN 41 sae

05 0ct 2023 1

05 0cz 2023 2:24:51 PN 41 se

05 06120231

05 ez 2023 2;

A4 PN+ vee

05 061 2023 2226:1 2PN H1 aee

05 002 2023 11:10:26 AN ese

2

-
=t
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2. HEFEZ(C [C1111-8P) (CF T wo%Z AN, [CliAdd-On Template| %R
XA 1T IDCPENKET DIHE(E [C1111-8PLTELA] (CFT v
X BH@IF (CBE(C NTT ERATYERL U/Z CliAdd-On Template ' 3i5& (&, €D Cli
Add-On Template Z#1E— UL T2\, Template @IE—DFE(E 3.1. Device
Template/Feature Template D IE—%ZSB L TLEEUN,

= Cisco SD-WAN ) Select Resaurce Groua~ Templates =0 &

D G101 -2PLTER

B Cisco Barner o BGP e P Sery
O Gi101-4PLTERW-
WA L
O o1109-2pLTEGE
Cisco (GMP Cisco Logeing Cisco Multcast
Gisco OSPF Cisco 0SPR3 Cisco P
wan LA WAL
- Cisco SNMP £i Add-0n Template EIGRP
LT EEaws s
e
LT LA
Prob: i TrustS:
o Suiteh B rue
panmeman AN LAN

3. @Template Name/Description (C [Session] Z A}
QUTDKDIC 1172
@ [Save] Zi&EiR

= Cisco SD-WAN () Salact Rasourca Groups Ternplates -5 o

Configuration Groups  Featurs rofilss  Dawics Tsmolams  (UERER T

gession

CD.H

CLI acd-on tempizte s supported with 105 XE 17 2.1 version omward, pisase make sure device supports commands oefore using in CL template

CLI CONFIGURATION

Q Search  (x) Create Variable  fi Encrypt Types  [3) Selectafiie

ip nat translation max-entries 100000

XBFDOIA2 T4 JDHTERCU T OREFHNESRNRDICHRENUET . ERBEENT
ZIR<IRD . CPE N E L1 DulEeN e D F T,

system

vbond {{vbond_fqdn}} port 12346

no ipv6 address dhcp
ipv6 nd ra suppress all
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4 FEFIHE

@ManagedSD-WAN

4.12.2. NTT RBAF I AJL D Template ZIAE—UTHEZTELZ T

D RIEDFT L L) Device Template Z& #E{im

4. FERAZ(EEDEE)D Configuration 75 [Templates| Z3iEiR
B _LEDSF TS [Devicel &R
NTT EEEHAT I AJL bD Template #IE—U. OE—UJz Template D [++-1 h'5
[Edit] %Z#iR
X Template D 1E—DFE(E 3.1. Device Template/Feature Template D1E—%%

72 =
BBLT<IEEL,
= Cisco SD-WAN () Selact Rasourcs Groups Templales = @ &

4.12.3. Device Template [CZW S 3 > ZER®D Feature Template &
PAIYF

5. @®Additional Templates 1@ CLI Add-On Templates ZFlIg 1~4 TERR LT

[Session] NZE&E

@ [Update] Zi#EiR

= Cisco SD-WAN 7} Selecl Resource Groups lemplates =@ 4

S
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Managed SD-WAN

4.12.4. YER% UT= Device Template & CPE [C P& WY F

6. FlZ(CHERRLI=T>TL— b [--] h'5 [Attach Devices] &iEiR

= Cisco SD-WAN ) Selscl Hesource Groups Templates = & &

Gonfiguration Brouss  Feamirs Profilas

Fasturs Temptacas

Q. search g

Create Template

TRmplAt TyRs Mon-Defaull o

T e 2a (5 R
Hame a Baanrpten TYOS e DRVIGA MDA DRUIGH [ L RREGNIGE GO0 Fastre Tamoisiae Ot s Dt Artache Upaatset oy e
G118 Detaunos IPSuc/Secure Fesure ©111189  SOWANEdue  ulobssl 22 Dissisied o e o e I
GUTTTHE DataDs D5 a I Fasturs GTIT-ES SOWAN Fdga  glabal = Disabisd o bt Eeit
Vi
©1117-85_DersurDn_MAS-ECIIP) IPSec/SecureMAP-E1IP) Foatrs  ©1171-89 scwrN Eage  glonal 21 Disasica 1 s Delets
Gy
©1117 S Dereunes_ AR Euynsnic) 1SS AP By oy Feaure G111 8 SoweN Eage  ulotel 21 sty o et Ensble Braft Mode
A =
CTTTHE Detaun A L H031004 ©1T1 1B Batauln va 4 TN Faatura G11TI-ws SOWAN Edgs  glanal s tisabied P
©1117-85_DefaultDs_va_s_20231002_copy ©1111-8P_Befoultos_ve_&_g0231004_c... Feature  ©1111-82 SoWAN Edge  global 22 Disaied o

7. O@EAUML CPE Z&RU, =] &BERUARY O (CHEE)
@ [Attach] =3i#EIR

Cisco SD-WAN () Select Resource Groups Templates

i
Q@
@

Attach Devices

Attach device from the list below 1ltems Selected

Available Davices [0) select Al Selacted Devices [] select All

All Q, Search AT @ All Q, Search AT

Hame Dovice IP Dovice IP

100.7.49.68 10074820

100.200.0.1
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4 FEFIHE

[Next] ZiEiR

Srswm®  Hosmame VLAN ID(gi010_vian) VLAN ID{gi011_vien) VLAN ID{gi012_vias) VLAN IDigi013. _viaa} VLAN ID(gi014_vian) VLAN ID(gid1 5_vian) VLAN ID{gi018_vien) VLAN ID(gi017_v

OLUFDEE T CPE Z&IRU. I T+ J%H71(Config Diff Zi#IRT D EEDK
ENANGIL))

QANB =R L. [Configure Devices| %&iEiR

XTS—HTDHE. HEMNRD CLDIERRENGDFRT. ITS5—KRNERUFIEZ
BRERL TR

Configuration - Templates

0 vManage s ! roup= = .
Toual o N
. Cotg Preven Side By Side Diff
1

C1111-8P_Defaut02_v

Local Configuration vs. New Configuration
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10. Status H' success, Message H' Done &72> TUWUET> T« JEANT T
X Status ZEFTI(C 1 PEEENNDFET

% Status D' success EIRBRAVNBE. TS —ARENRUFIEZHER URRIZHLTY
NS DOEZEDFEVNLUET

Push Feature Template Configuration | @ Volx

Initiated By: nwse6-gm | Tenant: CSDWNE-09-0000-0001 From: 10.128.

ssssss
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5 BEREOHESE
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HIEIRBDHEERSE

AET(E, CPE DERIBIREDOMHR T EERLET,

5.1. %2 CPE DIRREMER S &

1. AERA (L DFEIEK)D Monitor 55 Network Z23&EIR
2. £ CPE DEHNAFTREND

3. JRR NEBIRT B & CPE DFHMREIRERR T S CHTHE

Deise Model s Systena P Hesitr Reschobiity Emen Contiol ern Up sinee SPU Lood Mereory Ltization
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5 BEREOHESE
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5.2. CPE DA >~ —2J 1 —AIRREHER S E

1. ERA (EDTE)D Monitor 75 Network %R
2. FEMEMESE U=\ CPE /KRR M &R

3. EXZ1a1—H5 Interface Zi&EIR

I ‘ IFED 77 1 vy o hR o
= Cisco SD-WAN () Select Resource Groupw Devices Device 360 ﬁéﬂi?’ =0 &

SaciDavis GPEZI 1601400 Srm |0 06006242 Davica Modal 6111188 (7

Logond
Insaris | o wapm CigebaEthamet0/0/0

Worlh | Merle,  Svld  Morld Bevld,  Mvl4 Meeld Nl Ml Moeld,  WoriS  Nosis,  MwlS  Merls  Wels, 1S orls,

©, oaren

nos

. e Shon n o & it o the e and dmsnt hange when ¢ e ren tme anga @ sehcied.
Oome 0] Opar T D) A (o) Aawin (2]

VPN VRF nwrtce Mame  Intertace dassepen Prysicsl Addrass L I ez PvbAddres  IPvA TGP midjustmas 176 TGP adgiust-mas i

g s Loopbaciass2 236271800 RFLEN 255,255 255,255 anafyparsosp.. 00,0000 08 o o |5
B eI 0 FreTy soo0 ana-fiype-aibamet.. 2436020 1080 2636 atl. O o 1
K e a0as so50 . —— wasdRTIBE - o 5 2
o 23 TIE0E a0as 000 na-frype-ethamer . 24354273008 - o o 3

Umbralls GNS Re-dirac:
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5.3.

5 BEREOHESE

CPE OOVMRSE

1. EERA Z(EEDBEE)D Monitor 'S5 Logs Z1E4R

2. PIS—LOEERRERR

= Cisco SD-WAN Select fesource Groups Logs ]
Dukes  Tumels  Applcatons e r
Alarms Events
Filte 3 kours Alarm ot fie: As o 15, 2023 1:35 B |
v Alarms Histogram
L
t, , *, , %, &, &, % b,
5, g g, v, o 0,
o, b, ey g - , by, ;
“ 4, “ P "o “ Yo
Toe
@ il @ wacs @ vin @ vma
Alarms (79)
0 Searoh Tab v
impsced Ertis Serty Al Hame Message OmeETare Clowed Dol Tire
&b Wedium Farthe site oame up. M 15, 2023 0108 M
apaterip 100200 04 ost-1ame Rouer A egium OMP Node Up DM sensions for the fede eame up. Mo 15, 2023 0108 P
hestname Rout e syvtenip100.260 0 dnewsate p A viecium OMP State Change OMP sate changed
famip 100200 DAnewstatedoon @ Gt DMP State Change OMP state changed Mo 15,2003 01:07 Ph Nov 15,2023 0107 BM
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5.4. vManage @ ST IS 1 —F« > #HEE(Ping
BYEE)

m BERCEHSTERECEEESRENEERERD LSS MO-3H5D ST IS 21—
T+ OHEE (Ping H#HE) ZRHBKULET,

0> hO—35h'50 Ping HEEFZIRMHLFE T . B, CPE AD SSH EHEAIEETI MY
BREFENS DT IDTRI THR TSV, F/Z Speed Test (FTHIAWEEITEE Ao

aH—EAEER 3> bO—SM5PINgEHERIF OB A A — =

> bO—5TCPENBOD
Pingh'alaE
(&, TraceroutetoJ&g)

T e
A hO—SH5CPEAD (B%) vManagehS>SSHIERIFOEIEA X~

CPE cP
SSHiZ#EN TIHE

EszmL—s -

u SSH &R FIRDROEREIR

- SSH it CHE CHEBEIRICTRIEDHERNTEZEY.

- #JHH Username/Password (FERIAENGEEH LFE T .

- Username [admin] DIREIFZEIETT, BUMEX THIFR. ZEUIBESIF. I-UREY =1
7))L (O> bO—55%EMR) 7.3 BEICEDEIREDRUNMELRDFT, SEZRUCHESE.
CPE DR EBAREITICEDFT,

- OXRRUD7ZLZAOAFTTY [3EHEERE] 0O REENSGDEIDTSE TN,
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5 BEREOHESE
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54.1. RSIN>1—Fa > (Ping)FIRSE

1. EERA (A DHELE)D Monitor 75 Overview %i#EiR

ppmonitor/security

2. Ping/Trace Route EEXI5RMD CPE % &R

= Cisco SD-WAN Select Resource Groupw B A Sites Davices oA

Qv @ Tomals  Applisions  Securty VP Lo
Devices H’

Devices

Device Group I v

Devices (12) ot £

Search il v

Aset Hov 15,2023 01:0PHL [

Hottama DekaModel ] Sppen P Heth 0 4 Rechebity vamet Conys| L) [FEY CR Venerlilastn batisn
e 00006342 10614370 T 1 an Mo (07, 2023 01:22 &M - 55 - 70 7%
3R TI0EK 46 [Ciaso 03) 0006344 10014872 J T UL i o 07, 2023 0122 AM o 5T - 5%
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3. Monitor EEHD&E FEIMN X2 O—JL L. Troubleshooting % &R

.00

CPU & Memory ReslTine h 3 6h 125 1] 7dsvs Gusom
Tunnal
= e e »me!m@mWMLWxWMW"MMVMMMWMMMWM‘MVrmva\-Kw)"J\wn*'mA\NAvn’luwmtmm\wmmlvnma'wwhMWMWM
Intrusion Pravesten 5
URL Fisaring
TLSISSL Decryption
Umbralis ONS Re-diact %
0% Ee
Contrl Gennictons Vemary 3
‘ System Status o
g Yo w0 T W e B m a% w0 me ob o ow  ow 6% &% Bo oo w0 ow  N®  ne w0 wa

4. Connectivity @ Ping Z %R

(3% Troubleshooting B %= 2~ 9 D & [No data available from device ]| HAFRRESNFEIH
KR EDHERTHDBEFXEFITTVELFA. )

= Cisco SD-WAN () Select Resource Groups Devices Device 360 * 0

Devices ) Tioublshooting

Selact Davice GPEZ| 100:14070 St I0: 300008342 Divca Mods: G1111-6P ()

FEG Ascovary Ame

SSL Proxy

AppQcE TCP Dptimzaton
Connectivty Traffic Logs
AoplcE DRE Optmizaten

Comnaction vt
WAN Thecughput
Flows

Top Talhars

URL Fitaring

kovanced Mamare
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5. @ [Destination IP] Z A
@ [VPN] %&iR

@ [Source/Interface ] Zi&IR (X @ T1EIR L7z VPN (CTHIFATZE S Source/lnterface
MEIRTEZED)

@ [Probes] (CT [ICMP] %2R
® [Pingl Z#TF

= Cisco vManage elect Resource Groupw Monitor - Network

‘T‘ CPE1|100.1.78.16  Ste ID: 200010000  Device Modet: C1111-8P (1)
&/

/m\
Advance d Opti

I@

6. Ping DIERHNFTRETND

= Cisco vManage . Monitor - Network

Advanced Options

ip 192.168.1.254
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5.4.2. Troubleshooting(Traceroute)F#IA%A %

1. Connectivity ® Trace Route %i#iR
(% TroubleShooting EiEIZZ~9 @ & [No data available from device| M&REN
DT EFMEERTT)

= Cisco SD-WAN Select Resource Group» Devices Device 360

2. (Destination IP = A ]
VPN %Zi#iR

@ Source/Interface ZiEIR (XQTEIRLZ VPN (CTHFTESD Source/lnterface
MBIRTEET)

@Start 232K L. Trace Route =}

= CiscovManage () Select Resource Groupe Monitor - Network

1) ting > Traceroute
Troubleshaoting

CPET | 100.1.78.16  Site 10: 200010000  Device Model: C1111-6P (7

Destination P* VEN Source/interface far VPN - 10

8888 VPN - 10 w || Vient0 - ipwd - 192.168.1.25¢

Advanced Options @ @ @ @
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3. Trace Route OFERHFRR

= Cisco vManage ;) Select Re Groupw

CPE1/100.1.76.16  Site I0: 200010000  Device Modst: C1111-8P (1)

8888 VN - 10

Advanced Options

8.8.8.8 (8.8.8.8), 15 hops max, 60 byte packets

0.560rs )
5 @
068 )

3118.23.15.81 (118.23.15.81) 3.238 ms 2.931 ms 2.795 ms

193) 3.889 ms 4.050 ms 3.564 ms

Output
Vian10 - ipvd - 192.168.1.25
Traceroute -m 15 -w 1 -5 192.168.1.254 8.8.8.8in VPN 10 -

192.168.1.200

@

O

118.23.15.235

o " o
1245200 12212651
A 54
s "
211.129.52.86

X 1hop EHDIP 7 RL-A(C 2 TAJ Uz Destination IP 77 RL AT RENDIHENHDET,

178



5 BEREOHESE
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5.4.3. (&%) CPE D SSH #&#%:

1. ERA(EDBEIFK)D Tools H5S SSH Terminal & i&EiR

Cisco SD-WAN Overview 208
BN Devices  Tunnels  Applications  Security VPN Logs
Moritor
[
Maintenance:
24 Hours v Actions w
s Good Performing Sites v Tunnel Health @ 24 Hours  Latency (msj v Good Tunnels v

jokit private! -jokiTprivate]

JOkiS:Brivate ] -jokil private]

Jokiniuate -k private ]

34 I T

T s g
e CPezgrean-CPELyreen

CPEd:green-CPE2:green

Lateney ims)

@ cood fir @ Poor

it s A0001 mng1.vsdwan-ttroes gl sop._camenands L
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5 RERBOIERAE
@Managed SD-WAN

2. OMEZRUT=L\ CPE ZiEiR

@ llogin:] (CT7HD> haZEASU. [password:] BKU [Password] (C/\XDT—
Rz A7

XHIHAD login/password (CDWT (&, THIAEZ] BSBIIZE0,
XN ROFHEEMDOIN> RU D7 L2 XAZSRIEE0N,
= (Cisco SD-WAN () Seect Resoures Greupe SSH Terminel 200

aia (ol 01470 O
Devios Group ( WA v)

Q Seaeh

Suthy Reschabilty §

(PE2 CITIH
OO0 10014070 | Se ;300006342
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(B%) CPE DA >4 —2J T —RIRREHERT5iE(SSH)
(KSSH T L TV Z & & AR E LIZFIBTY)

[show ip interface brief] &5 —=3 )L EICAND

= Cisco SD-WAN () Select Resource Group SSH Terminal 20 0
Device Group < 100,1.49.70
Al $
GigabitEthernet0/0/0
Q Search Y

Sortby Reachabiliy 3

C1111-8P)
100.1.49.70 | Site ID: 300008342

Reachable

CPE4 ISR 1100X 4G (Cisco OS}
100.1.49.72 | Site ID: 300006344

Reachabla

joki3 C1111-8PLTELA
100.200.0.3 | Site ID: 200000003

Reachable

jokid C8300-1N15-4T2X

100.200.0.5 | Site ID: 200000005

Reachable
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(8%) CPE DIV—F « >V [BERDHERA E(SSH)
[show ip route vrf 101 Z5—=FJ)L EICASICKFIEHIT(E vrif DEIF 10 EUFET)

= Cisco SD-WAN Select Resource Groups SSH Terminal A e
Device Graup { 100.1.49.70
All s

Q, Search ¥

Sortby Reachability &

CPE2 C1111-8P
100.1.48.70 | Site ID: 300006242

Reachahle

CPE4 ISR 1100X 4G {Cisco 08)
100.149.72 | Site ID: 300006244

Reachable

joki3 C1111-8PLTELA
100.200,0.3 | Site 1D: 200000003

Reachable

joki5 CB200-1H1S-4T2X
100.200.0.5 | Site ID: 200000005

Reachable

swvel5000111 C8060y
215110.1.1 | Site ID: 110150001

Reachable
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(83%) CPE D ping #2755 %(SSH)
[ping vrf 10 [5E5%577 RL-X]l &4 —=F)LEICASCKFIESIT (& vrf DIEIE 10 &

LE9)
= (isco SD-WAN () Select Resource Group SSH Terminal 200
Device Group ( 100.1.49.70
Al g
Q, Search Y
Sottby Reschabiiy & Il

CPE2 C1111-6P,
100.1.49.70 | Site ID: 300008342

Reachable

CPE4 ISR 1100X 4G {Cisco 0S)
100.1.49.72 | Site ID: 300005344
Reachable
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5.4.4. (8%)CPEOJA>VI\RAD—RDESE

SSH Terminal CHFBDBROFIZR T DT> MBS LW R T— REEDHETT .

SJur==

SXEDRINITFERDIDCIADEXT

[Device Template /ER% (CIAE & 73D Feature Template]

YER I BFeature Template | Fl&E FiE

AAA_copy_yyyymmdd 1-5 JAAD—FZEEH

Feature TemplateZ{ERk
AAA copy yyyymmdd
+ k=
Device Templatez1t—
T A D Template?s | copy

v
Device TemplatezZ&E

v
S TEUIEWCPENT AT
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5 BEREOHESE

T L—hMEENST I A MDOEEZIE—

1.

= Cisco SD-WAN

Q search
Add Tempiate
Template Type Non-Defaull v

Name.

1SR1100X-4G_101-11_AAR VT
CB000V_101-11_ARA_v1
CT111-8P_101-11_ARA_vZ

G1111-8PLTELA_101-11_AAA w2

CB300- TNTS-4T2X_107-11_ARA_v2

OAENRA > (FLDTELE)D Configuration 75 [Templates] Z#IRL. BEIE_LEPDSIT
M5 [Feature Templates| %2R

@Feature—>7 J )L D Cisco AAA & TEZEIR(XEEEHITI(E C1111-8P_101-
11_AAA_V2)

Copy Zi#{R L Template Template Name/Description /~\ [AAA_copy_yyyymmdd ]
ZAT

() Select Resource Groups Templates @ ERNGRNA]
—————
RS GNNS (—
| —
=
I

Total Rows: 126 5 40%

Description Type Device Model Device Templates Resource Group Devices Attached Updated By Last Updated
ISRT100X-4G_107-11_AA.. Cisco AAA ISR 1100X 4G (Ciszo .. & global 1 Provider-sdwan-ord... 050ct 2023 22348 s
CH000N_T01-11_AAAY]  Clsco AAA C8000v 1 global 2 Provider-sdwan-ord... 04 Oct 2023 12‘1/..21-(2)
CTT11-8P_1D1-11_ARAWZ Cisco AAA CI111-6P B glooal 3 Provider-sdwan-ord... 04 Oct 2023 4:23:24 E
G1111-8PLTELA_T01-11_... GiscoAsA G1111-8PLTELA 8 glooal 3 Provider-sdvan-ord.. 040zt ViEW

Ecit
C8300- IN1S-4T2X_101-...  Cisco AAA CRA00- IN1S-4T2X 4 global 2 Providar-sdwar-ord...  050ct:  Change Device Models

Change Resource Group

ISR1100X-4G_107-11_Global_Settings_v1 ISR1100X-4G_107-11_Glo... Global Sattings ISR 1100X 4G (Cisco & global 1 Provider-sdwarn-ord... 050ct: Delete

Copy @

G1111-8P_107-11_Global_Settings_v2 C1111-8P_107-11_Global.. Global Sattings C1111-8P ] plobal 3 Provider-sdwan-ord...  0d Oct 2023 4:36:24 e
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>0’ L—MEEHSFTIAIL D
2. JE—8DF>T L — h—Edit Zi#ERI B

= Cisco SD-WAN ¥} Select Resource Groups

Q searcn

Add Template

Template Type Non-Default v

Hame

G1111-8°_101-11_ARA_v2_copy

Session

VLANT

©1111-88_301-61_Cll_AddOn_Template_MAP-E_1..

CLI_LBO

Description

G1111-8P_101-11_ARA ..

Session

VLANT

MAP-E(1IP)/securs

CLILBO

5 BEREOHESE

Configuration Groups  Feature Profiles  Device Templates Feature Templates

Type

Gisco AAA

CLI Template

VPN Interface SYI

CLI Template

CLI Template

Device Model

G1111-8P

G1111-8P

Gi11-8P

Gi11-8P

G1111-8P

Templates

Device Templates

Resource Broup

global

global

global

glabal

global

B IE X imEE

Devices Attached

Updatd By

nwse6-gm

nwse6-gm

nwse6-gm

test

nwse6-gm

= o
Total Rows: 127 £ &b

Last Updated

15 Nov 2023 218:25 E

Change Resource Group

15 Nov

Delete
Copy
14 Now euza aazire—ove
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3. New User ZiEIR9 3

= (Cisco SD-WAN 1) Select Resource Groups Terplates SO

Configuration Groups  Feature Profiles  Device Templates  WEEMICRCHINEE

Feature Templatz  Dsoo ABA ) C1111-BP_101-11_AMA_v2_topy

New User‘
Optional Usemame Password Privilege Pubkey Chain Action
U user U & 15 / ﬁ
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4. (OName [C Global TFZ DT> h&Z AN T DOXEEHITIE new_user)
@Password (C Global T/XXDJ— RZE AT D(XEEHTI(E new_user)
®Confirm Password (C Global T/\XTJ— R%Z&E AT DCKEEFITI(E new_user)
@Privilege Level 1 OR 15 MBI Global T 15 Zi#IRT D (%15 (F. $FHEL-NIL)
® Add Z:#EIRT D

CER)#EX (C Username [admin] DIRE(ZUIRWT K ZEW\ BT TS RN ET,
BU. BESNEBEEIBERICTEHRUAHFOIRE(ICRU TLEREEET,

= Cisco SD-WAN () Select Resource Groups Templates ® ¢
Config n Groups i mpl
wre T Ci [« RAA_v: P
QuAL  RADIUS ACACS  ACCOUNTING  AUTHORIZATION A ization O
v LOCAL
New Us: |
[ Mark as Optional Row (O

| [ @ | new |®

= Py - |@

| Canfirm Passwaord @ |®

| Priviiege Level 10R 15 @~ s - I@

55H RSA Keyls) (Maximum: 2) @ Add @
Add C |
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5. Update Z&R9I D

= Cisco SD-WAN (J Select Resource Groups Templates RO
Y (o

Feature Templste > Cisoo AAA > C1111-8P_101-11_ARA_v2_copy

LOCAL RADIUS TACACS ACCOUNTING AUTHCRIZATION 802.1X Authentication and Authorization Order

v LOCAL

| New Us:

Optionz! Username Fassweord Privilege Pubkey Chain Action
admin @ s ¥ Vs

@ user D B s 7 8

@ new_user L G s 7 8

v RADIUS

RADILUS SERVER RADIUS GROUP RADIUS COA TRUSTSEC

Cancel

189



Managed SD-WAN

5 BEREOHESE

YER% U J= FeatureTemplate %& CPE (C Attach
6. OILRA > (EEDEIZK)D Configuration 75 [Templates| Zi&EIR

@ BEmELEDSTHS [Device Templates| Zi&EiR

ONTT BEHAT I AJL bdD Template #1E—L. JE—UJE Template D -1 H

5 [Edit] Z2&R

= Cisco SD-WAN () Select Resource Groups

L search

Creats Template

Tempiat= Type Non-efaull +

Configuration Groups

Templates

Foaure Profiles

Tyos .. Devics Mos.. Davics Aois .

Nams - Dssoription

G1111-87_Defauh0s IPSeciSacure Feature G111
G1711-87_Default0s_D5-lite |PSeciSacura/DS-Ite Feature G117
G1711-82_Default 05_MAP-E(11P} IPSsciSacura/MAP-E(7IF) Feature G117
©1711-87_Default 05_MAP-E(dynanic) IPSec/SacureMAR-E(dyramic) Eaature G117

G1711-8°_Defauits,

A_20231004 G1171-BP_Defauttif_wi_t_20231000 Faature G117

G1711-82_Defaull 05_vé_a_2023100M4_copy G1111-BP_Delaultlo_vd_2_20231006 c... Fealure G171

7. ©®Basic Information 18D Cisco AAA ZFIIE 1~5 THER LTz AAA_copy_yyyymmdd ]

NEE

@ [Update| %3&iR

= Cisco SD-WAN () Salect Rasource Groups

Configursaon Groups

@ |G\5(um CIT11-8P_101-1_ARA_vZ_copy

- Cisca BFD *

Cisco OMP = Fastory_Dsfaul

ANP_ipv4B_Te..

- Cisco Security =

-8F SDWAN Edge
-8 SDWAN Edge
-8 SDWAN Edge
-6 SDWAN Cdge
8P SDWAN Edge
8P SDWAN Edge

Faature Tomplatos

Total Rows: 24

Resoures Group Feamrs Templatss Draft Mode Devices Attached Updatsd 8y

glokal 22 Disabled o test

o o deases 0 o LEat ]
View

global 21 Disabiled tost Delete
Copy

global 21 Disabled o tast Enzble Draft Mode
Anach Devices

lobsa 22 Disamiad 2 rwses-  Change Rescurce Groun
Export GSV

lotal 22 Disabiled o rvesel-gm W ==

Templates

Feature Profies (e

58 reature Templatas

Facery_Defsull_Cisco_BFD_Template  ~

Facmry_Mefaull_Gisco_8

Transport & Managsment VPN

Additional Cisco YPN 0 Templates

Cisco WPN O * C1111-88_202-11_vPHD_v2

@

Cancel
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8. FlZ(CEkLiz=>L— b [--] h'5 [Attach Devices] %iEiR

= Cisco SD-WAN Q) Selecl Resourse Groups Templates = @ &
Configuraten Groups  Fsawrs profies m Frawre Templatss

QL searcn g
Groats Tompiats ~

tompiate Typ Men-Detautt total Rows: 26 €3 G
Nama a Beseription Type .. Doviee Made.. Dowice Rels .. Resource Group Foare Templams Brste Mose Deviess Awached Upastea 2y L
11118 Getauron IPsecrsezre Featurs  GT1T1-BE SOWAN Ldpe  glabal 2 Disatsiea o test

U AR Betaun0n 05 i ] Famtra G111 AR soveAN Fgs glonal a1 [R—— o test
C1111-67_Defaut05_MAP-E(1IR) IPSec/Secura/MAR-EL1IR) Fostre G1111-8°  SOWANEdge  global 21 Disabied i -

GITI-Re Detauon Famtura  GITT1-ME SOWANEdge  global 2 [E— o tast

G111 67 _Derauns_ve_d_20231004 G111 8P _DermulDs_ve_a 20231004 Femwrs GUUTER SOWAN Edue  alubal 22 [ z [

Expor €SV

C1111-8R_Defau0s_ve_d_20231004_copy C1111-BP_DefaunDs_ve_4_3023100¢_c.. Feature C1111-8F  SDWAN Cdge  glonal 22

o e Ge g o

9. ©® WALV CPE ZEIRL, [—] Z#ERUARY TR (CTEE)

@ [Attachl #=3i#EiR

= Cisco SD-WAN () Select Resourca Groups Templates = 0 &

Attach Devices

Attach device from the list below 1ltems Selecte

Avallable Devices [ Select All Selected Devices [ Select All

Al Q, Search Y

@ All Q, Search W
Device IP D Device IP

100.1,49.69
100.200.0.7

100.1.49.70
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10. [Nextl &3&iR

= Cisco vManage () Select Resou roup Configuration - Templates

| C1111-8P_Defauk02_v2_8_20211217

Total Rows: 1
S... Chassis Number Systom IP Hostrame VLAN ID(gi010_vian) VLAN D{gi01 1 _vian) VLAN ID(gi012.vian} VLAN IDigi013_vian) VLAN ID(gi014 _vian} VLAN ID(gi015._vian) VLAN ID{gi01 6_vian) VLAN ID(gi017.v
©1111-8P-FGL2AIELFAQ 100.1.78.17  CPE2 10 10 10 10 0 20 0 x

Edit Device Template
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11. X TFOEET CPE Z#IRL > T+ J%Z&H11(Config Diff ZiEIRT D EEDFRRN
BJHE)

QB EMR L. [Configure Devices| %&i&EiR

= Cisco SD-WAN Soloct Resourse Groups Templates

Uevice Temolae Total
G1711-8P_Defaut05_vd..,

Carfigurs Drvics Reisack Timer

XIS—HTDHA. WEMNRD TLWDEEENSHDET ., TS —ABTNRUFIEZHKR
FELE T,

12. Status 7' success, Message 7' Done &732> CTULWMUETI> T+« JEANT T
=Status ZEEX T 1 DEEHMNDET

% Status 1 success ERSRRVNEE. TS —ANSNKUFIEZER URBIZHSLTY S
1 DOEEPFEVNLUET

= Cisco SD-WAN ) Select Rescurce Grouge 2H
/ - U &
Push Feature Tempiate Configuration | § Yaldaton Success IntiatedBy: twse-gm | Tenant: CSDWNE15-0001 From: 172.18.128.190

TotalTaske 1| Suncess: |

Q. seann I
Total Rowes: 1 ’S j)‘

) Satus Megsage Chassis Number Device Mace! Hostname System P Stell Manage [P

> QBeess Dorie - Push Feature Templete C... C1111-8P-FGL2G0SLAVE CIn-gp 23] 100.1.46.70 3000C6342 2525312
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5.4.5. Tools MIEHEIZRIF

Tools @ SSH Terminal LISt DHEE (Rediscover Network/Operational
Commands/Template Migration) (IEZERCFHIALEARAETIDT, FAFHERE=NEE

/Uo
5 i - &
Cisco SD-WAN Overview =@ &
[RTT) Devices  Tunnes  Applicatons  Securiy VPN Logs
Monitor
il e
41 Actions w
Good Per v Tunnel Health 24H 1 {ms) v € T I
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5.5. CPE #If&i@ Y —EXBEME T kL A2 T5E

Managed SD-WAN DA< 3 >H—E X T3H S CPE HfE @AY — EX(CH DB
7 RLADWERUTEWEE. BOFIEZEEmRLUET .
X CPE #f&8F A — ) LiBAN(FRIREZBHNRETT,

5.5.1. @HFEA—=ILY RL ADHERHIE

1. ERA (EEDTE)D [monitor] > [Logs] Zi&R L [Alarm Notifications] &2 w
2

Cisco SD-WaN b All Sites Logs

- || - |l L
*, *, v, %, ", v, r,
s s , o "3 P o “a
y 5 " ’ o N - N

2. RSN TVIERDESRY —IZ#EIR

= Cisco SD-WAN () Select Resource Groups Logs Alarms 0 n
Blarms 3 Alarm Notfications

Ade Alzrm Notification

O Seamn Y

ToelRows: 1 ) 95
Notiicaton Rule Name Saventy Aam Name Devices Aftacher Account Dstais Uptlted By Lest Updated Webhnok VAL Webhook LRL Execution Usemame Aotion

GPE_Down_Up_20231004 CriticalMedum OMP_Nade_Down,.. 7 nwset-gm@east.nit.... sdwan-order-m (6 how 2023 4402, - -
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3. [Notification Configuration| [EIE (CC [AccountDetails| ¢ [Emails] &2 w2 UL
F9,

= Cisco SD-WAN () Select Resource Groups Logs Alarms = 6 O

Account Details

[m}

WebHook URL

Username

4. Email List ZHEERLCIZEER T,

Ernail Address [Maximum 107

Cancel
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(BEZFIR)
X CPE tf&iB Y — EX(E CPE Z#1> hO—SHSIEER L. BEARD/AEIHDIREDZE
B ZRAUTEBRICHBE S EAR—)VIBAT D2 H—ERXTY, BAZHEE. BESIFKCTED
WMMCEID DT - BFEEREL TIZEU,
XBHFTEA =)L RL A NTT BERICTHIEARE CRA 10 ERELE T X—IL7RL
RO RVHFHBERFICHESEFBETIS MO—SIC7ICAULTHRWEREEFT X
SHREVLULET,
X T A RA=)UVFRFENFEH A BAIERE SNIZWVMEE (EHEAR(CT CPE DOZEMBIREYL
BEF4 (CPE @ WAN I —J)UREVBIESE) (CCIHRVWVEEEEITLOBRMOLE
ER
X CPE &8 10— EXTIEHEATICK DB URWNMEENHDFT ., T/ 1IUEHRDOR
BEECHITDII> bO—-5 EDBEMRFESESENTEZHDEHROIIE T N TEFRR <
BN T D EZFIET DEDTIEHDFEA.
XCPE #EBiMY —EXTHEEIHIESNDA—ILXADERERT RLANTIRET D
CENTEFEEA.
X CPE 8B 0 — EXzZCHR(CHIz> T, FIAMBHALERFETICEH(CTA—ILIR
LREDFREZEMLEI DT, FAMBRBRIICA—ILNBIRENDIZENHDDET,
XA—)L7 RLR(FEHwRK 10 EFETHRERIRETT . X—ILF7 RLXDZEE, &l HiffESH
EDGEFRIRETEERNNEERDET,
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BENP S —LDEEICDVNT
NTT EAKCTHREIT DB S—ARUTCTRDET,

No Severity | Alarm Name fiRaR

6)) Critical | OMP Node Down | 3@ CPE &> bO—SHBEETER
<IRolECEHERITTS—1A

@ Medium | OMP Node Up ZHEDOCPEE> MO-SHEETED
KOOI E'RRT TS —A

[OMP Node Down] (SERDBEIA—)L)

Subject: [NETWORK EVENT] Critical OMP_Node_Down

Date: Wed, 09 Jun 2021 13:35:19 +0900 (JST)

From: cpe-alarm@sdwan.ntt-east.net

Reply-To: No-Reply@sdwan.ntt-east.net

TO: ********@********

*** This is an automatically generated email, please do not reply ***
An event with following details happened in your network: Severity: Critical
Event: OMP Node Down

Devices: [201.100.7.1]

Hostnames: [swve01000701]

Site id: XXXXXXXXXXXXX

Message: OMP session for the node are down

Occurred on: Wed Jun 09 13:35:16 JST 2021

XB5E  HASES

H& . [BECETZIER] EE %HO CPE LOBEMIBENFUR,
HEF : XEBR

FIETTRLA:  cpe-alarm@sdwan.ntt-east.net

RIEFERTRLUA:  No-Reply@sdwan.ntt-east.net

REFXTRLA:  BESENTHEDODA-ITRL

AR EENXST RLADT, IRFBUBNTLIZENF**

BUF AR M BREOFRYNI - ETRELTVET : EEE : EX
ER: ZH0 CPE LOBEMIKTENEUR,

ifkK : CPE #5317

CPE/RANE :  CPE(GRESNHZRORIT (FAEICRRHEONBIERREINEY)
A REES T XXOXXXXXXXX

Xytz—2: OMP yavhtinEur
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[OMP Site UP] (SRERD@EAIX—IL)

Subject: [NETWORK EVENT] Critical OMP_Node_Up

Date: Wed, 09 Jun 2021 13:35:19 +0900 (JST)

From: cpe-alarm@sdwan.ntt-east.net

Reply-To: No-Reply@sdwan.ntt-east.net

To: Fxsskkokok@¥kkkkokkok

*** This is an automatically generated email, please do not reply ***
An event with following details happened in your network: Severity: Medium
Event: OMP Node Up

Devices: [201.100.7.1]

Hosthames: [swve01000701]

Site id: XXXXXXXXXXXXX

Message: OMP session for the node came up

Occurred on: Wed Jun 09 13:35:16 JST 2021

x EAEE

Ha . [BECEIZIER] BE %H0 CPE LOBEMERENFHUR,
HES : *{EH

FIETPRLA:  cpe-alarm@sdwan.ntt-east.net

IEFLTRLA:  No-Reply@sdwan.ntt-east.net

REFLTRLR:  BEEENTHEEDOX-ITRLZ

Rk ENXIET RL D8, IRFBUIRN TS VR ***

UTFOARY MISRIZOFRY NI I ETRELTVET  EEE : 8
ER: ZEO CPE LOBEMERENEUR,

iHz :  CPE #5BIF
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55.2. WHMURE7ZS—ALAO00DHERAE

1A 2 (EEDFERK)D [Monitor] > [Logs] Zi&EIR

2BBICELT. BRULVIIZIEE LSS
BEA _E(CT 3hours] = [Custom] Z3&ER
= Cisco SD-WAN () Sslect Resource Groups @ All Shes Logs =
Overvieve Devicas. Ry L Applieations Sacurity VPN @
Alarms Events

Y Filter

Tin
v Alarms
(O1How  ©@3Hours ()6 Hours

(12Hours ()24 Hours ()7 Days

==
sancel

Alarms (77) T Export {3
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3.

5 BEREOHESE

[Start date time] THEERLIZVWHARIORIEO BT . BZlZIETE

= Cisco SD-WAN o8 Groups
Alarms  Evenis
Y Flter (9 3 Hours
Time Renge
v Alarm:
(O1Hour ()3 Hours ()6 Hours
(O12Fours ()24 Hours ()7 Days
0 Custom
. st oate St ure
H wddiwey (] them AM v
Novembser v 2022 v ¢
S M T W T F &
T2 3 4
%,
5 & 7 3 9 10 11
213 1415 s 17 e
0 21 4 S
7 28 23 W
Alarm (7

@ All Sites

Overview

Devices

Tunnels

Logs

Applicainns

Security

VPN Lo

Alzrm Notifieations

As of: Nov 15, 2023 Z:38PW K

o Export 3

4,

[End date time] CHEZR LI UWEARIDIRID D DB, KXIZI8TE

= Cisco SD-WAN () Select Resource Groups @ All Shes
Overview
Alarms Events
F Filter (3} 3 Hours
Time Range
v Alarmg
(O 1Hour ()3 Hours ()6 Hours
()12 Hours ()24 Hours ()7 Days
© Custom
. Start Date Starctime
5 Nov1,2023  [] 1200 AM v
End Cate End time
omiddhyryy [ e AM
b,
Hoverber v 2023 v/ I 5,
Q‘d.
s M T W T F 8
2 3 1
5 & 7 g8 ¢ 10N
12013 14 18 5 17 18
Alanﬂs(ﬁr N
19 20 2 22 23 24 25

Devices

Tunne's

Logs

Applications

Time

Security

Alarm Notifi

ions

s of: Nov 15, 2023 2244 P ()

o Export 4
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S5RETS—LAZEHRIDIENTEXT,

AlarmDEIH 77 7 &
rEhET

u
e @ @ a ® © )

BHE | BB f#ER

1 Impacted Entities PS—LANREUEEREPNPA Y I T —ADEBRMNERRENE
9. RARANBET7S—LEBRICIDERDFET,

2 Severity BEENFKREINET,

3 Alarm Name REULT S — LDOERINRRSNE T,

4 Message REUZT7 S — LDFRANKRESNET

5 Date & Time 75— ADORERLNPRRENFT T,

6 Cleared Date & Time | €DV S5 — ADERNBHSNIZHLNRRENE T, (DB
|IT7S—LICEKDFET)

7 Actions Action B'FRRSNF T
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=1ESEIR

AET(E. Maneged SD-WAN B—ERX DA | EIE#fFHUE T,

6.1. NTT RBAXRF I A MREDFT T L —MINS
A—L (CEANHBEZILEIE

® BHEMFIC NTTERHEAKIDT I 4L b Device Template/Feature Template/Policy '
RMHENFEIN, HIBFPREZEEZITD EIEBIGBETETRRBIENN DDz,
X TITORVWKSTEFELIZEW

® Device Template/Feature Template/Policy DS EEE & 9 DiHa(ET T A4)L MEHD
F>JL—bhEIE-U. AE-UET>TIL— b ETHREZERITDOLDOBFU
WZUFEIBIFBAEZSRLUTIZEWY)

® CPE D/{SA—=FDH(C(E NTT REAXRST I AL bOENSEET D EIEEEE

MTERLIRBINSGA=FIRTE\ET . Color/Device group/System IP, Site ID D
SRE(FHEIT (CEE URVWKSTFELIZEL
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6.2. NTT BHATIVU7IC CPE hHB/IEI\1ILiERE
H—E X FIAIEDEILEIR

e NTT AHATUIC CPE W% 1HBE. BULIFE/\1ILiEHEY — EXFIRRE

[swvexxxxxxxx] EWDRZA RNEDEEBENT IAILNTEELEIN. CDORED

REEEZTOEEBRBENTERIRDIBNASDEIDT., EWICKEEE
LIRWRDSTFELIZE0

o t>RUSTTOMIILDZEENPN JIL—TOEIMCEDDIFRELEZITDEIE
BRBEEHNTERBDIBNNSDFIOT, BHICLRHEEELRNKLDTF

~r »
B0
= Cisco SD-WAN () select Resource Graupw @ Al Sites Devices =
verview @ Tunndls  Agolica
Devices E E
Devices
Device Group All v
Devices (12)
v
Asof. Nov 15, 2023 0246 FM L7
o4 Devosbosa
wval 5000112 C8000v 120150001 21511012 1 676 4/6 0c125, 2023 11:00 AM . 488% — 0%
| awve1 500071 ca000y -
El'b""lz Pr
REEBEAAEE
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6.3.

6 FILEIR

)\ AILiEHRY — EXFIBROEEILER

o TE/NAJLIBHEY —EXFIAEE(E. [C1111-8PLTELA_206-11_VIF_Cellular_*** ],

[ C1111-8PLTELA_302-11_Cellular_Controller | . [ C1111-8PLTELA_303-
11_Cellular_Profile] D 3 #&#AMD Feature Template HMEEENEI DT, 2D 3 1&EXE
D Feature Template MF%TEZE KU Device Template MSHETIRNTLZEN,
XIEBRBENTESRLRDIEBNNHDFET.

Transport & Management VPN

C1111-8PLTELA_202-11_VPNO_v2 Additional Cisco VPN 0 Templates

) Gisco BGP

PN Interface SV
Cellular
Cellular Controller () Celiular Controller

x

Celiuiar

Cellular Controller

Profile

Additional Cellular Controller Templates

@ GPS

) Cellular Profile

205



6 FILEIR

@Managed SD-WAN

6.4. SSH Terminal FIHDZ$ D ID/IPW ZERFDEE
ILEEIR

® 5448B®d [(&%) CPEOJA2)\RD—ROEE| TEHMEI D IDIPW ZERF(CIT
S Cisco AAA fREERF (F#EXT(C Username [admin] DIRE(ELIBWTLIEE0)\,

NTT EEAKICLDYR— MEEHTERLLREDFET, BLU. BEEINLHEEEBE
RICTEHIARBOIRE(CRLUTLEREEET,

= Cisco SD-WAN () Select Resource Groupw Ternplates =00

Canfiguration Groups  Feature Profiles  Device Templates  [EERTCRCTLATICTS

Templaie > Cisoo Ak > CT111-BP_107-11_ARAVD

Device Type C1111-8
Template Name*
Desoiption* CHI-B2_101-11_488 02
LOGAL RADIUS TACAGS AGCOUNTING AUTHORIZATION B0Z.1X Authantication and Authorization Order
v LOCAL
| Mew User

Optianal Usemsme Password Philege Publey Chin Jction
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6.5. Device Template DZ1LEIR

® Device 7> L — bH'5 [Cli Add-On Template] DETE(FHIBRURWNTSIZE0N,
3" [Cli Add-On Template| H"AD TWDZ E=HERFALE T,

XIEBQBENTER<ARAD, CPE I E LD AIEEENSHDFT,

= Cisco SD-WAN () Select Resource Groupe

Additional Templates

CiscoBanner | Choose.
CiscoSNMP | Choose.
rustSe =
k-0 Tempk o
uuuuu mor.
Probes -
ecurity Pol hooe
e Bort
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6.6. Cli Add-On Template DZ1LEEIR

® Feature 7> L — I~ [CliAdd-On Template] ML T DIEEIIEE - HIBRLIRALTL
ZEW, Fio. EBEAICUTORENANT AD TR EZ2MRRELETD,

X ER/MBENTE/RK/RAD, CPE N E L/RDAIReN D D FE T,
XA DFREITDIBEC (FAIEET T
system

vbond {{vbond_fqdn}} port 12346
no ipv6 address dhcp
ipv6 nd ra suppress all

= Cisco SD-WAN () Select Resource Groupe Templates = (®
Configuration Groups ~ Feature Profiles Faature Templates
Festure Tamplate > Cli Acd-On Temrplsta > C1111-8P_301-41_Cli_AddOn_Template NTP_vZ

v CLI CONFIGURATION

Q) Search
1 1p nawe-server {{dns_primary_ipve}} {{dns_secondary_ipv6}}
2

ond {{vbond_fadn}} port 12346

10 ntp server |(ntp serverl])
11 ntp server {{ntp_servera}}

Cancel
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6.7. Device Template DZ1LEIR

® Feature 7> L — bk [Cisco VPN Interface Ethernet] @ IPv6 @ [Dynamic]
RE(L [Static] (CURWTLIZEL, w43 [Dynamic] (CIADTUVBZ &%=
FOBELNE T,

XIEBQBENTETAR<KAD, CPE UMM E L/RDEIREEMN S D FE T,

= Cisco SD-WAN Select Resource Groups Templales @ o

Device Type Cini-8p

6.8. CPE #IHA{EICBIY SFEILERIR

T

o T 2L —bhDREICLDBECEENRELULEES. BEZHEOICRHEZ
WK CETHBIDOREICRT ZEMNaIfE T DT, 1—HThD CPE #8A
{EDEMIIUBRNT K TZE LN,

% CPE 7' unreachable JAREDIZS. CPE AL IRDFET
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Koz E(E?

AKETE. MSIIVBOUIFECDODNTHEHRLET,

7.1. [Out of Sync] IAREDFFHITIE

BHiERF/R & (C Device status 7' Out of Sync (CIRBIBENGHDEIT DT,

Out of Sync DEFHEAEZBITLUET

1. ERA (DD Configuration 7'5 [Device| %Zi&iR
Out of Sync £/&D>TWLVH CPE®D [:-] M5 T[Change device value] Zi#EiR
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2.  [Next] &i#iR

= Cisco vMa:

5. Chssss Numbar

C1111-8P-FGL2:

Configuration - Templates

age 5 o ipe
1111-8P_D: n217

Systomip Hostnamo VLAN 10(gi010_vian) VLAN 1D(gr011_vian) VLAN 10(gi012_vian) VLAN 1D(gi013_vian)
436,540 10017817 CPE2 [ 10 10

VLAN 10(gi014_wvar)

Tota! Rowes: L

VLAN ID{gi015_vian) VLAN 10/(gin16_wian) VLAN D(gI017_y

Edit Device Template

3. KUTOEMmET CPE Z&RL. I>TJrJ%&EN
[ Configure Devices| Zi&iR

c111

Cisco SD-WAN

avice Temelate

8P_Defaut5_vé...

Device list (Total: 2 devices) —

Filter/Search

[) Select Resource Groupe

L A re—
1

Lacal Configuration vs. Nevs Configuration

Templates

.

TATTT 8 TOLPRIS L3S

514351

mensxs CEDWE-LS

CIDRE-15-000L

sation-nane
on

Transpert

sl mgaravsy
sole-baud-rats 960
15 38 no onedenand emable

on-depand 18le-tizsout 10

& vBondLS, vadven, cast. CLeTa-UEST,]p port

86400

4. Status H' success, Message ' Done &72> TULWMUE> T+ JEBRANTT
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= [Out of Sync] MEEHSNIZC & =R

= Cisco SD-WAN () Selact Ressurce Greupe

Push Feature Template Configuration | § vaijaion Sucoeas

Tote Taske 1| Suezess s |

0 Seanh
) Sms Messie Chassl Number Daios iogel
) QSuess Done - Push Feature Templeze C., C1111-8P-FGLAGCSIVE HINAE:

Hostrame

i}

SyeEn P

10014970

[nitiated By: nwse-gm | Tenant: CSDWNE-15-0001 From: 17218128190

Ste0

200006342

whgrage P

525512
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7.2. FOITL—KRPHAYFEIC DNS ZFRLAH
Invalid &RDBHROEHESE

DNS_Address /' Invalid 12D F /N1 A5 > T L — hET7H Y F TERVEBRN

RE I DIBEDOEETE BT UET

1. ERA(EEDEHK)D Configuration 'S [Templates| ZiEiR
B _EEDSI TS [Featurel Zi&EIR
[C11111-8P_202-11_VPNOJ AED...h S Edit 25&4R

= Cisco SD-WAN ) Select Resourca Groups Templates =R O A

Configuration Groups  Feature Profiles | EEIMCRCHNECEN | Feature Templates

Q. searcn

Create Template v

Template Type Non-Default Total Rows: ¢ 15 B

Name & Description Type .. Device Mode... Device Role .. Rescurce Group Feature Templates Oraft Mece Devices Attached Updated By Le
G1111-8P_Default0d PSec/Secure Feature  G1111-87 SDWAN Edge  global 2 Disabled 0 test
G1111-8P_Default05_DS-Ite PSec/Secure/DS-lite Feature  C1111-8P SDWAN Edge  global 21 Disabled 0 test
G1111-8P_Dafault05_MAP-E(1IF) PSec/Secure/MAP-E(1IF) Faature  G1111-8P SDWAN Edge  global [l Disabled 1 tast Delete
Copy
G1111-8P_Defaultd5_MAP-E{dynamic) PSec/Secure/MAP- E{dynamic) Feature C1111-87  SDWANEdge globa 21 Disatrled 0 test Enable Draft Mode
Attach Devices
G1111-8P_Default05_vd_4_20231004 G1111-8°_Default05_vd_4_20231004 Feature  G1111-8P SDWAN Edge  global 22 Disabled z nwseB-  Change Resource Group
Export CSV
G1111-8P_Default05_vd_4_20231004_copy G1111-8P_Deafault05_v4_4_20231004_c... Feature G1111-8P SDWAN Edge  global 22 Disabled o nwse6-gm 0 e
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2. (ODNS &7 7%#EiR
@IPv6 5 J %R
@ Primary DNS Address(IPv6)DEFTDIL—FX =T D7 A 1220 Uv I U,
Default %Z3#1R
=Secondary DNS Address hVE X 1z & & ZHEER
@Update %R

Cisco vManage o) Select Res

Configuration - Templates

e @D
Feature Template > Gisco VPN > €1111-8P_202-11_VPNO_v2
Basic Configuration @ Advertise OMP IPv4 Route IPv6 Route Service Service Route GRE Route IPSEC Route NAT Global Route Leak

OMP Admin Distance IPv6 ©-

©) ~ (= (2

| Primary DNS Address (IPv6] ©- |

[ Now Host Mapoing

Optional Hostname Uist of IP Agdresses (Maximum: 8) Action

No data available

/  Advertise OMP

[ New Advertise omP | @ v
Cance

[

3. UTOEMICEZIDDT. [Next] Zi1EiR

= Cisco vManage Configuration - Templates = I
Lo TN scapysceo [ e |
1

ce list (Total: 1 devices) Local Configuration vs. New Configuration

[ e ][ contowe peves
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4. [Configure Devices| %Zi#EiR

= Cisco SD-WAN

() SelectResource Groups

Uevice Template Total
G1111-8P_Defauit05_v4... 1
Device st (Total: 2 devices) Local Configuration vs. News Configuration
Filter/Search @ 2 L systew
2 2 zp-status .
: device-nodel vedge-C1111-8F
e + i device-grows weat,
s 5 systemeip 100.1.29.70
TIT11 6P TGL26ASLaTS 3 © overlsy-id 1
Router|100.1.49.63 4 300005342
] & no trensport-gatewsy emshle
) 2 port-offset o
0| 10 concrol-sessionpps 300
2| 41 aamin-tecn-on-fatlure
12 sp-orgamization-name CSINE-15
23| 15 organizavion-name  CSDUNE-15-0001
4| 14 porc-hop
15 rrack-transport
16 track-default-gatevay
27| 17 console-bemd-rate 9600
28| 18 no on-demand ensble
3| 15 on-denand ddle-timeouc 10
& gd whond wbondlS. vsdwan, cast, [lets-west.ip port 12346
1 logging
22| 2 sk
3| 2 ensble
2 23
27| 27 bid default-dscp 43
5| 25 bra app-rours multiplier 6
29 bId app-route poll-d
0 security
31 ipsec

88400

Canfigure Device Rollback Timer

Templates

Side By Side DIf

Cance

5. Status 7' success, Message /' Done &72> TWNIEO> T JERANT T
SR> T — RV FRICIS—MREURSRDET

5t Resource Groupe

= Cisco SD-WAN 9

Push Feature Template Configuration | @ Validation Succsss

Total Task: 1 | &

Q Search
7 Stals Message Chassis Number
> @Success Done - Push Feature Templzte C... C1111-8P-FGL260SLIVE

Device Mogel

cin-se

Hostname

coez

Initiated By: nwseb-gm | Tenant: CSDWNE-15-0001 From:172.18.128.190

TowlRows: 1 LY 35

vhenage IF

System P Site I

100.1.48.70 300008342
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7.3. SSH &S0 > IDIINAD— RARBAISED
p O ER

SSH #E#iFOT 1 > ID/)\R T — RARBREEOMG(E. CPE O > /(R TJ— R%& ik
[CRUTWEREEZULES., WHRO CPE DO AAA i%TEZ BRI ICR I AEICDULTIE
MTUET

@ ERAZ(EEDEIEK)D Configuration H'5 [Templates| Z3&R L. EHEH_EEBDS
TH5 [Device Templates] %R

@ FMHROD CPE (CEALTLD Template D -] H'5 [Edit] &iEiR

= Cisco SD-WAN Select Resource Groups Temp\atea@ = & O

Conflguration Groups  Feature Profiles Feature Templates

Tolal Rovisi 24

Hame = Description Typs .. Device Mace.. Device Role .. Resource Broup Feature Templates Draft Mads Devices Attzched Updated & Lz

“SeciSecure s Edge 22 Disabled o test D @
G1111-67_Defaulll5_DS-lte PseciSecure/DS-Ite Featre  G1171-8°  SOWANEdge plabal 21 Disabled o test

Visw
G1111-8°_Defaultls_MAP-E(11P) rre/MAP-E{11P} Feature  G1171-8° SOWANEdpe  global 21 Disablzd test Delete
G1111-82_Dafaultds_MAS-Edynammic) PSec/Secure/MAP-Eldynamich Featura  G1111-8P  SOWANEdpe  global 21 Disabled ] tost
G1111-82_Defaullls_wa_a_20231004 1111-BP_DefaultGs_va_a_20231004 Featurs G1171-8° SOWAN Edge  global 22 Disabled 2 rwsst-  Change Resource Group

Export S8V
C1111-B7_Defaultds_wé_4_20231 004_copy G1111-BP_Defoult05_va_d_20231004_c.. Feature G1111-8P SOWANEdge  global 22 Disablad ) rwse6-gm T oee
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®Basic Information M Cisco AAA Z5 T A)L & [C1111-8P_101-11_AAA v2]| /\
pe=:)

@ [Update]| Z&EiR

= Cisco SD-WAN

Templates = @ Q2

Davice Moos®

[P SOWAN Fdge v

CIN1-8P_Dafeus

Dascrintion*
Basic Infarmation Transgort & Managemant VAN Sarvice VEN Additional Temglates
Ciaco System * Crmeen K Te—— . Additional Cisco System Templates
CiscoLogging™ Factory_Defauh_Clers_Logalng Tamsl... v

) GiscoNTP

| ClscoAdA C1n-Ee_1n

. | ClscoBrD* Factory_Defout_Gisco_BFD_Temaiats =

CiscoOmP Factory_Defauk_Giacn_OLP_ipués_Te. . v Giseo Securiry * (2) Factony_Defou'_Gisco_Seevty_Temp.. =

Gancel

1. TIAILNT>TIL—RD [--] 15 [Attach Devices] #i1EIR

= Cisco SD-WAN () Select Resource Groups Templates =0 2

i
@
o

Configuretion Groups  Feature Proflles

Feature Templates.

Q. search v

Template v

Tempiate Type Npy

Total Rows: 22 [ 46k
Name & Description Typs .. Davics Mods... Dsvics Rols .. Rssourcs Group Foemrs Tampiztaa Orsft Mods Davicas Attachsd Updated 8 Lt
C7111-8P_Defaut0s IPSeciSecure Feale CT111-8°  SDWANEdge  glocal 2 Disabled 0 test 0 e
C1111-8P_Defaut0s Ds-ite IPSacSecureiDS- e Featwe CT111-80  SDWANEdge  glocal 21 Disabled 0 k
©1111-8P_Defaut05_MAP-E(1IP) IPSacSecure/MAP-E(11P) Feate CI111-8°  SDWANEdge glooal 2 Disabled
G1111-8P_Defaut05_MAP-E{dynamic) IPSzc/Secure/MAP-E(dynamic) Feawre Gi111-8°  SDWANEdge glocal 2 Disabled 0
G1111-8P_Defaut05_va_4_20231004 C1111-8P_Defoultl5_v4 4 20231004 Fealue G1111-8°  SOWANEdge glooa 2 Disabled 2

Export CSV

G7111-8P_Defaut05_va_4_20231004_copy C1111-8°_Default0s_vd Fealre GI111-8°  SDWANEdge glooal 2 Disabled 0 rwsa6-gm 0 e
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4. OBERULZL CPE @#IRL, -] ZERUARY DXR(CTEE)

@ [Attachl &3&iR

= Cisco SD-WAN

() Selest Resource Groups

Attach Devices

Atach device from e list below

Availasle Devices

Al - Q Ssawh

Name

5. [Next] Z=&iR

= Cisco vManage

Device Templste | C1111-8P,
Q Search
5. Chassis Number

C1111-8P-FOL2AIBLFAQ

() Select Resource Groups

_Default02_v2_8_20211217

Sytem P Hostname

10017817 CPE2

Devica IP.
100.1.49.69
100.2000.1

Templates

1 lterms Seleeted

0 Seleat Al

Selected Devices

) Selest Al
v

W Al
D Hama Davica P
[ i ]

Cenfiguration + Templates =0 &
'
Total Rows: 1 L
VLAN 1D(gi010_ vien) VLAN ID{gi01 1 _vian) VLAN ID{glo12_vian) VLAN ID{gi013_vien) WLAN 1D(g0 14 _vian) VLAN 1D(gi015_vien) VLAN ID{gi016_vian) VLAN D{gion 7 v
0 x ) 2 x
Edit Device Template:

10

10 10
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6. OLUTOEMET CPE Z#RULI> T+ J%Z I (Config Diff Zi#IRT D EENDKRR
hiaTHE

QB EMR L. [Configure Devices| %&i&EiR

XTS—NTBHEE. RENRO CLBARMENSGDEFT. TS -RNERUFIEZ
L AESE

Templatss =
Side By Side DIl
. cE-Ls
sag-L5-cona
tiesacnest. 3 pere 13346

atacent 500800
[ —— )
’ 2

s [ — cancer

7. Status H' success, Message ' Done &72> TULWNUET > T« J@AN T ¥ =Status
ZEFXFT1DEEMNMDET

% Status 1 success ERRSRVGEE. TS —ABNKUFIEZEZUBEEZHLTY
NS DOEZEDFENLUET

= Cisco SD-WAN () Select Resource Groupe

Push Feature Template Configuration | @ vzdaton Suczess Initiateet By: nwisef-gm | Tenant: CSDVNE-15-0001 From: 172.18.128.190

Total Task: | | Suscess 1

Q Search ?
Tote! Rowss: 1 rt [o}

> Stetus Message Chassis Numbar Device Model Hostmame System P Skte ID yMansge P

} GSJLEQQ Done - Push Fazus Terplzne C.., C1111-BP-FGLIGOSLIVE [HARIE: [e27 100,1.43.70 300006342 213.283.1.2
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7.4. FAQ

ZOMODORD Z E(CDNTIETFED FAQ ZSEZ L 20

EOZ &

XFAT5E

EMEZIRO>TUEL. mTICRERLEWL

I\ DTy THhSDETZRENET .

MEZRDODTULEL.

J>kO—Z5 LT
CPE 1\ Unreachable (Cl2>TUZE > =

EEHPEFHECITHLCH D
Managed SD-WAN &SI \GEIEFE
WE9,

BIERENEL

IR/ E(CRIBR MTU ENERESN

TV ERFELE T

CPE W' IEE (TEEE) L7120

BEARSY>ZFLUIRHB LT CPE DOFE
EEEEBLUTIIEETL, TNTE
CPE "EE(CEBULRWVWEE
Managed SD-WAN &&= {4\ EHS
FELET,

> bO—SHAUTOKSIRE
ESey/

HI(CIRDE

IS0 Z=EHRLTC. O> bO—3N
BOJA > ZFEWEYT

MTU DfEICK D, T

(CREDA Y Z—A DNz

......

> bO—SHAUTOEISRBEEICED.
AV NOVESAE

AIZ217)LD 136 12F—Fv b
TJLAOT7 I £2TOA>2HF—FRY
NBEZXSR] OFIE7 Z#SBU.

interface Dialer100 ¢ MTU fBZ=HE:R
U lip mtu 1454 ] (SEREL TS IZE0N,
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TIL—BMCRETBINGA—F—ER

(VPN/VLAN]
VPN J )L —J#%
Feature Template
1 2 3 4
Cisco VPN VPN 10 20 30 40
VPN Interface
Vilan 10 20 30 40
SVI
(MTU/MSS 1E]
GRE IPsec
Feature Template
94T 1 4471 A4T 1 A4 1
VPN Interface MTU f& 1500byte 1500byte 1500byte 1500byte
SVI MSSfE |1412byte 1360byte 1378byte 1326byte
VPN Interface MTU{E  |1454byte 1454byte 1454byte 1454byte
Ethernet PPPoE MSS{E |1414byte 1414byte 1414byte 1414byte
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exan

CPE T &Pim>KDERER MTU JECDWWT

CPE TEBICHE Y DInARDEREX MTUBFUT ERDFET

B MTU BEZREURUE CPE TISOXY M EEULIL—TY METOERK &

12DCe. IR MTU fE%Z CPE TEBEENRERET,

Z3) IIN—TARICENA G -EX% TIN-TRICENA I IEGEY-EX%
Joka FAALTLS CPE "pdiHE FALTWS CPE HMRVEE
GRE 1400byte 1452byte
IPsec 1366byte 1418byte
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